Lectoras
SAXVRG6 /| SAXVR12

Software RFID READER DEMO Ver. 3.4.1.1

Introduccion

La encriptacion en las lectoras RFID SAXVR6 y SAXVR12 permite fortalecer la seguridad en la
comunicacién y operacién con etiquetas UHF, ayudando a controlar el acceso a la informacion y
a reducir el riesgo de lecturas o modificaciones no autorizadas. Mediante el software RFID
READER DEMO Ver. 3.4.1.1, es posible configurar diferentes parametros relacionados con la
proteccion de las etiquetas, incluyendo modos de encriptacion y mecanismos asociados a
contrasefias de acceso.

En este documento se presenta el procedimiento de configuracion de las funciones de
encriptacion disponibles para las lectoras SAXVR6 / SAXVR12, asi como una descripcion de las
opciones principales del software y las consideraciones necesarias para su correcta
implementacion. El objetivo es proporcionar una guia practica que facilite la configuracion
segura de las lectoras y permita comprender el funcionamiento de las distintas opciones de
proteccion disponibles.
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https://drive.google.com/file/d/1_zCgNCN-M6HEZtGAeGshDwoOJhqVtivC/view?usp=drive_link

conectado.

RFID READER DEMO - [Software Ver:3.4.1.1]

() Serial Interface - Eleccion de interfaz

USB Parameters
USB Device HID_3000-01 ~ Refresh(F5)
[ATTENTIONSI

- Parametros de USB

Haga click en “Conectar”, al conectarse la pantalla se muestra como la siguiente imagen.

RFID READER DEMO - [Software Ver:3.4.1.1] - [QWO0A-V1.31]

DISCONNECT(C)  LANGUAGE
Quick Basic Parameters Settings
Settings Output Mode WG26 v Work Mode Active v Same ID interval |2 5| T0.5s
Advanced -
Byte Offset 11 5| Byte
i )ﬂ - Byt
_ Out Interval 30 3 *10ms Pulse Width i10 o | *10us Pulse Period i15 = *100us
RE Buzzer Enabled v
Else Auto Read Type  6C ~  Auto Read Intervalj10 = | *10ms  Auto Read Delay i'i o | s
Device Id
| Device Id AD42090ECF645C5310A5626C DeviceMac: 5C5310A5626C ‘
RS485 Protocol Address Settings
| Address 65535 1~65534,65535 ‘
Tag
Operation
Defalut
Parameters
Restart System Get Set Default
Time RCP Type RCP Packet(HEX) Time Current Status
16:58:53 451 RCP AUTO CCFFFF2005100030 D8 E200309809070153257011 D4 BD B4 16:57:56 630 COMNNECT: not connect reader,connecti...
16:58:54040 RCPAUTO CCFFFF2005100030 D8 E200 30980907 0153257011 D4BC BS 16:57:56 975 CONNECT: not connect reader,connecti...
16:58:54 341  RCP AUTO CC FF FF 20 05 10 00 30 00 24 5D EA 00 00 00 00 00 00 00 00 00 BB DB 16:57:57 318 CONNECT: not connect reader,connecti...
16:58:54 489 RCP AUTO CCFFFF2005 100030 D8 E2 00 30980907 01 53 2570 11 D4 BEB3 I 16:57:57 644 CONNECT: Connected. I
| CONNECTED | UsB | w200 | Type:QWOA - Version:V1.31 - Address: 65535  |3410 - 3411
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RFID READER DEMO - [Software Ver:3.4.1.1] - [QWO0A-V1.31]

LANGUAGE
Quick Basic Parameters Settings
| Settings it Bencr 20dBm < The nonlinear reiat_i'onship between power and
= distance can be adjusted as needed
Work Mode Read Tag Mode v
Data Qutput Format Settings

Mostrara la siguiente interfaz.

En esta interfaz revisaremos el parametro Out Power (potecia de salida), Work Mode (modo de
operacion), EPC data (hex) (Cddigo Electrénico de Producto), y el Output data (salida de
datos).

RFID READER DEMO - [Software Ver:3.4.1.1] - [QWO0A-V1.31]

DISCONNECT(C) LANGUAGE
Quick
Settings The nonlinear relationship between power and
Su Feanewe 30dBm - distance can be adjusted as needed
- Work Mode Read Tag Mode v
Out Mode: Disabled(Check data Online) v
No.: T T T T bl
EPC data(hex): E2 00 3 9 09 o7 01 53 25 | ] E& - Memoria EPC
Select location: From |10 < | To [12 Move Left | Move Right
= Choose the format: Decimal v
e ERIEEIRN
Tag que enviara la lectora
Operation
Input Number: Check [ Is WG34 Attend
Defalut
Parameters
Restart System Get Set Default
Time RCP Type RCP Packet(HEX) Time Current Status
17:00:53 817 RCP AUTO CC FF FF 20 05 10 00 30 AD 0B C8 EA 00 05 06 07 08 00 01 79 CA C0D 49 16:57:56 630 CONNECT: not connect reader,connecti...
17:.00:53 832 RCPAUTO CC FF FF 20 05 10 00 30 D8 E2 00 30 98 09 07 01 53 25 70 11 D4 BB Bé 16:57:56 975 CONMNECT: not connect reader,connecti...
17:00:55053 RCP AUTO CCFFFF20051000 30 D8 E200 30980907 01 53 2570 11 D4 BEB3 16:57:57 318  CONNECT: not connect reader,connecti...
17:00:55 647 RCP AUTO CC FF FF 20 05 1000 30 D8 E2 00 30 98 09 07 01 53 25 70 11 D4 BC BS l 16:57:57 644 CONNECT: Connected. |
CONNECTED | usB V200 |  Type:QWOA - Version:V1.31 - Address: 65535 [3410 - 3411
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RFID READER DEMO - [Software Ver:3.4.1.1] - [QWO0A-V1.31]

DISCONNECT(C) LANGUAGE
Quick :
Setting Output Mode ~ WG26 v Work Mode Active v SamelDinterval |1 3| “03s
Advanced -
Byte Offset 11 5| Byte
e yt - Byt
- [ - . [ -
_ Out Interval 30 5 "10ms Pulse Width 10 5 | *10us Pulse Period i15 *100us
RE Buzzer Enabled v
ks Auto Read Type  6C v Auto Read Interval 10 3 | *10ms  Auto Read Delay i‘ = | s
Device Id
| Device Id AD42090ECF645C5310A5626C DeviceMac: 5C5310A5626C
RS485 Protocol Address Settings
| Address 65535 1~65534,65535
Tag
Operation
Defalut
Parameters
Restart System Get Set Default
Time RCP Type  RCP Packet(HEX) Time Current Status
17:39:59772 RCPAUTO  CCFF FF 2005 10 00 30 D8 E2 00 30 98 09 07 01 53 2570 11 D4 BE B3 16:57:57 644 CONNECT: Connected.
17:40:00 363 RCP AUTO CC FF FF 20 05 10 00 30 D8 E2 00 30 98 09 07 01 53 2570 11 D4 BF B2 17:06:55 517  CONNMNECT: DisConnected.
17:40:00 957 RCP AUTO CCFFFF2005100030D8E200309809070153257011 D4BD B4 17:39:17 438  CONMNECT: not connect reader,connecti...
17:40:01 398 RCP AUTO CCFFFF2005100030D8 E200 309809070153 2570 11 D4 BB B6 17:3%:17 771  CONNECT: Connected.
| CONNECTED | USB | v200 |  Type:QWOA - Version:V1.31 - Address: 65535 | 3410 - 3411

A continuacion, haga clic en Else. El sistema mostrara la interfaz correspondiente a las

configuraciones adicionales.

DISCONNECT(C) LANGUAGE
Quick Basic Parameters Settings .
Settings Output Mode ~ WG26 v Work Mode Active v Same IDinterval |1 5| "0:5s
Advanced [ -
Byte Offset 11 5| Byte
=srim Vi Byt
_ Out Interval 30 :‘ *10ms  Pulse Width i‘lﬂ =| *10us Pulse Period |75 *| *100us
RE Buzzer Enabled v
Else Auto Read Type  6C ~  AutoRead Interval 10 2| *10ms  Auto Read Delay If :'| s
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RFID READER DEMO - [Software Ver:3.4.1.1] - [QWO0A-V1.31]
DISCONNECT(C)  LANGUAGE

Quick Data Output Format Settings GPIO Seningsl Encryption Settings lxlended functions
Settings
Out Mode: Disabled v
Advanced
Settings
Basic
RF
Tag
Operation
Defalut
Parameters
Restart System Get Set Default
Time RCP Type RCP Packet(HEX) Time Current Status
17:47:25002 RCP AUTO CC FF FF 20 05 10 00 30 D8 E2 00 30 98 09 07 01 53 2570 11 D4 BE B3 16:57:57 644 CONNECT: Connected.
17:47.25608 RCPAUTO CCFFFF2005100030 D8 E2 0030980907 01532570 11 D4 BEB3 17:06:55 517 CONNECT: DisConnected.
17:47:26 203 RCP AUTO CCFFFF2005 1000 30 D8 E2 00 30 98 09 07 01 53 2570 11 D4 BF B2 17:39:17 438  CONNECT: not connect reader,connecti...
17:47:26 799 RCP AUTO CCFFFF 2005 1000 30 D8 E2 00 30 98 09 07 01 53 25 70 11 D4 C0 B1 I 17:39:17 771 CONNECT: Connected. I
| CONNECTED | UsB | w200 | Type:QWOA - Version:V1.31 - Address: 65535  |3410 - 3411

En esta seccion seleccionaremos CRC Encryption

Quick Data Output Format Settings GPIO Settings Encryption Settings Extended functions
Settings
Mode: CRC Encryp v~
“i" "I'"“d DisEnabl |
.w : ? nable ;
Basic IC‘F-'.C Encryption
RF
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Advanced
Settings

Data t Format Settings  GPIO Settings Encryption Settings Extended functions

Mode: CRC Encryp ~ Password: 00000

Basic

RF

Notes:
1.This encryption method is unique to our company!
2.The tag encryption is only valid for readers encrypted in the same way in our company!
3.The tag cannot be written after encryption,

otherwise the tag encryption is invalid and the encryption reader will not read the tag!
4.1f the data of the encrypted tag needs to be changed again, it needs to be encrypted again!
5.The encrypted password cannot be read, please remember by yourself!

Como ejemplo, ingresaremos el valor 127 como contrasefa. Posteriormente, haga clic en Set
para aplicar y guardar los cambios.

Quick
Settings

Advanced
Settings

Data Output Format Settings GPIO Settings Encryption Settings Extended functions

Mode:

CRC Encryp v~ Password: I 001ZH I

Basic

RF

Tag
Operation

Defalut
Parameters

Restart System

Notes:
1.This encryption method is unique to our company!
2.The tag encryption is only valid for readers encrypted in the same way in our company!
3.The tag cannot be written after encryption,

otherwise the tag encryption is invalid and the encryption reader will not read the tag!
4.If the data of the encrypted tag needs to be changed again, it needs to be encrypted again!
5.The encrypted password cannot be read, please remember by yourself!

Default

Get I Set
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Encrypt Mult Tags
Significa Encriptar multiples etiquetas. Esta opcién esta pensada para aplicar el proceso de
encriptacion a varias etiquetas de forma consecutiva o por lote.

Encrypt Tag (F8)
Significa Encriptar etiqueta. Ejecuta el proceso sobre una sola etiqueta RFID. La indicacion F8
sugiere que también puede activarse utilizando la tecla F8 del teclado.

RFID READER DEMO - [Software Ver:3.4.1.1] - [QWO0A-V1.31]
DISCONNECT(C) LANGUAGE

Quick Data Output Format Settings _GPIO Settings Encryption Settings Extended functions
—

Settings
I Mode: CRC Encryp ~ Encrypt Mult Tags Encrypt Tag(F8) I
Advanced |
Settings K
e 1.This encryption method is unique to our company!
asic

2.The tag encryption is only valid for readers encrypted in the same way in our company!
RF 3.The tag cannot be written after encryption,
. EHse otherwise the tag encryption is invalid and the encryption reader will not read the tag!
4.1f the data of the encrypted tag needs to be changed again, it needs to be encrypted again!
5.The encrypted password cannot be read, please remember by yourself!

Tag
Operation
Defalut
Parameters
Restart System Get Set Default
Time RCP Type  RCP Packet(HEX) Time Current Status
18:03:30135 RCPCMD TCFFFF 8431050200 7F 00 00 4B 16:57:57 644 CONNECT: Connected.
18:03:30 167 RCP RSP CC FF FF 84 00 00 B2 17:06:55 517 CONNECT: DisConnected.
18:03:30170 RCPCMD TJCFFFF843200D0 17:39:17 438  CONNECT: not connect reader,connecti...
18:03:30 198 RCP RSP CC FF FF 84 00 07 02 00 00 00 00 00 00 A9 l 17:33:17 771  CONNECT: Connected. l
CONNECTED | usB | V200 Type:QWOA - Version:V1.31 - Address: 65535 [3410 - 3411
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Encrypt Mult Tags (Cifrar etiquetas multiples

Data Output Format Settings GPIO Settings Encryption Settings Extended functions

Meode: CRC Encryp ~ Encrypt Mult Tags Encrypt Tag(F8)
Advanced
Settings Notes:
e 1.This encryption method is unique to our company!
asic

2.The tag encryption is only valid for readers encrypted in the same way in our company!

Nos mostrara esta interfaz, en esta seccion daremos click en Start Encrypt Tags

- Encrypt Tag =l 2
No Encrption Tag Num Encrypt Tag |
Inventory tags : E
NON s Previous Page Next Page Page Size: 20 ~
PC EPC Count Ant  RSSI or Temp

Inventory Tags: II' All Tags: II'
Start Encrpt Tags

Export

Clear
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Encrypt Tag

Tag Num :0 Yet:0 No:0

Inventory tags : 3

NON v Previous Page 1/1 Next Page Page Size: 20 v
PC EPC Count  ANT RSSI or Temp

1 3089  245DBB000000000000000000 17 17 /

2 30B5  245DBC000000000000000000 12 12

3 30BA  245DBA000000000000000000 7 7 /

Inventory Tags: All Tags:

Export Clear

Stop ]

En esta secciéon se muestran los resultados del proceso de lectura o inventario de etiquetas
RFID:

® Inventory Tags: 3

Indica la cantidad de tags diferentes detectados durante el inventario. En este caso, la lectora
ha identificado 3 etiquetas unicas.

® All Tags: 36

Representa la cantidad total de lecturas realizadas. Una misma etiqueta puede ser leida varias
veces, por lo que este numero normalmente es mayor que el niumero de tags unicos.

® Export

Permite exportar los resultados del inventario a un archivo para su consulta o registro.

® Clear

Limpia los datos y contadores mostrados en la interfaz para iniciar una nueva lectura o
inventario.
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Encrypt Tag (F8) (Encriptar etiqueta individual)

Quick Data Output Format Settings GPIO Settings EHCWPﬁOWOns

Settings
Mode: CRC Encryp ~ Encrypt Mult Tags

Advanced
Settings Notes:

1.This encryption method is unique to our company!

2.The tag encryption is only valid for readers encrypted in the same way in our company!
RF 3.The tag cannot be written after encryption,

. EHse otherwise the tag encryption is invalid and the encryption reader will not read the tag!

4 If the data of the encrunted tan needs tn he channed anain it needs tn he encrunted anain!

Basic

En esta seccidn, unicamente debemos colocar o acercar la tarjeta o tag RFID que deseamos
encriptar dentro del rango de lectura. Posteriormente, haga clic en Encrypt Tag o presione la
tecla F8 para iniciar el proceso de encriptacion de la etiqueta.

Cada vez que una etiqueta se encripta correctamente, la lectora emitira un pitido de
confirmacién. Después de la encriptacion, la lectora comenzara a realizar la lectura del tag,
generando un pitido continuo mientras la etiqueta permanezca dentro del rango de lectura.
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