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S.No Rule Applicable Variants
1 (BL) Ensure 'Interactive logon: Machine account lockout threshold' is set to '$ODV or fewer invalid logon attempts, but not 0' Windows 11 Enterprise,Windows 11 Standard
2 Ensure 'Relax minimum password length limits' is set to 'Enabled' Windows 11 Enterprise, Windows Server 2025, Windows 11 Standard, Windows Server 2022
3 Ensure 'Audit: Force audit policy subcategory settings (Windows Vista or later) to override audit policy category settings' is set to 'Enabled' Windows 11 Enterprise, Windows Server 2025, Windows 11 Standard, Windows Server 2022
4 Ensure 'Interactive logon: Do not require CTRL+ALT+DEL' is set to 'Disabled' Windows 11 Enterprise,Windows 11 Standard
5 Ensure 'Deny log on as a batch job' to include 'Guests' Windows 11 Enterprise, Windows Server 2025, Windows 11 Standard, Windows Server 2022
6 Ensure 'Deny log on as a service' to include 'Guests' Windows 11 Enterprise, Windows Server 2025, Windows 11 Standard, Windows Server 2022
7 Ensure 'Interactive logon: Machine inactivity limit' is set to '$ODV or fewer second(s), but not 0' Windows 11 Enterprise,Windows 11 Standard, Windows Server 2022
8 Ensure 'Deny log on through Remote Desktop Services' to include 'Guests' Windows 11 Enterprise,Windows 11 Standard
9 Ensure 'Network security: Configure encryption types allowed for Kerberos' is set to 'AES128_HMAC_SHA1, AES256_HMAC_SHA1, Future encryption types' Windows 11 Enterprise, Windows Server 2025, Windows 11 Standard, Windows Server 2022

10 Ensure 'Network security: LAN Manager authentication level' is set to 'Send NTLMv2 response only. Refuse LM & NTLM' Windows 11 Enterprise, Windows Server 2025, Windows 11 Standard, Windows Server 2022
11 Ensure 'User Account Control: Admin Approval Mode for the Built-in Administrator account' is set to 'Enabled' Windows 11 Enterprise, Windows Server 2025, Windows 11 Standard, Windows Server 2022
12 Ensure 'Deny access to this computer from the network' to include 'Guests, Local Account' Windows 11 Enterprise
13 Ensure 'MSS: (EnableICMPRedirect) Allow ICMP redirects to override OSPF generated routes' is set to 'Disabled' Windows 11 Enterprise
14 Ensure 'Turn off Windows Copilot' is set to 'Enabled' Windows 11 Enterprise
15 Ensure 'Microsoft network client: Digitally sign communications (always)' is set to 'Enabled' Windows 11 Enterprise, Windows Server 2025, Windows 11 Standard, Windows Server 2022
16 Ensure 'Network security: Allow LocalSystem NULL session fallback' is set to 'Disabled' Windows 11 Enterprise, Windows Server 2025, Windows 11 Standard, Windows Server 2022
17 Ensure 'Network Security: Allow PKU2U authentication requests to this computer to use online identities' is set to 'Disabled' Windows 11 Enterprise, Windows Server 2025, Windows 11 Standard, Windows Server 2022
18 Ensure 'Network access: Restrict clients allowed to make remote calls to SAM' is set to 'Administrators: Remote Access: Allow' Windows 11 Enterprise,Windows 11 Standard
19 Ensure 'Network security: Restrict NTLM: Audit Incoming NTLM Traffic' is set to 'Enable auditing for all accounts' Windows 11 Enterprise, Windows Server 2025, Windows 11 Standard, Windows Server 2022
20 Ensure 'Network security: Restrict NTLM: Outgoing NTLM traffic to remote servers' is set to 'Audit all' or higher Windows 11 Enterprise,Windows 11 Standard, Windows Server 2025, Windows Server 2022
21 Ensure 'Microsoft network server: Digitally sign communications (always)' is set to 'Enabled' Windows 11 Enterprise, Windows Server 2025, Windows 11 Standard, Windows Server 2022
22 Ensure 'Microsoft network server: Server SPN target name validation level' is set to 'Accept if provided by client' or higher Windows 11 Enterprise, Windows 11 Standard
23 Ensure 'Do not display network selection UI' is set to 'Enabled' Windows 11 Enterprise
24 Ensure 'Deny access to this computer from the network' to include 'Guests' Windows 11 Standard
25 Ensure 'MSS: (AutoAdminLogon) Enable Automatic Logon' is set to 'Disabled' Windows 11 Enterprise, Windows 11 Standard
26 Ensure 'Network security: Allow Local System to use computer identity for NTLM' is set to 'Enabled' Windows 11 Enterprise, Windows Server 2025, Windows 11 Standard, Windows Server 2022
27 Ensure 'Deny log on locally' to include 'Guests' Windows Server 2025, Windows Server 2022
28 Ensure 'Interactive logon: Machine inactivity limit' is set to '900 or fewer second(s), but not 0' Windows Server 2025, Windows 11 Standard
29 Ensure 'Impersonate a client after authentication' is set to 'Administrators, LOCAL SERVICE, NETWORK SERVICE, SERVICE' and (when the Web Server (IIS) Role with Web Services Role Service is installed) 'IIS_IUSRS' (MS only)Windows Server 2025
30 Ensure Allow 'log on through Remote Desktop Services' is set to Administrators', Remote Desktop Users' (MS only) Windows Server 2025
31 Ensure 'Change the time zone' is set to 'Administrators, LOCAL SERVICE' Windows Server 2025, Windows Server 2022
32 Ensure 'Access this computer from the network' is set to 'Administrators, Authenticated Users' (MS only) Windows Server 2025
33 Ensure 'Enable Structured Exception Handling Overwrite Protection (SEHOP)' is set to 'Enabled' Windows Server 2025, Windows Server 2022
34 Ensure 'Audit Audit Policy Change' is set to include 'Success' Windows Server 2025, Windows Server 2022
35 Ensure 'Audit Credential Validation' is set to 'Success and Failure' Windows Server 2025, Windows Server 2022
36 Ensure 'Network access: Restrict clients allowed to make remote calls to SAM' is set to 'Administrators: Remote Access: Allow' (MS only) Windows Server 2025, Windows Server 2022
37 Ensure 'Microsoft network server: Server SPN target name validation level' is set to 'Accept if provided by client' or higher (MS only) Windows Server 2025, Windows Server 2022
38 Ensure 'Do not display network selection Ul' is set to 'Enabled' Windows Server 2025, Windows 11 Standard
39 Ensure 'Interactive logon: Machine account lockout threshold' is set to '10 or fewer invalid logon attempts, but not 0' Windows 11 Standard
40 Ensure 'Interactive logon: Do not require $CTRL+ALT+DEL$' is set to 'Disabled' Windows 11 Standard
41 Ensure 'Windows Firewall: Public: Firewall state' is set to 'On (recommended)' Windows 11 Standard
42 Ensure 'Allow log on through Remote Desktop Services' is set to 'Administrators, Remote Desktop Users' Windows 11 Standard
43 Ensure Access 'this computer from the network' is set to 'Administrators, Remote Desktop Users' Windows 11 Standard
44 Ensure 'Network access: Restrict clients allowed to make remote calls to SAM' is set to Administrators': Remote Access: Allow' Windows 11 Standard
45 Ensure 'Network security: Restrict NTLM: Outgoing NTLM traffic to remote servers' is set to Audit 'all' or higher Windows 11 Standard
46 Ensure 'Account lockout duration' is set to '$ODV or more minute(s)' Windows Server 2022
47 Ensure 'Deny log on through Remote Desktop Services' is set to 'Guests, Local account' (MS only) Windows Server 2022
48 Ensure 'Deny access to this computer from the network' to include 'Guests, Local account and member of Administrators group' (MS only) Windows Server 2022
49 Ensure 'Apply UAC restrictions to local accounts on network logons' is set to 'Enabled' (MS only) Windows Server 2022
50 Ensure 'Network security: LDAP client encryption requirements' is set to 'Negotiate sealing' or higher Windows Server 2022
51 Ensure 'Configure Automatic Updates: Scheduled install day' is set to '0 Every day' Windows Server 2022


