June 20, 2021

Privacy & Security Excerpts

Webinars/Events

6/22/2021 11:00 am EST

PrivacyEngine - Data Privacy - Important Lessons From The Pandemic

6/22/2021 9:00 am PST

Abnormal Insights - A CISO Fireside Chat

6/22/2021

The Future of Cyber Security - Celebrating Women in Cyber

6/22/2021 - 6/24/2021

PrivSec Global

6/22/2021 - 6/25/2021

Active Defense & Cyber Deception w/ John Strand

6/23/2021

The Rise of Privacy Tech Virtual Summit 2021

6/29/2021 2:00 pm EST

ITProToday/Veeam - Teams Data Protection: 8 Facts You NEED to Know!

6/30/2021 11:00 am EST

\Veriato - Ransomware Has Evolved, And So Should Your Company

Latest Tech News

Researchers Uncover 'Process
Ghosting' — A New Malware Evasion
Technigue

"With this technique, an attacker can write a piece of malware to disk
in such a way that it's difficult to scan or delete it — and where it then
executes the deleted malware as though it were a regular file on disk,"

Analysi

s, Reports, Trends

iThority - IBM Survey: Pandemic-Induced
Digital Reliance Creates Lingering Securi-
ty Side Effects

With society becoming increasingly accustomed to digital-first
interactions, the study found that preferences for convenience
often outweighed security and privacy concerns among individu-
als surveyed — leading to poor choices around passwords and
other cybersecurity behaviors.

VentureBeat - Pindrop: Only 34% of call
centers are prepared to fight fraudsters

How did they do it? By targeting vulnerabilities in contact center
Interactive Voice Response (IVR) systems, allowing fraudsters to
bypass the agent and abuse the IVR for intelligence on customer

SDxCentral - Cisco Talos: It’s Time to
Move Beyond Ransomware ‘Thoughts

and Prayers

This group should include law enforcement agencies like the FBI
and U.S. Secret Service, as well as the major players in the intelli-
gence community such as the CIA, the Office of the Director of
National Intelligence (ODNI), and the National Security Agency
(NSA).

VentureBeat - TrustArc: 83% of enterpris-

Notably, 44% of the respondents spend anywhere from “most”

es created formal privacy offices last year

to “all of their time” on privacy initiatives, TrustArc said.

Axway Survey Finds Consumers Fre-
quently Have Concerns About the Privacy
and Security of their Data

‘Oddball’ Malware Blocks Access to
Pirated Software

The malware (which SophosLabs principal researcher Andrew Brandt
called “one of the strangest cases I've seen in a while”) works by modi-
fying the HOSTS file on the infected system, in a “a crude but effective
method to prevent a computer from being able to reach a web ad-
dress,”

The study found 82% wish they knew what specific data compa-
nies have collected about them. 82% also have concerns that
their online data may not be secure, and only 39% of Americans
said they know where their online data is stored

ZDNet - Best identity theft protection &
monitoring service 2021

There are plenty of great options available for reasonable prices
that can help to protect your identity, personal information, and
credit score.

SiliconANGLE - Survey finds CISOs are re-

Geek Squad Vishing Attack Bypasses
Email Security to Hit 25K Mailboxes

According to researchers at Armorblox, the emails bypassed native Mi-
crosoft email security controls along with email security engines like
Exchange Online Protection (EOP) and Proofpoint, landing in tens of

1B+ CVS Health customer records ex-

posed on unsecured cloud database

The nonpassword-protected database had no form of authentication
and was exposed to all and sundry. The database included visitor ID,
session 1D, device information, email addresses and other details.

Peloton Bike+ Bug Gives Hackers
Complete Control

The popular Peloton Bike+ and Peloton Tread exercise equipment con-
tain a security vulnerability that could expose gym users to a wide vari-
ety of cyberattacks, from credential theft to surreptitious video record-

Mlillions of Connected Cameras Open

to Eavesdropping

Millions of connected security and home cameras contain a critical
software vulnerability that can allow remote attackers to tap into vid-
eo feeds, according to a warning from the Cybersecurity and Infra-

Akamai Battles Bots, Fraudsters at
the Edge

Account Protector analyzes requests and generates a user-session risk
score during authentication based on user behavior and population
profiles, observes malicious activity across the network and IP, and Ak-

lying on outdated, report-based threat
intelligence

The survey wasn’t all doom and gloom: A full 97% of CISOs said
they expected their cybersecurity teams would grow in 2021,
indicating that cybersecurity awareness is growing and budgets

TechRader - Security teams are turning
off alerts due to overload

The cybersecurity firm polled 2,303 IT security and SOC decision-
makers and found that 70% are utterly stressed with IT threat

alerts.

The Rise of Privacy Tech Virtual Summit
2021 is an event focusing on privacy in-
novation. It is meant to bring together
privacy tech innovators, investors, advi-
sors, and advocates to discuss how pri-
vacy innovation can solve some of to-
day’s privacy problems. The event will
feature developments in privacy inno-
vation, group and 1:1 networking with
attendees, and exhibits from the latest
privacy tech startups.

THE RISE OF PRIVACY TECH
VIRTUAL SUMMIT 2021
06.23.2021
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