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Threatpost - The Evolving Role of the

CISO

As enterprises continue to evolve, a growing number of effec-
tive CISOs will be asked to inherit enterprise risk-management
or infrastructure responsibilities.

OneTrust - How Good IT Asset and Risk Management Can Protect You From

7/21/2021 11:00 am EST

Ransomware

Datanami - Cloudian Ransomware Survey|

The survey found that traditional ransomware defenses are fail-

Finds 65% of Victims Penetrated by

Lexology/Didomi - Privacy Made Positive™ — privacy transparency is an op-

7/22/2021 7:00 am MST

portunity, not a burden

Phishing Had Conducted Anti-Phishing

ing, with 54% of all victims having anti-phishing training and
49% having perimeter defenses in place at the time of attack.

7/22/2021 9:00 am PST Datad

og - DevSecOps Maturity Model

SiliconANGLE - OT and loT attacks rise as

SANS

Institute - Digital Forensics & Incident Response Summit & Training

7/22/2021-7/31/2021 b021

ransom payments are expected to hit

S20B this year

In the OT sector, there is also a rising number of industrial con-
trol systems vulnerabilities. Industrial Control Systems are noted
as the most susceptible sector, with a 44% increase in discov-
ered vulnerabilities in the five months to the end of May.

9/8/2021 - 9/10/2021

WiCyS - Women in Cybersecurity Conference - Denver

GovConWire - IBM Survey: Government

9/13/2021-9/17/2021

CSA presents SECtember 2021

IT Decision Makers Say Agencies to Prior-

Nearly 70 percent of respondents said they consider security
risks as the top barrier to cloud migration. The survey also

itize Cybersecurity in FY 2022

Latest Tech News

showed that security outweighs cost reduction by nearly two-
fold as the reason for advancing IT modernization.

\VentureBeat - 5 things cybersecurity

leaders need to know to make hybrid

Google's new 'quick delete' erases
the last 15 mins of your search histo-

Google Search web users, meanwhile, are gaining "auto-delete" con-

ry

trols that let people choose to automatically and continuously delete
their search history at specified intervals.

work safe

"[If] we’re going to be using these hybrid modes of operation, |
think we need to insist on more control over the devices that
are used from home.”

VentureBeat - 5 things cybersecurity

leaders need to know to make hybrid

SecurEnds raises S21M to manage
risk and compliance

SecurEnds, which competes with companies like SailPoint and Savi-
ynt, seeks to make it easier for organizations to comply with regula-
tions including SOX, HIPAA, PCI-DSS, GDPR, and I1SO 27001

"[If] we’re going to be using these hybrid modes of operation, |
think we need to insist on more control over the devices that

work safe

are used from home.”

Dataminr acquires event tracker
WatchKeeper to augment real-time
alerts

\WatchKeeper offers a mapping display that shows a company’s as-
sets, physical security, and crises risk, which can be filtered by event,
type, location, and severity.

Securiti allies with Snowflake to
manage and secure data

Designed to run natively on the Snowflake cloud, Securiti for Snow-
flake provides the data governance tools required to protect data,
ensure privacy, and achieve compliance using a single platform.

1Password’s new API pipes data into
third-party tools such as Splunk

Enterprise-focused password-management platform 1Password has
launched a new API designed to give security teams “greater data vis-
ibility” and insights by piping 1Password sign-in activity data directly
into third-party cybersecurity tools.

SonicWall Warns of ‘Imminent’ Ran-
somware Attack

SonicWall today warned of an “imminent” ransomware campaign tar-
geting its older Secure Mobile Access (SMA) and Secure Remote Ac-
cess (SRA) products and advised customers to either update their
firmware or immediately disconnect their appliances and change all
related passwords.

Stytch raises S30 million from Thrive
Capital to improve security with
passwordless authentication

Stytch will use the new capital infusion to roll out more authentica-
tion options, including mobile biometrics, WebAuthn, OAuth logins,
QR codes, and push notification login, and launch additional user in-
frastructure features to continue to onboard and engage users

through a simple, low-friction process

CISA.gov—Stop Ransomware

This website is the U.S. Government's official one-stop location for resources to tackle ransomware more

effectively.
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