October 3, 2021

Privacy & Security
Webinars/Events

10/7/2021

Didomi - Yes We Trust Summit

10/12/2021 - 10/15/2021

TrustWeek - OneTrust User Week

10/13/2021

Blackberry Security Summit 2021

\Veriato - Implementing An Insider Threat Mitigation Framework - Critical

10/13/2021 11:00 am EST

Elements For Detecting & Mitigating Insider Threats

10/26/2021 - 10/27/2021

Cybersecurity Symposium for Smart Cities 2021

10/27/2021

Enterprise IT - Getting SASE

Latest Tech News

Cisco Pushes Trust Standard Across
Its Supply Chain

“We’re hopeful that it will help shape the industry’s thinking about
what does it mean to be a trusted provider,” Cisco’s Chief Privacy
Officer Harvey Jang said. “What’s challenging is there’s no consistent
standard.”

\White House plans 30-country
meeting on cyber crime and ransom-
ware -official

The Biden administration hopes that their new informal group, which
they're calling the Counter-Ransomware Initiative, will bolster their
diplomatic push that has included direct talks with Russia as well as the
NATO alliance and Group of Seven (G7) wealthy nations.

4.6M Neiman Marcus customers
affected by data breach

The data stolen included 3.1 million payment and virtual gift cards, alt-
hough Neiman Marcus notes that more than 85% were either expired
or invalid.

Password-stealing Android malware

uses sneaky security warning to trick
you into downloading

The text message scam delivers FluBot, a form of Android malware
which steals passwords, bank details and other sensitive information
from infected smartphones.

Alkira and Check Point Software

Technologies Collaborate to Bring En-

terprise-Class Security to Cloud

\Workloads

The Check Point CloudGuard platform provides cloud native security
with advanced threat prevention for all assets and workloads enabling
customers to deploy the same robust security in the cloud that they
are used to with on-premises systems

Apple Pay with Visa Hacked to Make

Payments via Unlocked iPhones

The team explained that fraudulent tap-and-go payments at card read-
ers can be made using any iPhone that has a Visa card set up in
“Express Transit” mode

Elastic Stack vulnerability can lead to

data theft and denial-of-service

attacks

To exfiltrate sensitive user and system data, attackers can abuse the
lack of authorization between front-end and back-end services to ob-
tain a working user account with basic permission levels.

Clumio brings its backup-as-a-service

technology to Amazon S3 storage

Clumio Protect for Amazon S3 creates so-called immutable backups of
the data that organizations keep in S3. Immutable backups can’t be de-
leted or modified even by administrators.

ring 2021, a cyber
ack is expected to
r every 11 seconds.

Analysis, Reports, Trends

\VentureBeat - Facing the new cybersecuri-

ty challenges of hybrid work (VB)

But there’s also an enormous risk: No matter the size of your busi-
ness, these work environments are creating brand new cybersecu-
rity challenges because of a rapidly changing threat surface, cyber
security that hasn’t kept up, and a distracted workforce.

Network World - Gartner: SD-WAN, SASE

biggest drivers of WAN edge infrastruc-

ture

As the world shifts from working from home to working from any-
where, companies have begun to shift away from the VPN as the
main tool for keeping remote workers secure, and towards more-
fully featured SD-WAN technologies, with the idea of eventually
implementing zero-trust network access for maximal security,
Gartner’s report noted.

AiThority - CSC Finds Majority of World’s

Largest Companies Susceptible to Phishing

and Brand Abuse Due to Improper Do-

main Security

“Basic domain security measures continue to get overlooked be-
cause they’re still not considered an essential component to a
company’s broader phishing, business email compromise, or ran-
somware mitigation approach”

\VVentureBeat - Enterprise mobile adoption

is up, but it isn’t without issues

\While more than 61% of U.S. enterprises invested in mobile tech-
nology or mobile security in the last year, 73% experienced inte-
sration issues. Specifically, they admit their technology needs to
have improved data analytics, troubleshooting, and issue resolu-
tion, among other challenges.

Medgadget - Global Healthcare Cloud
Computing Market Size To Reach USD
68.4 billion by 2026

One of the significant factors hampering the growth rate of the
slobal healthcare cloud computing market is data security and
protection concerns. A big issue with cloud agreements is that the
information provided by merchants isn’t nearly as safe as infor-
mation kept on-premise.

Forbes - The 8 Latest Malicious Email
Threats And Trends That Can Create A
Business Crisis

The company said the report was the first-of-its-kind to identify
trends among malicious email threats and attacks, the most im-
personated brands, and the most popular times for hacking
attempts.

IBM - Take the cyber resiliency assessment

their industry.

Organizations affected by cyber attacks run the risk of ti
having their normal business operations disrupted, as wq ons
as losing valuable data, customers and reputation within

Funded by IBM (no cost to the customer)

e Two-hour virtual assessment workshop

* Only 2 weeks to receive the following deliverables from
IBM:

|- Detailed assessment report

- Management presentation

- Roadmap of recommended improvements and considera-

https://www.ibm.com/downloads/cas/W7VJLDPE
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