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AiThority - Hornetsecurity Releases Re-
sults of Global Study on Ransomware 
Attacks 

Although almost all respondents (86.9%) indicated that their sen-
ior leadership team is aware of ransomware risks, nearly half re-
ported that preparation and prevention measures are delegated 
to the company’s IT department  

VentureBeat - Security.org: 68% of Ameri-
cans use the same password across ac-
counts 

Notably, 85% are now employing two-factor authentication, add-
ing a layer of online security to their passwords. In addition, the 
use of password generators nearly doubled year-over-year, from 
15% to 27%, and password management services or browser 
vaults increased by 10%. 

ZDNet - Russia poses the biggest nation-
state cyber threat, says Microsoft 

"Russian nation-state actors are increasingly targeting govern-
ment agencies for intelligence gathering, which jumped from 3% 
of their targets a year ago to 53% -- largely agencies involved in 
foreign policy, national security or defense," he explained. 

Threatpost - 4 Key Questions for Zero-
Trust Success 

As companies seek to implement a zero-trust network access 
(ZTNA) solution, there are important considerations that need to 
be made to avoid common pitfalls, in areas such as performance, 
data loss protection (DLP), advanced threat protection (ATP), visi-
bility and reporting 

WindowsReport - Security baseline for 
Windows 11 was just released by Mi-
crosoft 

You will most likely want to download all the essential data from 
the Microsoft Security Compliance Toolkit, and you can easily find 
all you need on Microsoft’s dedicated page. 

VentureBeat - Zero trust and UES lead 
Gartner’s 2021 Hype Cycle for Endpoint 
Security 

The top five segments with the highest growth rates are applica-
tion security testing, access management, endpoint protection 
platform (enterprise), secure email gateways, and identity govern-
ance and administration. 

SiliconANGLE - IT and security profession-
als find patching complex, cumbersome 
and time-consuming  

That shift, with employees connecting with various devices to ac-
cess corporate networks, data and services as they work and col-
laborate from new and different locations, is said to have made 
patching harder than ever. 

10/12/2021 - 10/15/2021 TrustWeek - OneTrust User Week 

10/13/2021 Blackberry Security Summit 2021 

10/13/2021 11:00 am EST 
Veriato - Implementing An Insider Threat Mitigation Framework - Critical 
Elements For Detecting & Mitigating Insider Threats  

10/19/2021 10:00 am PST Gigamon/Ordr - Lunch & Learn: Exposing Ransomware-as-a-Service 

10/20/2021 3:00 pm EST 
DevOps.com - How to Scale Governance, Compliance and Security through 
GitHub Actions 

10/21/2021 SecurityMetrics Summit 2021 

10/26/2021 - 10/27/2021 Cybersecurity Symposium for Smart Cities 2021 

11/4/2021 Tessian - Human Layer Security Summit 

Fortanix and Google Partner to Deliv-
er Google Workspace Client-side En-
cryption (CSE) 

The partnership enables Google Workspace users to retain sole author-
ity and control over the cryptographic keys for encrypting data and 
documents on Google Workspace with enhanced key management ca-
pabilities offered by Fortanix. 

NowSecure Announces the World’s 
First Dynamic Software Bill of Materi-
als (SBOM) for Mobile Apps 

“SBOMs are foundational items that should be generated for EVERY 
new version of a mobile app so that everyone knows what is in the 
software that they are using, and so that the enterprise can protect it-
self from critical supply-chain risks." 

Cohesity Unveils First Data Protection 
Solution Integrated With Cisco Se-
cureX 

This first-of-its-kind integrated data protection solution with Cisco Se-
cureX, based on Cohesity DataProtect, automates the delivery of criti-
cal security information to organizations facing ransomware threats, 
helping to accelerate time to discovery, investigation, and remediation 

VMware ESXi Servers Encrypted by 
Lightning-Fast Python Script 

Sophos said on Tuesday that the ransomware is being used to compro-
mise and encrypt VMs hosted on an ESXi hypervisor in operations that, 
soup-to-nuts, are taking less than three hours to complete from initial 
breach to encryption. 

Twitch Gets Gutted: All Source Code 
Leaked 

An attacker claims to have ransacked Twitch for everything it’s got, in-
cluding all of its source code and user-payout information. 

Citrix Checks ZTNA Into SASE Strategy 

The service, dubbed Citrix Secure Private Access, is the latest in the 
vendor’s arsenal of secure access service edge (SASE) software. The 
platform is designed to protect access to applications and services re-
gardless of whether the end user is working in the branch, remotely, or 
from a managed or unmanaged device. 

Box adds advanced ransomware pro-
tection and a ton of collaborative fea-
tures at BoxWorks 2021  

Box Shield’s new malware deep scan capability is different, pairing 
deep learning with traditional hash-based or file-fingerprinting tech-
niques that leverage existing data on malware. 

IBM - Take the cyber resiliency assessment 

Funded by IBM (no cost to the customer) 
• Two-hour virtual assessment workshop 
• Only 2 weeks to receive the following deliverables from 
IBM: 
- Detailed assessment report 
- Management presentation 
- Roadmap of recommended improvements and considera-
tions 

https://www.ibm.com/downloads/cas/W7VJLDPE 
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