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School District Reports a 334% Hike 
in Cybersecurity Insurance Costs

Schools Are Becoming Uninsurable

BUSINESS INSURANCE
Risk Management

Schools hit with cyber price hikes
Angela Childers
July 12, 2021
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Remote Learning: The Need for Phishing-Resistant Authentication 
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Delicate Balance of Productivity vs Security

PRODUCTIVITY   vs   SECURITY

6



IDENTITYAUTOMATION      lCONFIDENTIAL

RapidIdentity Authentication

● Help meet your cybersecurity insurance requirements

● Secure and track access to your resources 

● Strengthen your position against ransomware attacks & malicious actors

● Simplified experience for users

● Lockdown digital classrooms without interfering with learning

✔
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Authentication Methods
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Passcode
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WebAuthN OTP Ping Me Social LoginKerberos DUO Auth
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Secure Single Sign On with Federation

● Put all of your user’s apps in one place

● Simplify the digital learning experience

● Make users’ school network login the only login they need

● Don’t sacrifice security while making things easier to use

✔
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Single Sign On with RapidIdentity - User Workflow #1
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Single Sign On with RapidIdentity - User Workflow #2
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Single Sign On with RapidIdentity - User Workflow #3(Cloud Only)
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Using RapidIdentity as an Identity Provider - Configuration

The Identity Provider 
Section of the 
configuration houses 
both the IdP,  and 
Federated Partner 
Configurations

Useful Facts:



IDENTITYAUTOMATION      lCONFIDENTIAL

Using RapidIdentity as an Identity Provider - Configuration

For more information 
about RapidIdentity 
Metadata and IdP see 
the Knowledge base 
article: RapidIdentity 
IdP Configuration

Useful Facts:

https://help.rapididentity.com/docs/rapididentity-idp-configuration
https://help.rapididentity.com/docs/rapididentity-idp-configuration
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Using RapidIdentity as an Identity Provider - Configuration

The settings for 
embedded claim my 
account, and custom 
help links are also 
configurable through 
the Web Template 

Useful Facts:
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Using RapidIdentity as an Identity Provider - Configuration

RapidIdentity can act 
as an Identity provider 
or Service provider. 

Useful Facts:
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Using RapidIdentity as an Identity Provider - Configuration

RapidIdentity is 
commonly used as the 
primary Identity Provider 
for Google domains. For 
more information on this 
configuration, and step 
by step instructions see 
the knowledge base 
article: SSO with Google

Useful Facts:

https://help.rapididentity.com/docs/configuring-saml-sso-with-google
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Using RapidIdentity as an Identity Provider - Configuration

The METADATA is 
sourced from the service 
provider, and can be 
edited in this window in 
needed.

Useful Facts:
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Using RapidIdentity as an Identity Provider - Configuration

When selecting the 
Enable ECP Settings 
checkbox, the ECP 
Settings section will 
become available 
beneath the SSO 
Settings along with the 
configuration options. In 
this case, ECP settings 
are not to be enabled.

Useful Facts:
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Using RapidIdentity as an Identity Provider - Configuration

You can Add 
attributes to be 
mapped directly in 
the federated partner 
Settings

Useful Facts:

They can also be added in the 
Federated Partner Configuration 
menu.
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Tailor Authentication to the Actual User
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Authentication Methods
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For more information about MFA  
deployment best practices, and 
passwordless workflows. See K-12 MFA 
Guide: Make Districtwide Multi-Factor 
Authentication Not Only a Reality— But a 
Success

https://info.identityautomation.com/hubfs/PDFs/Edu_Resources/MFA%20Ebook%20Final%202022.pdf
https://info.identityautomation.com/hubfs/PDFs/Edu_Resources/MFA%20Ebook%20Final%202022.pdf
https://info.identityautomation.com/hubfs/PDFs/Edu_Resources/MFA%20Ebook%20Final%202022.pdf
https://info.identityautomation.com/hubfs/PDFs/Edu_Resources/MFA%20Ebook%20Final%202022.pdf


Configuration Policies - Authentication Policies

● MFA policies vs. Forgot Password policies
● Primary device-based methods

○ Duo (proprietary app)
○ PingMe (RapidIdentity mobile app)
○ WebAuthN (Windows Hello, Apple 

Touch ID, FIDO key, etc.)
○ SMS (text message)
○ TOTP (time-based one-time 

password, generated by 
authenticator app)



Configuration Policies - Authentication Policies 

● Secondary methods not dependent on a 
mobile device

○ Email
○ Password
○ Pictograph
○ Portal Challenge Questions
○ QR Code
○ Social (Google, Facebook, Twitter, 

LinkedIn)
● Setup a primary method that uses a 

device, and secondary or backup 
method in case the user doesn’t have 
access



Configuration Policies - Authentication Policies (Forgot password)

● Forgot Password policies
○ Can receive a code through email 

or SMS
○ Requires personal email or mobile 

number stored on employee’s 
profile in advance of the request

○ Enable self-service data entry on 
the staff MY Delegation If this 
contact info is not collected and 
stored in your source system and 
provisioned to RapidIdentity



Configuration Policies - Authentication Policies (MFA)

● The order of the policies matters, so if you 
allow Try Another Method, it will step 
down to the next policy that matches on 
that user’s attributes, i.e. PingMe first, then 
QR Code second

○ Click a policy name to select it, then 
use the arrows at the bottom of the 
list to change the order (which 
changes the priority)

○ When implementing multi-factor 
authentication, a “password-only” 
policy should not be the final step or 
MFA can be bypassed on every login



Configuration Policies - Authentication Policies (MFA)

● The order of the policies matters, so if you 
allow  Try Another Method, it will step 
down to the next policy that matches on 
that user’s attributes, i.e. PingMe first, then 
TOTP second

● Within each policy, the order of the 
Authentication Methods you’ve enabled 
also matters

○ In this example, the user will be 
presented with the Password field 
first, then the TOTP code is 
requested on the next screen

○ Drag and drop the Methods to 
change the order

○ Only the methods with a checkmark 
are enabled



Configuration Policies - Authentication Policies 

● Criteria to apply policies
○ Roles (RBAC)
○ LDAP Filters (ABAC)
○ Relax or strengthen MFA on specific 

days or during specific hours 
■ business day/week = relaxed 

MFA
■ after hours/weekends = 

strong MFA
○ Connected to Source Network = 

relaxed MFA 
○ Kerberos/QR Code/WebAuthN = 

options are enabled or disabled



Configuration Policies - Authentication Policies (QR)

Authentication methods designed for students
● QR Codes - secure vs. insecure does not refer 

to the embedded content in the code; it 
refers to the protection requirements

○ Secure: embedded username and 
password and must be stored or kept 
in a secure location or under a 
person’s control at all times

○ Insecure: embedded username, and a 
password or pictograph is required to 
complete authentication so by itself, 
it’s not easily used if found unattended

○ Color and school name can be 
customized under the QR Code option 
on the left menu



Configuration Policies - Authentication Policies (Pictograph)

Authentication methods designed for students
● Pictographs are a series of pictures that 

students can tap on a touchscreen device, 
or click with a mouse button

○ Helpful for young students, special 
education, and students acquiring 
the English language

● The settings here are Use the Default 
Image Pool, and there are 36 images to 
choose from

○ This is a sample of what those 
images look like:



Configuration Policies - Authentication Policies  - Pictograph

MFA methods designed for students
● Number of Images to Choose: This number 

is how many pictures a user has to tap to 
login (maximum 18)

○ Best practice: 2 should be the 
minimum (1 is too easy to ‘brute 
force attack’)

● Number of Images to Challenge: The total 
number of pictures that show on the 
screen (maximum 18)

● The first time the user logs in to their 
account, they will be asked to choose their 
pictures, just like setting a new password

● Ex 2 and 6 = they will choose 2 images 
from two screens with six images on each 
screen



Configuration Policies - Authentication Policies

● User Agreement at login page
○ Requirement from cybersecurity 

insurance agencies 
● Can create multiple user agreements 

because each auth policy can have a 
different agreement assigned to it

● Show one time, or at every login
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RapidIdentity Cloud Authentication Features

● MFA for Windows Login and Cloud Apps
● IdP for Classroom Management Tools
● Customizable Login Page
● Configurable Single Sign-On  ( Bring Your Own Portal! )
● Persona-Based Experiences
● Mobile Support
● User Friendly Self-Service Capabilities
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RapidIdentity Cloud Authentication Features
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➧  Enterprise View for RI ➧  GO! View for RI
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RapidIdentity Cloud Authentication Features
 -Universal Authentication Director

● Provides a Persona-based Portal 
Experience Aligned with Users Needs

● Seamlessly Redirects Users after 
Authentication to the Portal of Choice

● Extends Existing Persona-based SSO 
Experience to include Clever and 
ClassLink Portal

CLEVER RAPIDIDENTITY CLASSLINK

Universal 
Auth Policy
Associates Personas 
with a SSO Experience

Universal Authentication Director
Redirects the User’s Browser Using an 
Authentication Response w/Assertions

Authentication and Authorization
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RapidIdentity Cloud Authentication Features
 RapidIdentity Windows Authentication

● Native Windows Device 
Authentication with RapidIdentity 

● Supports Domain Joined and 
Non-domain Joined Devices

● Provides Seamless Access into Portal
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