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01 - Understanding Your Data Flows

o Know where the process starts

O HRMS/SIS HJ@ SIS - m RapidIdentity

Q.

o
7~
’— q Google
e Anaccount didn't get created K

Teachers

o Trace it back to source

- 7\

HRMS - [
FrontLine Staff Office365

o Ensure all systems are up and connecting

@ Groups/Roles

CONFIDENTIAL



Understanding the issue

Gather all information
Who is affected
What errors are they seeing
Can you reproduce it
Is it only one person or a group of people
Can you ‘Google’ it?
https://help.rapididentity.com
Search errors, keywords
Establish and Test a theory
Is there anything they all have in common
Does it happen to you as well
What do you have in common with the offending account
Does it happen in a different web browser
Document Specifics
Including all relevant information will help support help you faster
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https://help.rapididentity.com

Connect Jobs

Action Sets and Jobs
Action Set - Code
Job - Scheduled
Job Scheduler
When a job runs
Temporarily
Disable a job
Job Details
LogOnly - True
Attributes
Email Recipients
Status
Currently
Running
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Applications

« Connect

B Files
[ Insights

People

2] Roles

|8 Reports

{0 Requests

B Studio

£ Configuratio

WA IDENTITY AUTOMATION

PROJECT:

<Main>

Action Sets

Files

Jobs

RESTPoints

OAuth1 Consumers

OAuth2 Credentials

Status

Logs

Jobs

13 Results

o

000D 0C OO OO0 Q00|00

A AR E SRS ENEE - EYRNE SR SRS

NAME
BlackBaudHomeroomTeachersToRIC
BlackBaudStaffToRIC
BlackBaudStudentsToRIC
DisableUsersInRIC
RenameAccountsimmediately
RICStaffToAD

RICStaffToGoogle

RICStudentsToAD
RICStudentsToGoogle
RICUsersToAzure
RIGroupsFullSyncToAD
RIGroupsFullSyncToAD_AllGroups

RIGroupsToGoogle_FullSync

ACTION SET
BlackBaudHomeroomTeachersToRIC
BlackBaudsStaffToRIC
BlackBaudStudentsToRIC
DisableUsersInRIC

renameUsers

RICStaffToAD

RICStaffToGoogle

RICStudentsToAD
RICStudentsToGoogle
RICUsersToAzure
RIGroupsFullSyncToAD
RIGroupsFullSyncToAD

RIGroupsToGoogle_FullSync

SCHEDUL
At30 mit
Every ho,
Every ho,
At06:00
Every mil
Every mil
Every mil
Every mil
Every mil
Every mil
Every 30
At11:001

At11:00 |

RICStaffToGoogle

Details Schedule

NAME *

RICStaffToGoogle

DESCRIPTION

Description

ACTION SET *
RICStaffToGoogle

Key.field

| Cholce

key.value

logOnly

false | Cholce

search

) ENABLE TRACE

SKIP IF PREVIOUS INSTANCE STILL RUNNING

0 ENABLE TIMEOUT

EMAIL RECIPIENTS

Email Recipients

) ATTACH TRACELOG

Cancel




Logs

Applications

£ Connect

FOLDERS FILES
‘ Files v 03 og m 2023-03-29
v £ jobs 2023-03-30

Jobs vs Run Folder i
@8 Insights WA IDENTITY AUTOM

BlackBaudStaffToRIC

L]
BlackBaudHomeroomTeachersToRIC @ 2023-03-31

8 2023-04-02

-

BlackBaudStudentsToRIC 2023-04-03

J People PROJECT: ’

DisableUsersInRIC
<Main>

[2] Roles :

Action Sets

RenameAccountsimmediately

RICStaffToAD RICStaffToGoogle (2023-04-05/2023-04-05-00_17_00.777)

RICStaffToGoogle Cluster Node: https://10.101.109.80:8443
Running RICStaffToGoogle(null, null, "false", undefined)

Log file Basics
|8 Reports

RICStudentsToAD

Files 2023/04/05 00:17:00. : INFO
2023/04/05 00: 0. INFO Processing Statistics
> RICStudentsToGoogle 2023/04/05 00: 0. INFO
m Requests 2023/04/05 00: 0. INFO Total Processed: 0
Jobs > RICUsersToAzure 2023/04/05 00: 0. Added: 0
2023/04/05 00: 0. Updated: 0
2023/04/05 00: 0. Add Failed: 0
2, 88 RIGoUpsFUlSyncTAAD 2023/04/05 00:17:00. Update Failed: 0
H . 2023/04/05 00: 0. Erroneous Records 0
“ StUdIO RESTPoints > BB RIGroupsFullSyncToAD_AlIGroups 2023/04/05 00:17:00. Processed : 0
Sea rch 2023/04/05 00:17:00. Password Updates : 0
> RIGroupsToGoogle_FullSync Completed.
. . OAuth1 Consumers Start time: 2023/04/05 0
sername Conﬂguranon =R End time: 2023/04/05 00:

Run time: 00:00:00.136

haV| ng ISSUGS OAuth2 Credentials > I AltAction_UpdatePassword

Status

Logs

Q Search « Import [£ Open Tr Rename W Delete
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Reports

Community
=8

33 Results

Applications

RepORT
< Connect I Account Creatons Last 30 Days (2D EETERD
Ml Accounts Claimed Successfully with Date Prompt

1l Accounts Claimed Unsuccessfuly with Date Prompt (D EXEITED

Aud It Data ﬁ Files 1l Accounts Created with Date Prompt (CEED EXEEED
|_ . 1l Accounts Deteted with Date Prompt (G €D

Ogl n S 2 1l Accounts Disabled with Date Prompt (G EXEZD

Fa ||ed Logl ns m Ins'ghts 1l Accounts Enabled with Date Prompt (G22I €T

1l Accounts Moved with Date Prompt D ETEED

Group Membership XS T ——

. . . 11 Al Current Entitiements (D XD
Application Clicks W enTTY AUTOoMATION [T P

1l certification Activity with Date Prompt @EID

2] Roles

1l created in a date range G €ZED

\ II Deteted dentities XD €D
|B Reports i

1l Entitiement Period Extended with Date Prompt

o

1l entitiement provisioning history

My Reports I Entitlement Provisioning History Report (GEEIED GZIED

. U Requests
Community Reports YR —
Shared with Me > 1l Entitiements Granted with Date Prompt (2D XD

“ Studlo 1l Entitiements History of an Identity GEED

1l Failed Authentication Attempts with Date Prompt (D €I

Community >
* Conﬁgura 1l 1dentity activity 2D
My Reports
4Rasuits
o RePORT o owner DESCRITION
Al actions taken on a person's account with prompt for
o ] 1l Actions taken on a person with name and date prompt €T 2 MelissaBayless P promp
person and date range
Shows a st of all fullogins withi fiod ti
o @ Il Successful logins €X 2 MolissaBayless fhousa ot al stcceselul s wihiae spechier tie
She list of all sful I ithi ific ti
o @ Il Unsuccessful Logins @ 2 MelissaBayless e ® T s UREAT S Cpeie s
o 2} 1l User Activity Last 7 Days @D 2 MelissaBayless Prompts for user
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06 - SAML Tracer

SAML-tracer
o by Jaime Perez, Thijs Kinkhorst, Jan Kéhler
_9; SAML-tracer

Home > Extensions > SAML-tracer

° Chrome/Firefox extension

A This add-on is not actively monitored for security by Mozila. Make sure you trust it before installing.

Y W % Wk 25 © | Developer Tools | 200,000+ users Leammere

Atool for viewing SAML and WS-Federation messages sent through the Remove
browser during single sign-on and single logout.

+ Detailed SAML Trace Information
Detail Lines marked SAML
Assertion
Response . e i s
Attributes — et

KITP Paamets  Saw

18 roqueats aosived (38 Nodan)
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Putting in a Support Case

Q. GLOBAL SEARCH

WA IDENTITY AUTOMATION &% Configuration v

http://help.rapididentity.com

o Grant Support Access to Identity Automation

Enable Support Access

Audit Logging v
i i Support Access
CO n fl gu ra tl O n Identity Providers e pp
. To assist with support issues, you may grant support personnel the ability
Sec u rlty Satel R To grant Identity Automation access, please specify an end date and time
Grant Support Access Service Identies EnasLE

Session Management

Sp@lelCS and Detalls Grant Support Access
Log Files/Action Sets in Question

Who is affected - Specific Usernames
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Questions




