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1 Summary

Agent management platform is a platform designed for agents to manage equipment,
which provides one-stop solution for equipment management, application management,

business tenant management.

2 System Overview

Agent management platform is provided for direct agent to use. Agents can invite
their customers to register account for their application issuance and device management.
Agents can upload applications, and can be found in the U-store without being subject to
internal revives by partner connect platform. Its main function includes application
management, management of devices by batch, equipment monitor and account

management.

3 Register and Login

3.1 Register

Users can set up account and password via email register agents. Upon registration,
users can use their account (E-mail registered) to login partner connect platform,
followed by company information registration and the Company’s review, after which the

platform is available for use.
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Figure (3.1.1)
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SRl LEL M EEESIRI SR T
You can also copy the following link to your browser to open it.
https://uhome.urovo.com:443/customer/activation?kay=4db816a01a5948c293f020a0d43bd154
Fr&&8ME : ming.lai@urova.com
Developer E-mail:ming.lai@urova.com
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Figure (3.1.2)
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Account anne.cheung@gq.com Activation Succeeded

Figure (3.1.3)

Open the browser and at address field enter: https://uhomeov.urovo.com/customerui/login.

If you are Agents account, select [Sign Up], then enter the account and password,
Click [Register Now]. After registration, the registered e-mail will receive an email
for activation, as shown in the Figure (3.1.2);

Click [Activate account] upon receipt of the email. Then, the account can be logged
in after activation, as shown in the Figure (3.1.3). During the initial login, company
information needs to be uploaded pending for review by Urovo. Users can use the
system once Urovo approved.

If you are customer of Agents account, you will be the sub-account of a Agents
account, who will invite you to register an account and send you an e-mail. You just
need to login in through the account and password of the e-mail, and upload company
information, as Figure (3.2.1) shows. Then wait for the review. Users can use the

system once Urovo approved.
3.2 Login

Upon activation completed, users use the registered e-mail account and password to

login the agent management platform, loaded in system then need to upload your

company information, after checking it can use this device system, as shown in the

UROVO TECHNOLOGY CO., LTD.
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Figure below:

% Company Information Englsh v @ admin v

The review takes about one business day. Please be patient

A Home Page
* Company Name * Company Address
Account Center
® Company Information Company Abbreviation Company Website
® Personal Information # Couniry/Region Company Gontact Person
 Company Area Company Mailbox
* ID Card ! Company Credential Contact Phone
RUEAEURR
% Partner Connect Engish o admin v

UMS

Arm your mobile device

B Home Page
App Slore

We know what you need

Group Management

Remote Management

Data Center

B Device Ownership

8 Account Center

Sub-account

Remote Management Device Configuration Application Management Location Management Device Brief

Figure (3.2.2)

1. After the initial login, company information, including company name, address and
business licenses, should be uploaded pending for review by Urovo, as shown in the
Figure (3.2.1). Once Urovo approve login the system again for use.

2. Enter user name (registered e-mail) and password after company information
approved so as to use the system. After login, enter the main page of system where
you find Urovo’s product introduction and then click for details. You can exit and
switch language in the upper right side. And on the left page side is a menu bar as
shown the Figure (3.2.2).

3.3 Dashboard (new function)
After the company information is approved, input the username and password again to enter the

UROVO TECHNOLOGY CO., LTD.
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[Dashboard] on the home page. By clicking the menu page on the left to enter the [Dashboard], the
[Device Overview], [Device Abnormal Status], [Warning Log], [Device Map] and [Flow Usage] will

be displayed, as shown in the Figure below:

% Unified Management System Eerosn v (@) woRas~
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Figure (3.3.2)

1. Device Overview:
(1) Online devices/total devices: Dynamic display. Update data every time the page is refreshed.
(2) Added within 7 days: The number of activated devices within 7 days before 00:00 today in
dynamic update.
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2. Device Abnormal Status:

(1) Devices that need to be charged (less than 20%) : Dynamic display. The number of devices
whose current battery is less than 20%, device SNs, and their groups to which the devices
belong; Click the pop-up window to display all SNs and groups, which can be exported.

(2) Disable device: Dynamic display. The total number of devices in disabled status, device SNs,
and groups to which the devices belong; Click the pop-up window to display all SNs and their groups,
which can be exported.

(3) Offline devices: Dynamic display. The total number of devices in offline status, device SNs, and
their groups to which the devices belong; Click the pop-up window to display all SNs and groups,
which can be exported.

(4) Devices not online within 2 days: The total number of devices that are not online within 2 days
(that is, 48 hours before 00:00 today), device SNs, and their groups to which the devices belong; Click
the pop-up window to display all SNs and groups, which can be exported.

(5) Device information not reported within 2 days: The total number of devices whose information
is not uploaded within 2 days (that is, 48 hours before 00:00 today), device SNs, and their groups to
which the devices belong; Click the pop-up window to display all SNs and groups, which can be

exported.

Device Abnormal Status

Battery<20%  Disable  Offline Offline > Unreported =
device davices 48h 48h

Figure (3.3.3)
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Offline > 48h ¢
Device SN Group
201807265 7EE test-1
201590724 Ungrouped Devices
201908 Ungrouped Devices
2019081C 3333
2020011+ Ungrouped Devices
2020122¢ SQ29WR(test)
20210330 1111
Total 14 items 2 > |10/mpage~ | Goto |1
Export
Figure (3.3.4)
3. Warning Log:
Geo-fence warning/limit reminder: record the warning types, SNs, device remarks, and record
time.
Warning Log Warning Log

Fence Warning Record
Wamning
Device leaves t...
Device leaves T...
Device leaves t...
Device leaves T...
Device leaves t...
Device leaves T...
Device leaves t...

Device leaves t..

Total 93 items

Limit reminder

SN/Remark Record Time
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20220122163306 2022-03-25 14:22
20220122163306 2022-03-25 14:20
20190912098765 2021-10-11 1727
20190909009021 2021-10-11 17:27
2020014123456 2021-10-11 1727

2 3 10 >

10 /page v

Fence Warning Record

warn

Traffic limith...

Traffic limit b

Traffic limith...

Traffic limit h...

Traffic limith...

Traffic limith....

Traffic limit ...

Traffic limith...

Figure (3.4.5)

Limit reminder

SN Record Time
20190010111 20:22-03-25 14:00:00
20190726093 .. 20:22-03-25 14:00:00
20200114123... 2022-03-25 14:00:00
20200114123... 2022-03-24 14:50:00
20210330112... 2022-03-24 14:50:00

666858 20:22-03-24 14:50:00
58231033059, 20:22-03-24 14:50:00
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Total 15 items

2)
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4. Device Map:

The device distribution map under this account is displayed, and the scale of the map can be
controlled through the mouse wheel.
5. Flow Usage:

It is consistent with the flow manager chart.

4 Application Functions

4.1 Data Center

For the purpose of monitor by agents, Data Center displays all devices
information, including subordinate account, application information regarding the

devices, equipment distribution and activation status.
4.1.1 Device Brief

Urovo helps agents bind all devices owned by them when the review is completed.
After binding, users see their list of devices from[Data Center] - [Device Brief], as shown

in the Figure below:

% Device Brief N Engish v o admin v
Last Active Time: L m
@ G
® Group Management No Device Owner Location Device Type SN Number Activation Time Last Active Time
& Remote Management ) 7T test Company Confucius Plaza, 40, Divi DT500 2019080000013 2020-07-01 095
Ii Data Center
Total 1 item 10 fpage Goto | 1

® Device Brief

® Device Map

® Application Brief

® Device Lifecycle

@ Flow Management

B Device Ownership

System Customization

Figure (4.1.1.1)
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1. Click the menu bar [Data Center]-[Device Brief] to find devices information owned by

the logged account and all of sub-account information, including: number, Device owner,

Location, and Device Type, SN number, the time of first and last time enter into system.

2. Enter the SN above and choose Device type, input the last activated time as the
enquiry condition, to obtain corresponding device information.

3. Click [Export] button, users can turn the obtained device information in EXCEL

format.

Tips:

If you have devices not bound in the UMS Platforms, please provide Serial number

(S/N), Devices type shows in the Setting Page, and E-mail of account to the agent or

Technical supporters of Urovo. They will bind devices to your account.

Example:
4 E C D
TOSH DeviceType Account ‘ Eemarks ‘
:20195545646415 Ig100 anne. cheung@gg. com
’20195545646416 Il anne. cheuns@gg. com
[20195045646417 Ig100 anne. cheuns@gg. com
4.1.2 Device Map

Click the [Data Center] and [Device Map] from the menu bar, users can find the
distribution of company that owns the devices and related device distributions, Click
switching button, and it shows the real time of location information uploaded by devices,
as shown the Figure below:

1. The map of user location, click [Data Center]-[Device Map], system will show up the

registered company location and the number of devices.
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2. The map of this device location, click switching button, it will show up this account
and all of its sub-user, uploaded device location and GPS. Click location spot will show
SN number, put your mouse on it then you will see the type of this device and where it

from.
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D19 f v
A B C D E E G
1 em numb SN device type Owned merchant group name specific location remark
14

21 20190726098765 DT50 Interactive era account test-2 Huacheng Avenue, Hongshan District, Wuhan City, Hubei Province, China

32 20220122163306 DT50 Interactive era account TEST Group 111 Huacheng Avenue, Hongshan District, Wuhan City, Hubei Province, China

43 0190726098777 DT40 Interactive era account north 222-(5min Huacheng Avenue, Hongshan District, Wuhan City, Hubei Province, China

57 68232020317034 16310T Interactive era account test-1 Huacheng Avenue, Hongshan District, Wuhan City, Hubei Province, China

65 20190909009021 DT50C Interactive era account TEST-wuhan Huacheng Avenue, Hongshan District, Wuhan City, Hubei Province, China

7% 20210719000001 DT40 Interactive era account NanShan Huacheng Avenue, Hongshan District, Wuhan City, Hubei Province, China

87 20190912098765 16310 Interactive era account South 333 Huacheng Avenue, Hongshan District, Wuhan City, Hubei Province, China

9B 20201226112244 19000S Interactive era account South 333 Huacheng Avenue, Hongshan District, Wuhan City, Hubei Province, China

1078 20200114123456 DT40 Interactive era account South 333 Huacheng Avenue, Hongshan District, Wuhan City, Hubei Province, China

Figure (4.1.2.3)

Note:

(1) The map of tenant location distribution (Figure 4.1.2.1) shows the location indicating
the address of subordinate company that owns the device, instead of the location
information of device.

(2) Click [Switch] on the upper right of map, change to [Device Location Distribution]
mode, you can find location information uploaded by the device in real time.

(3) If there are more than 10 devices under sub-account in the page, a group of figures

are displayed and click to look for the total number and modes of devices.

(4) There are query conditions on the upper side of Map. Enquire can be made by tenant

name and SN number on the left side and by device type on right side.

(5) After switching to the Device Location Distribution mode, click the [Export Device Location]

button to export the location information table of the device, as shown in Figure (4.1.2.3);

4.1.3 Application Brief

Click [Data Center]-[Application Brief] in the menu bar to find third-party

application of all devices under this account, Click [Export] button to see query results.

UROVO TECHNOLOGY CO., LTD.
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Application Brief [ engish v O admin ¥
& ums

Data Center

No. SN Number Device Type Currently Installed App
@ Device Brief 1 20190909009013 DT50C The currently installed app is 0
@ Device Map 2 20190000009014 s s

® Application Brief

Total 2 items 10/page v Goto | 1
@ Device Lifecycle
@ Flow Management

Device Ownership v

B System Customization v

Account Center v

Figure (4.1.3.1)

4.1.4 Device Lifecycle

Click [Data Center]-[Device Lifecycle], to find delivery and activation status of all
devices under this

account.

Device Lifecycle [ engisn v o admin v
&hums =

Device Data Overview
ii Data Center . . 2 : 5
= Shipped Devices (set) Accumulative Activated Devices (set)
@ Device Briel ! !
@ Device Map
® Application Brief
Shipment Date: = Activation Date: = o] Export
@ Device Lifecycle P b
® Flow Management SN Number Device Type Shipment Date Activation Time
; 2019080909014 DT50C 2020-07-14 17:50:48 2020-07-14 17:52:34
Device Ownership
2019080009013 DT50C 20200701 09:63.04 2020-07-01 D9:56:04
System Customization
f3 Account Center Total 2 items 10 /page Goto | 1

Sub-account

Figure (4.1.4.1)

1. The upper side shows the statistics regarding the device delivered and the ones
activated, and the list shows all of the Device’s SN, Device Type, time of delivery
and activation.

2. On the upper side enter the SN, Device Type, delivery date, activated date, Click

[Query] to find relevant device information.

UROVO TECHNOLOGY CO., LTD.



The Guide Book of Unified Management System 15/145

3. Click [Export] to find information of device delivery and activation, and export such

information in Excel format and save it to user’s computer.

4.1.5 Flow Manager (new function “Limit Reminder”)

Click the menu bar [Data Center]-[Flow Management], the data consumption of the
devices under the account will be displayed. By default, it displays the total mobile data
consumed by the device in the last week (excluding the WIFI traffic consumed by the
device). The application ranking can query the traffic consumed by each application
under a single device, and the group ranking can query the data traffic consumed by each
grouped device by group.

% Flow Management W English w WM  znhangting v

Flow Usage Application Rank Group Rank

® Device Brief Unit : Mb

@ Device Map 12

1
® Application Brief
0.8
@ Device Lifecycle s
® Flow Management 3‘4-————___\_\__ 7.25
0.2
]

® Total Usage: 1.1
Daily Flow per Device: 0

Device Ownership

721 7.24 7.25 7.7
B8 system Customization

Account Center

Figure (4.1.5.1)
1. Data usage:

By default, the total mobile data traffic consumed by the device in the last week is

displayed. You can change the query date to query, click the icon ‘= on the right, you

can switch to list style, and click icon 12 to switch to line graph style. Click [Export

Report] to export the query results to a table.
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Flow Management J English v M zhangting v
b ums
Flow Usage Application Rank Group Rank

Eatab R 2020-07-21 20000807 m |~ =

® Device Brief Date Total Usage Daily Flow per Device

® Device Map 405.07K8 0.40KB

S b Alion Boet 339.34K8 0.33KB

» DicE Hifecycle 2020-07-2 1.13M8 1.13KB

i MarEgEne Tt 2020-07-2 426.40K8 0.42KB
Device Ownership » Total 4 items 10 /page Goto | 1
B System Customization v

Figure (4.1.5.2)
5 FlowManage-20200807-102212.xls
BA  HERE L s wR e

ol 3 - : T " e

D%m [aria i a s =Bz % Sems [Ea :

M ey BT L EH DAY SRS ESE Eamme - | B9 0 |9 0

i F =ik I MFTA= i =
Al - Jx | Date
A B C D
1 Date Total consumption flow ‘ Daily average traffic per device
2 2020-07-21 405.9TKB 0.40KB
3 |2020-07-24 339.34KB 0.33KB
4 12020-07-25 1.13MB 1.13KB
5 2020-07-27 426.40KB 0.42KB
Figure (4.1.5.3)
Notes:

(1) Total consumption flow: the mobile data traffic consumed by all devices during the
query time;
(2) Daily flow per device: total consumption flow/(number of devices * number of query

days).

2. Application Rank:

Displays the application traffic consumption of a single device. The default query
date is today, and the query date can be changed. Enter the SN number, click [Query], the
total traffic consumed by the device during this period and the average daily traffic
consumption are displayed in the middle. The list below shows the data consumption of
the applications of the device, sorted by the highest to the lowest, and only shows the
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data consumption of the top 20 applications. Click [Export Report] to export the query

result as a table.

Flow Management 2 English w o admin v
Flow Usage Application Rank Group Rank
2020-07-31 - | 2020-07-31 2019090 m
Device SN Number: 20190809009014
Period Total Flow ’ Period Daily Flow
Period Device App Flow Usage Rank
Rank App Name App Package Total Usage Percent
1 UMS com.urovo.uhome 68.59MB 99.05%
2 MRHA com.urovo.appmarket 545.38KB 0.77%
3 5 com tencent.mm 52.83KB 0.07%
4 SYSTEM SYSTEM 43 57KB 0.06%
Figure (4.1.5.4)
H - &- = FlowManage-20200807-103752.xs
pré s i A TEHE £t HiE o1 HE
s a1 T T - - - o E
D%Iﬂ] [Arial s s EEL ®- Samms [=m
Emes - ]
ks vwsa BT Y- - DA . === = Hanerh - Ty 9B
ER & =k n FAFTAIL P =
Al - Jfr | Ranking
A B I C I8 D ) E |
1 Ranking App name \ App ackage ame ‘ Total dosage [ Proportion
2 '_ 1 UMS com.urove.uhome 68.89MB '99.05%
3| 2 TS com.urovo.appmarket 546 88KB 0TT%
4 | 3 HE com tencent. mm 52 93KB 0.07%
5| 4 SYSTEM SYSTEM 43.57KB "0.06%
6 | 5 Qualcomm Maobile Secur com.gualcomm.gti.gms.senice telemetry  27.04KB "0.04%
7| 6 W BEAE com.iflytek inputmethod 4 18KB 0.01%
Figure (4.1.5.5)
Notes:

(1) Total traffic during the period: the total mobile data traffic consumed by the query
device during the query time;

(2) Average daily flow during the period: total flow during the period/number of query
days.
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3. Group Rank

Displays the data consumption of devices in multiple groups. The default query date
is today, and the query date can be changed. Select multiple groups, click [Query], the
average daily traffic consumed by the selected group during this period of time and the
average daily traffic consumed by each device are displayed in the middle. The list below
shows the traffic consumption of each group of the device, sorted by traffic from high to
low. Click [Export Report] to export the query result as a table.

Flow Management English w 0 adminw

Flow Usage Application Rank Group Rank

2020-07-31 — | 2020-07-31 All Group Export Report

@cossvs @2 Dsossus

Period Device Flow Usage Of Selected Group

Rank Group Parent Group Total Usage Percent Operation
1 Ungrouped Devices _— 69 55MB 100.00%

Group One —— 0.00KB 0.00%

Figure (4.1.5.6)

H ©- s DeviceGroupFlowManage-20200807-104420.x/s
El 7« » masr o2 58 =8 6E

B9 - fx
| A B C D E F

1 Ranking Group name Parent group name ‘ Total Dosage Proportion

& | 1 Ungrouped Devices 69.55MB "100.00%

3| 2 Group One 0.00KB "0.00%

4 1

Figure (4.1.5.7)

Notes:

(1) Total traffic during the period: query the total mobile traffic consumed by all devices
under the group;

(2) Number of devices: query the number of all devices in the group;

(3) Average daily flow during the period: total flow during the period/number of query

days;
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(4) Average daily flow of each device: total flow during the period/(number of days to
query * number of devices).

Click [Details] in the operation bar in the list to query the traffic consumption of all
devices under the selected group, including: total traffic during the query period, number
of devices, average daily traffic during the period, and daily average traffic per device.

Click [Export Report] to export the query result into a table.

Flow Management English w 0 admin v

(& Return Child Group Flow Export Report
Usage Detail

Current Group: Ungrouped Devices

PeilTorL Flon iy Period Daily Flow ,":;"’-7 Daily Flow per Device
@ 695518 Doo.55m8 347718
Period Device Flow Usage Of Selected Group
Rank Device Type Device SN Number Total Usage Percent
1 DT&OC 20190909009014 69.55MB 100.00%
Total 1 item 10 /page Goto

Figure (4.1.5.8)

H ©- = DeviceFlowManage-20200807-104556.xls
B4 Faa ETN mERE T #HE iR e

Al g ?Ll. Ranking
A B C D E
1 Ranking Device Type ‘ SN | Total Dosage | Proportion
2 | 1 DT50C 2019090900904 69.55MB "100.00%
3
4

Figure (4.1.5.9)
4. Limit Reminder
Remind customers of flow usage. When the consumption flow of the day exceeds the limit value,
remind the user to avoid flow loss:
1. Click [Limit Reminder] to display a popup window.
2. Enter the limit of the day, which can be customized in an integer ranging from 1 to
9999; Compare the amount of traffic data uploaded in a polling mode and the limited amount. If the

amount of traffic exceeds the limited amount, it will be recorded on the page to record the time and
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consumption value;
3. Select the time to send the daily report. By default, no email is sent. You can send the daily

report, send the warning email at 17:00 Beijing time, collect the data of yesterday and send the report

Data limit reminder X

When the traffic consumption of the day exceeds the set value, record and warn, and send
the overall warning information of the previous day to the designated mailbox every day
Limited amount | 1 1]
for the day

Subscribe tothe - Do not send daily newspapers @ send daily  (Send yesterday's
daily newspaper

data at 17:00 every day)

Receive  jingjing hu@urovo.com
mailbox

Cancel Sure

Figure (4.1.5.10)
Notes:
When the limit is exceeded, the flow usage of the device on the current day is recorded on the
page for multiple polling and data coverage. (only one record is displayed on the same device on the

same day).

4.2 Group Management

Group management page have all group information of customer, after setting group
management and APP ,only have one group of unclassified in system, it can make to
add ,delete, and arrange group, also can batch import system to group, associate and

mobile device with others.

4.2.1 Group Management

Click menu group management, entering this page , only showing up one

unclassified group device, all device belonging to this group, as the Figure shows :
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Group Management English w \ ztestw
&b ums - ¢
a Administrat res Total Device Count Location Informati ar Cod Operati
A Home Page c ministrator i otal Device Count ()  Location Information rcode @ peration
S L arE
= All Groups: (G2 E3 Zhang 2 2 £ s Edtt
@ App Store
Ungrouped Devices
Group Management el
North
@ Group Management test
aaa
Remote Management
16310
Data Center 8Q52T
16200
Device Ownership
R4
System Customization D750 ( BERAET )

Figure (4.2.1.1)

Figure (4.2.1.2)

Notes:

1. Device count: Device quantity under this group.

2. Total device count: Total device included this group and subgroup.

3. Group QC code: Click the QR Code to view its large image. Use a terminal to scan this QC code

to move the device under current account to this respective group.

4.2.1.1 Add Group

It has two modes, one is adding manually, another is batch adding group.
(1) On the page of group management clicking the right adding button of all group, will
have a windows of adding group (Figure 4.2.1.1.1),enter group name, location, manager
name ,contact way ,and back up information, then click confirm button, will add a new

group finally.
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(2) If you want to setting batching group, click batching button, will show up a Figure
like 4.2.1.1.2 , first click download excel ,then open the excel which you download, then
adding group name ,rage of group,(if they are one group do not do this), manager, contact
way, location, and backup information like 4.2.1.1.3, save template, put it adding
batching group, if you tag the button of deleting all group, after batching group, it will
delete all group.

(3) After adding or batching group, pop-up window will close, on the left page of group

management will show up adding group

add

* Group Name location information

Group two Group two

Administrator Name Contact information

Remarks

Group two

Figure (4.2.1.1.1)
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Import Groups

Empty Existing Groups Download Template

Click or drag your form here to upload

Figure (4.2.1.1.2)

DeviceGroupImportTemplatexls EEEf] - Excel
et e BN TOEsE L% HE S’ uE
H 9 & )
[E10 ] Je
b E c ] | E | F
Group Name (*) Affiliation (subordinate to) Administrator Contact information Location information Remarks
1
2 | America Group Teresa Teresaflabe. com New York Street
3 Washington store America Group Brian Erianfabe. com Washingten
4 NewYork Store America Group Dylan Jaye Dylan@abe. com New YTork Street
5 |Galifornia Store America Group Jane anefabc. con Galifernia
£ China Store Tina Wang Tinalabe. com Eeijing
7 Japan Store Sakurai Shun Sakurai@®abc. com Tykyo

Figure (4.2.1.1.3)
Notes:
the name of group (must be write ,up to 30 characters)
location information (optional, up to 100 characters )
manager name (optional ,up to 30 characters)

contact way (optional, up to 100 characters)

remarks (optional ,up to 100 characters)
.2.1.2 Edit Group

N

Edit group, it can revise the group name, location, and manager name, contact way.

On the page of this group management, making optional group, on the list will show
up this group information, like figure 4.2.1.2.1, click the button of edit, on this windows
icon to revise the name of group, and location, manager name, and contact way ,click
[Submit] button, it have done to revise group management information, such as Figure

42122
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Group Management [l engish « o adminw

el
= Device Operatio
a

Administrator Contacts Count Total Device Count (@) Location Information Remarks u

ey o 0 Group two Grouj E
All Groups [ERRES P P Edit

Ungrouped Devices

Group One

Group two

America Group
Galifornia Store
NewYork Store
‘Washington store

China Store

Japan Store

Figure (4.2.1.2.1)

Edit

* Group Name Iocation information

Group Tivo Group two

Administrator Name Contact information

Remarks

Group two

d

cancel

Figure (4.2.1.2.2)
4.2.1.3 Delete Group

Delete group will delete the group which do not have Subgroup, if this group have
the device, this device will move to the group "ungrouped". On the page of group

management, choose the certain group, click the button of left-side group list of all,

choose the right button of this logo £ , it will show up the Note of “whether delete”

(Figure 4.2.1.3.1), click the button of [Submit] will delete this group; otherwise, if click
the button of [Cancel] will do not delete group. If it has Subordinate grouping, it will

warn you “Subgroup under this group” (Figure 4.2.1.3.2), and it will not be deleted.
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Tip

o You will delete the device group. Are you sure to

delete?

Figure (4.2.1.3.1)

Group Management E English w o admin v
@ subgroup under this group

- Device Operatio

1 Administrator Contacts it Total Device Count () Location information Remarks =

All Groups E‘ LZ Teresa Teresa.. 1] L] New York Street Edit

Ungrouped Devices

Group One

Group two

America Group
Galifornia Store
NewYork Store
Washington store

China Store

Japan Store

Figure (4.2.1.3.2)
4.2.1.4 Export Group

Export group can export as an Excel File of all group in this account, to check the
information conveniently. Click the button of [Export], it will download the Excel

automatically, open this Excel will look through the group information.

4.2.1.5 Import Device

Input device function can put the device of “ungroup” batch binding with other

group. Remark information will show in the page of remote management.
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Import Devices

Download Template { Please download this template and use this template for terminal deployment. )

Click or drag your form here to upload

Total Number: 0 UnGrouped: 0 Grouped: O Do not Exist: D Invalid Repeat: 0

Figure (4.2.1.5.1)

sn_import_template_new.xls
Ayl A NERS Y *HE =R = EEHE

[ o e B e B

H %: &- =
D19 | fr
s T R I
SH[requiredl Group Hamelrequired]l |Remark information
2019090900901 4 New York Store 20200811 Mary bind

Figure (4.2.1.5.2)

(1) Click [Import], it will show up this import devices interface, click then download

Excel template, in this template input SN number and the name of group (Figure

4.2.1.5.2), conserve template.

(2) Click the interface of gray zone (Figure 4.2.1.5.1), after choosing template, it will

show up the situation of all input devices, click confirmed it will batched binding

successfully. Only have the

<

‘ungrouped” device, which can batch binding with other

group.

Tips:
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A. Ungrouped group: In this account the device of "ungroup", which can batch binding
with others.

B. Grouped group: it mean that this account has connected with other group devices,
which can not binding with other group.

C. Not existing account: the device which is not existing.

D. Invalid repetition: in this template the device which has been existed.
4.2.1.6 Bound Devices

Bound devices can binding one device or various “ungroup” devices into another
group.
(1) On the page of group management (Figure 4.2.1.1) pick up one group, click [Bound

Devices] will show up an icon, on the right of it input SN number, click [Add] it will

show up the adding device situation downside, the situation will same as the import

devices.

(2) Click [Submit] it can batch binding to a certain group successfully, only can “ungroup”

device binding successfully.

Bound Devices

input SN mumber you want to bind

b

Sub-accou

pe nt

Total Number: 0  UnGrouped: 0 Grouped: 0 Do not Exist: 0 Invalid Repeat 0

cancel m

Figure (4.2.1.6.1)

4.3 App Store

The main function of application market uploading, launch application channels
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device checking, download, install; upload “Banner” Figure which use for advertising.

4.3.1 App Upload (Upload Multiple Versions)

4.3.1.1 Add Apps

In the Figure (4.3), click [App Store]- [App Upload] on the menu bar to access the

interface, as shown the Figure below:

App Upload m English w
&b ums

o m m
ﬁ S | ‘ 8
App Store
Click or drag your APK here and upload aa WeChat ok
® App Upload
@ App List Details Details Details
0] 0] 0| 0|
® Banner :
n ) ,k
Group Management - o
—
Remote Management
QailkiE WHER eidtE 2345Browser
Data Center
Details Details Details Details
B Device Ownership
Figure (4.3.1.1.1)

Add an App

q a font manager
=—-4 Package Name: com xinmei365.font Version Number: 6.0.0.3

App Icon: !

(Size: no more than 100KB, Dimension: 140*140 pixels, Image Format: PNG/JPG)

* App Name: | font manager

App Description:

* Catalog: Payment

* Device Type: Check All

8 150008 B o0 8 oTs0
@ brsoc @ 19100m B 18310
mOa B Oomsose M Oomso
{3 18200 sERIES B 19100 8 18310c
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Figure (4.3.1.1.2)

Add an App
* Upload Image
Description:
(Upload Size: 720*1280; Format: png, jpg; Size: no more than 5M)
I sign: de6bab9d73d0ea7b4eabb36505032e66 I
o= Signature remarks can be distinguished
by entering the device model
Language: (@) Chinese English
Publishing Coverage: (@) Global This Account
Deployment Type: -'@'] All Deployed
Producer:
Version Description:
#

Figure (4.3.1.1.3)
1. Click the [Upload] button, select or drag the APK that needs to be upload in designated
area, followed by entering application information and click [save], then the new
application is added.
2. App Name: Required fields. They can be analyzed automatically or modified
manually.
3. App Profile: Optional fields. User can look for profile after terminal detects the
application is detected by terminals.
4. Classification of industry: Required fields. Terminal’s users can look for applications
by industry.
5. Device Types: Required fields. Such applicated can only be detected for the device of
certain selected type.

6. Description of Figure: Required fields. The description for the design works of
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uploaded apps can be seen after such app is detected by terminal.

7. Signature: Optional fields. It can be automatically parsed, and also can be manually
modified;

8. Signature Remarks: Optional fields. After entered, users can view the signature version
based on the remarks.

9. Release Channel: Required fields. If Omni-channel is selected, all of the agents and
sub-accounts are able to display the app after it is reviewed; if this channel is selected,
only the agents and sub-accounts under current channel can display apps.

10. Launch Mode: Required fields. Full launch means the application list under this
account shows agents and sub-accounts of this channel. Gated Launch means the device
that only adds SN can detect the apps, which is not shown in application list and usually
used for limited-scale test.

11. Notes on manufacturer and version: Optional field. Users can find application details
when app is detected.

12. P.S. Optional Fields. Urovo can internally conduct review based on notes when the

app is submitted for review.
4.3.1.2 App Edit

Click [Detail]- [App Detail] in the page of application upload to edit the filled-in of
basic application information, including application name and brief, industry

classification, and device types.
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Application Management

MorphoSample
Package Name:com.morphe.merphosample  Version Number:6.17.3.0

App Details

Version App lcon

Management

* App Name MarphoSample
App Description:
+ Business Type Food

# Device Type: [ Check All

£ 15300 £ 19100 £ 1o000A
£ sqaw £ 190008 £ sas1

Ll sas2 L 16300A L sQs2w
|] 16200 SERIES I 16310T L] 162008

B u2 £ vsoo0s £ 18310C

L 183104 ] DT30 I DT40

1 oTs0 £ vs100 {1 ESALE R8
1 oM FH rann rl eng4ar

Figure (4.3.1.2.1)

Attention:

(1) Under gated launch, apps cannot be released in Omni-launch, but only in local

channel.

(2) If the app is released under Omni-channel and approved, it cannot be switched to

local channel;
4.3.1.3 App Upgrade

Click the [Detail]-[ Version management]in the application upload page date to find

uploaded version information, click [Upgrade] button to upload new version for

update.
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% Application Management [ engish L[]

Browser2345
Package Name.com browser2345  ‘ersion Number:12.0.1

Home Page

App Details
@ The review takes about 1 business day. Please be patient. (This account's device is already available for apps at this version, and there is no need to review.)
App Store Version
Management
Publish App Channel Publish Status
@ App Upload
Current Channel Has been Published
® App List
Full Channel Under Review
@ Banner
Group Management Grayscale Upgrade
Remote Management
CMOte 9 Official Package | Normal Upgrade
Data Center Version Code 1201 Publish Date 20200807 Number of Machines Updated 0
Deploy:  All Deplayed
Dev mership Notes to Version:
version 12.0.1
System Customization Remarks:

Figure (4.3.1.3.1)

Update the App

2345352  Package Name:com.browser2345 Version Number:12.1.1 Size:15.94M

Notes for Upgrade:

| Update to version 12.1.1 |

Pl
Remarks:
version 12.1.1 resolve some bugs) |
A
Save Cancel
Figure (4.3.1.3.2)
Update the App
234575588 Package Name:com.browser2345 Version Number:12.2.1 Size:15.91M
Add Import in Bafches l l Download Te
No. sn Device Type Device Owner Status Operation
1 1234444444 Does not exist Delete
2 98260909009014 Does not exist Delete
3 20190909009013 DT50C ZTUrovo fERIRRF Normal Delete
Notes for Upgrade:
P
Remarks:
4
Save Cancel

Figure (4.3.1.3.3)
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1. If the old version are official version(meaning launch mode is full launch), there are
two ways to upgrade: normal upgrade, gray scale upgrade.

(1) Normal upgrade: Click [Normal Upgrade], upload new version of APK, enter
upgrade description and notes, then save it. So update is completed. After the update, the
new version is official version as well (full launch). The application which detects the old
version originally can spot the new version.

(2) Gray scale upgrade: Click [Gray upgrade] to upload the new version of APK, then
set up the range of gated launch (specific SN), after adding the SN, enter upgrade
description and notes, then save it to update is completed. After the update, the new
version is grayscale version (gated launch). Only the devices that add to the gray SN list

can spot the new version, and such function is used within small range.

Application Management & engish %‘ admin v

FEAS

Package Name:com.urovo.lifeinsurance  Version Number.2.9.8
App Details

@ The review takes about 1 business day. Please be patient. (This account's device is already available for apps at this version, and there is no need to
Version review.)
Management
Publish App Channel Publish Status
Current Channel Has been Published

Full Channel Under Review

Tum to the Official Version

Version Code 298 Publish Date 2018-07-04 Number of Machines Updated 1]

Deploy:  Adjust Grayscale

Notes to Version:
Remarks:
AF2082

Figure (4.3.1.3.4)

Update the App

FEAZF Package Name:com.urovo.lifeinsurance Version Number:2.9.10 Size:3.10M
Notes for Upgrade:

2.9.10 can input the Identification 1D manually.
Remarks:

2910

Save Cancel

Figure (4.3.1.3.5)

2. If the old version is grayscale version ( meaning launch mode is gated launch), there is
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only one way to upgrade: overwritten upgrade;

overwritten upgrade: Click [Grayscale Upgrade], upload new version APK, enter
upgrade description and notes, save it then updating is completed. After updating, the
new version is grayscale version (gated launch), the grayscale coverage is the SN added
by the old grayscale version. If there is need to edit the range of SN, click the [ Adjust the

grayscale range] from grayscale package below to see or edit the range of grayscale;

4.3.1.4 Suspension of application issuance

When the latest version of application is grayscale version, the issuance of such app
can be suspended. After suspension, the device cannot detect this grayscale version.

T —

Version Code 2910 Publish Date 2019-08-26 Number of Machines Updated o

Deploy: |  Adjust Grayscale

Notes to Version:
2.9.10 can input the Identification ID manually.
Remarks:

Figure (4.3.1.4.1)

—

Version Code 2910 Publish Date 2019-08-26 Mumber of Machines Updated 1]

Deploy:
Notes to Version:
2.9.10 can input the Identfication 1D manually.

Remarks:

Figure (4.3.1.4.2)

1. Click [Pause the Issue] in the right side of grayscale package, SN cannot detect this
grayscale version within grayscale. With lower version for normal launch, the device will
detect the lower version after issuance is suspended. With lower version for normal
launch, the device cannot detect this application after issuance is suspended;

2. For the version suspended, Click [Restore the Issuance] can resume issuance of
grayscale version, after resumption, the device within grayscale can detect this grayscale
version;

3. [Turn to the Official Version]: that is, turn to the official release package, which can only be viewed

in the application market after it is put on the application list (the original official package has been
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put on the application list by default). If silent installation is required, application deployment is
required to push the application

4. [Coverage Upgrade]: Update grayscale application

5. [Adjust Grayscale]: Device that can adjust the grayscale deployment again

Notes:

1. The version for grayscale release requires the device to manually download from the application
market, and will not be automatically installed;

2. The grayscale version does not support application deployment push. Only the official version
supports it

3. Do not add more than 10 devices in a grayscale release;

4.3.1.5Upload Multiple Versions (new function)

Click "Normal Upgrade", and select "Coverage Upgrade" or "Upload Multiple Versions"
in the displayed window;

1. "Coverage Upgrade": Only the higher versions with the same package name and
signature can be uploaded; Each version of the coverage upgrade is included in the
version list (historical version). The historical version can be "edited", "deleted",
"downloaded" in the list;

2. "Upload Multiple Versions": Multiple versions can be uploaded. If the package name
is the same, upload is allowed; After parsing the version number and signature, if one
item is inconsistent with the one in the database, you can upload APK and enter the
required remarks in the popover. The application can be "edited", "deleted" and
"downloaded" in the multiple versions column list;

Notes:

1. If the application package name, signature, and version number are the same, the
application cannot be uploaded;

2. If the application package name is consistent but the signature is inconsistent, the
application can be uploaded. For example, the same application, if signed in different
systems with different names, can be uploaded;

3. If the application package name is inconsistent, the application cannot be uploaded;
4. If you upload multiple versions, you need to upload the correct signature, so that the
terminal can recognize it for normal installation. If the signature is scrawled, the

application cannot be downloaded and installed successfully;
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Upload app

Coverage Update @ Upload Multiple Versions

@

Figure (4.3.1.5.1)

1. Click Details in App Upload

EJ UMS App Upload

|
# Dashboard —+

App Store

Click or drag your APK here and upload . .
Jokes (official version)

® App Upload

® App List /

Figure (4.3.1.5.2)
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1. Enter App Details and select Version Management

Application Management
= ums

Jokes (official version)
Package Name:com tfjoke activity  Version Number:2 4.3

# Dashboard

App Details
@ The review takes about 1 business day. Please
5 | App Store Version
Management
Publish App Channel

® App Upload

Current Channel
@ App List

Full Channel

® Banner

Grayscale Upgrade

Figure (4.3.1.5.3)

2. Click Normal Upgrade - Upload Multiple Versions

Upload app

Coverage Update @ Upload Multiple Versions

@Select multi-version ma nager@

Cancel

Figure (4.3.1.5.4)
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3. Upload apk. Click or drag to upload

Upload app

23

Click or drag the installation package to upload here

[ xiachuaduanzi_v2.1.7 apk

Cancel

Figure (4.3.1.5.5)

4. After uploaded successfully, enter the signature and signature remark and click Submit
(signature). The signature is usually automatically recognized. If the signature is not recognized,

enter the model.

Upload app

=an ff24eb80c615948765d31336Thddafd

Sign Remark : DT50]

Cancel
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Figure (4.3.1.5.6)

After multiple versions are uploaded successfully, all versions are displayed in the lower part of

the version update page

Application Management m English w G

Grayscale Upgrade

Official Package ‘ Normal Upgrade l
Version Code 243 Publish Date 2022-08-01 Number of Machines Updated 0

Deploy: All Deployed

Notes to Version:

Remarks:
cRefresh
App Name (Remark) Version Name sign Operation
Jokes (official version) 243 f24eb80c615948765d3f133e7bddafd Download Edit
Jokes (official version) (19000+V2) 242 19000+V2 Download Edit Delete

Jokes (official version) (Jokes (offi

: y 242 124eb80c615948765d3f133e7bddafd Download Edit Delete

cial version))
Jokes (official version) (2.4.0) 240 f24eb80c615948765d3f133e7bddafd Download Edit Delete
Jokes (official version) (2.1.7) 2147 f24eb80c615948765d3f133e7bddafd Download Edit Delete

Figure (4.3.1.5.7)

As shown in the following figure, after multiple versions are uploaded successfully, all versions

can be viewed by tapping the application in the application market to go to the Download Details

page
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2:58PM @ P @ O = .

Download Details

Jokes (official version)

Jokes (official
version)(2.1.6)

re 1 1
version (£. 1.0

Jokes (official
version)(2.1.7)

Jokes (official
version)(2.4.0)

inn 0
rsion 2.4

Figure (4.3.1.5.8)

4.3.1.6 Delete App

Click [Delete] button on the top right corner of application upload page, the

application is deleted; the device cannot detect the app after its deletion.
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% App Upload
] i}
# Home Page | “
B App store
Click or drag your APK here and upload e \WeChat
® App Upload
5 Details Details
® App List
| | il
® Banner
n ')
Group Management o
Remote Management
[oleh WHE FRE
Data Center
Details Details Details

2] Device Ownership

Figure (4.3.1.5.1)
Tips:
(1) Whether the app is on the shelf or not, all version of this application can be deleted.
Then devices cannot find the app after its deletion. Once being deleted, the app cannot be
restored.
(2) If the device had download and installed this application, Then delete it later, the
application in the device will not be uninstalled and not appear in the page of application

market.

4.3.2 App list

It shows the applications of registered account, including the official package
uploaded from local channel, application uploaded under full launch with full
deployment and grayscale package subject to review. The list which has been launched
will show the available application. It can search corresponding application according to

the device model or application name.
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App List | English w O admin v
&b ums

App Store it =
Select Al 3 A \dd Partially
® App Upload ‘@ Q a %
RS, HEaie Eo=g

® App List Details Details Details
l Ii I Auto Install “ Auto Install Auta Install
; |

® Banner Adju Adjust

ele.napos
Group Management % % % @ Y
IR E TeamViewer Wechat A Fatany

Details
Details Details
Auto Install Auto Install
Wework
Add Partially

Remote Management

i
()

Stage Management najust Adjus! di X

o Details
Data Center % W ‘%
= SEERERF Pan Diantong o ums AnyDosk
3 Auto Instal m Auto Install ; Auto Install Add Pariially
Adjus! Adjust Adjust aind

B Device Ownership

B System Customization

Figure (4.3.2.1)
1. App shelf: The list of apps will appear after being put on the store, the device of local
account can detect this application, and there are two ways to put on apps, manual
Upload and automatic Upload ;
(1) Manual Upload: Each application can launch manually, it include two ways: parts
and all.
A : Add Partially: in the ungrouped list, click one application button of [Add Partially], it
will show up a grouping launch interface, select the application group of needs to launch,
click [OK], it will group launch successfully (Figure 4.3.2.2). After it , the application list
which has been put away ,status bar will be” parts” or “all”, application show up [Adjust]
button, grouping device that has been tagged can detect the application.
Notes:
The application of grouping, after adding group, this application do not launched in this
group, new adding group cannot detect this application. If you want the new group can

find the App, you can click [Adjust], and then select the new group.

B: For all: in the list of ungrouped, select one or many application, then click the right
upside button of [Add Apps], all selected application will on the shelf. After it launched
successfully, application will input to all groups, launch application list status bar will be

“all”, and will not occur the button of “Adjust”.
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Notes:
All launched application, adding new group, the application will launch to the new group

automatically, new adding group can detect this application.

Group shelf

TeamViewer Version Number : 146224

Check All

Ungrouped Devices

B Group One

Group two
America Group
Galifornia Store:
NewYork Store
\Washington store
China Store

Japan Store

Cancel
Figure (4.3.2.2)

(2) Automatic Upload: this model, all accounts will see all application launched , all
groups’ devices will detect all application uploaded, new adding group still can detect all
application, and new applications uploaded will launch automatically.

Attention: if not necessary, don’t use this function to upload apps, if you want to use it,
please wait for a while and then operate other apps.

(3) Adjust: grouping application, on the list of launch will show up the button of
[adjusting], click this button, it will show up this interface (Figure 4.3.2.3), you can
cancel selected group before or adding new groups, click [confirm]. The devices of the

groups you canceled cannot detect the application.
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Adjust

TeamViewer Version Number : 146224

Check All
Ungrouped Devices
B3 Group One
B Group two
America Group
B2 Galifornia Store
NewYork Store
B3 Washington store
China Store

Japan Store

Figure (4.3.2.3)

2. App removal: select the app in displayed list, then Click [Remove Apps] to remove the
application, device cannot detect the removed application.

3. Detail: Click the application detail to find information about app’s name, version

number, and check the device type, version description and Figure description;

Notes:

The display list will show the highest version of official package if multiple versions are

uploaded;

4.3.3 Banner

The device will change Figures to carousel when Figures and link address are added

on the banner. Click the Figure to enter relevant URL;
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Add a Banner

Upload images {pna/ipg within 672°200 and 500K)

® MDM

| nitps-rwven baicu.com|

Figure (4.3.3.1)
1. Add Banner: Click [Add] button, upload Figure (less than 500KB, jpg/png format),
terminal can detect this carousel after clicking the entered link.
2. Edit Banner: Click the added advertising Figure, then edit Figure and link, the edited
carousel and links will be detected after device refreshes.
3. Delete Banner: Click the [Delete] button on advertise Figure, then delete this
advertisement, and the device cannot detect this Figure link anymore;

Notes: no more than five carousels can be upload.

4.4 Remote Management

Remote collaboration is used for activated devices of different region or types by
batch so as to monitor device status, and click the right side of the list to find regularly
uploaded device information;

Remote management operates by batch and then sends instructions to terminals.

Terminals can choose whether to execute them or not.

4.4.1 Remote Management

In the Figure (4.3), Click [Remote Management]-[Remote Management] in the list of
menu bar to find information of activated device in the login account. It shows the device

list of all devices, on the top of list will show the total amount of device and the amount
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of online devices in the selected device group, as shown the Figure below 4.4.1.

Remote Management ﬁ English w 0 admin v
& ums
o2
# Deshiboard Selected 0 Operate in Batches Total Devices:15  Devices Online:0
App Store All Devices SIN Device Type Status Network Battery Device Information
Group Management v o Deviees 20190909008021 DT50C Offline WIFI 100% Device Information
Remote Management  ~ VAR 20210719000001 DT40 Offine WIFI 65% Device Information
test-1
® Remote Management - 20190912098765 16310 Offline WIFI 44% Device Information
north 222-{5min) 2020014123456 DT40 Offline WIEI 86% Device Infarmation
@ Configuration Deployment
South 333
20201226112244 190005 Offline WIFI 16% Device Information
® Log Management TEST-wuhan
NanShan
® Remote Log Total 15items ¢ 1 10 /page Goto 2
® Device Restore
Figure (4.4.1.1)
20190909009021 b Network Status Information
A B RemaTK SIM Card Serial Number:  460023551187749
Operator: 7
Device Information v WLAN: WIFI
() Native Information MAC Address: 00:0A:F5:06:C9:14
Device Type: DT50C IP Address: 192.168.33.108
SIN: 20190909009021 SSID: u
IMEI: 864316032780319
System Version: SQ53C_EN_XX_WE__DS__ RO1_ Application ~
U_220122_02 -
: 8 Third-party Application
SEMeision: % ool Version Package o
Android version: 9 R Number Name e
Baseband Version: MPSS.TA.3.0.c1-005_200426 LERT 243 com.tj... 3.884M
Kernel Version: 3.18.120-perf #1 Sat Jan 22
UMS 264 Lur... 6.597M
00:28:05 CST 2022 ==
Screen Resolution: 72071344 HEEE {08 comur. SRREk
Current Location: FE R AR AGE
= T
= Hardware Information Bl Systeniapplication
Version Package
Battery Life: 100.0% App Name Size
Number Name
Device Memary: 2.40 GB/3.78 GB
YouTube 14.25.57 com.g... 65.930M
Figure (4.4.1.2) Figure (4.4.1.3)

1. Enter SN number or choose model, Click [Search] to search relevant devices, Click
[Device Information] on the list control bar to find regularly uploaded information
regarding device and application;

2. Batch operation: Select one or multi-devices, Click [Batch Operation] to conduct

remote management of devices by batch;
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In remote settings - device configuration, custom mode, and push settings select

"use", the online and offline display is normal (the device is online when connected to

MQ, the device is disconnected or disconnected from the gateway, etc., oftline after 2

minutes), please refer to the operation manual for the device. Configuration 4.4.8

Remote Management
& ums

Batch Manage Import Notes

| Engish v o admin v

Selected 0 Operate in Batches v Total Devices:3  Devices Online:1
A Dashboard
SIN Device Type Status Network Battery Permission Device Information
B App Store 2 All Devices
20225200010020 DT50 Offiine WIFI 76% Normal Device Information
Group Management v Ungrouped Devices |
2010517014172 DT50 Offiine WIFI 8% Normal Device Information
TEST Group 111
@ Remote Management A~
2020014123456 DT40 Online WIFI 41% Normal Device Information
north 222
@ Remote Management South 333
Total 3 items 10 .
) TEST-wuhan 2ipge oo Il
@ Configuration Deployment
NanShan
® Log Management config-push

In Remote Settings - Device Configuration, Custom Mode, and Push Settings, when

"Not Use" is selected, NA is displayed both online and offline. For details, please refer to

4.4.8 of Device Configuration in the Operation Manual.

Remote Management
&b ums

Batch Manage Import Notes

B Engish v o admin v

\

Selected 0 Operate in Batches v Total Devices:0  Devices Online:1
A Dashboard
SIN Device Type Status Network Battery Permission Device Information
App Store ¥ All Devices
20225200010020 DT50 NA WIFI 76% Normal Device Information
Group Management v Ungrouped Devices ”
2010517014172 DT50 NA WIFI 8% Normal Device Information
TEST Group 111
@ Remote Management ~
2020014123456 DT40 NA WIFI 41% Normal Device Information
north 222
@ Remote Management South333
Total 3 items . 10/
: TEST-wuhan ! e oo |4
@ Configuration Deployment
NanShan
® Log Management e

configure - do not push

4.4.1.1 Operate in Batches

In the Figure (4.4.1.1), click the “Operate in Batches “to remotely manage the

activated device. Click “All Devices” or “Device group below”, the list will show all of

the devices or the device chosen in device group, then select the device in theist, click

[batch operation] to operate all device or the device chosen in device group by batch.

1. Device Disabled/Unblocked:
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Click [Disable Device]/[Enable Device] after the device is selected. Input the desired
Notification Message in the pop-up window. Once the device receives the disable/enable command,
those disabled will be blocked from use and have the afore notification message displayed on the

device disabled screen. Contact the admin to re-enable such devices at back-end.

Remote Management B engiish + %‘. ztest w

Baich Manage Import Notes

Selected2  Operate in Baiches ~ Total Devices:2  Devices Online:0
Q
Freeze the Device Device Type Status Network Battery Permis Device Information
All Devices
Unfreeze the Device T5000 Offline WIFI 100% Norm Device Informalion
Ungrouped Devices Mave to DTS0C Offline WIF| 46% Narm Device Information
* North s
@mmm—= Uninstall the Apps

test

Files Distribution Total 2 items 10/page ~ | Goto |1
aaa
16310 Push Message
SQ52T Extract Device Log
16200

Shutdown
e84

Restart
DT50 ( BESRET )

Device Ring
DT50C

Figure (4.4.1.1.1)

Warm Tips X

This operation will disable the device, message you type in the following
textarea will display on the screen. Continue or not?

This device has been losLif you're reading this message, please
contact me.Contact me at:

Figure (4.4.1.1.2)
2. Move to:
Click [Move to], move the same device of attribute to another group after check the

UROVO TECHNOLOGY CO., LTD.



The Guide Book of Unified Management System 49 /145

device then execute the same command for this group devices;

Device Grouping

Ungrouped Devices
Group One

B Group two
America Group
China Store

Japan Store

Cancel

Figure (4.4.1.1.3)

4. Uninstall App:

Select a device and Click [Uninstall App] to find two ways to uninstall: uninstall by
application name, uninstall by package name;
(1) Uninstall by application name: Choose application name or version to uninstall,
then the device will uninstall this version only; uninstall fails if there is other version
installed on the device.
(2) Uninstall by package name: Enter application package name and Click [Save], then
all versions of this application under such package name are uninstalled from the device,
as shown in the Figure (4.4.1.1.4).
Notes: The list of right side will appear an alarm clock for progress checking during task

execution when batch operation is underway;
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Uninstall the Apps Only one Application can be Uninstalled at a Time

Uninstall Method: Uninstall by App Name

APP Name:  porhoSample

App Version: 6.17.3.0

Figure (4.4.1.1.4)

6Day23Hour58Minute52SecondsAfter the task of [Uninstall application] expires X
©@Name of Uninstalled App.QQ App Version:8.0.0
Refresh | Revoke
Executing(1) Execution Succeeded(D) Execution Failed(0)
SN Group Path Time Status
68261743530902 Ungrouped Devices 2019-08-26 15:31:28 To be Executed

Figure (4.4.1.1.5)

Uninstall the Apps Only one Application can be Uninstalled at a Time

Uninstall Method:  yninstall by Package Name

App Package Mame:

Please confirm the accuracy of the package name

Cancel Confirm

Figure (4.4.1.1.6)
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6Day23Hour59Minute52SecondsAfter the task of [Uninstall application] expires A
@Name of uninstalled app package:com.urovo_lifeinsurance
Executing(1) Execution Succeeded(0) Execution Failed(0)
SN Group Path Time Status
68261743530902 Ungrouped Devices 2019-08-26 15:32:49 To be Executed
Figure (4.4.1.1.7)

4. File Distribution:

After selecting the device, click [File Distribution], upload the file (less than
100M), enter the target path, select the file rule, and click [OK] to complete the file
distribution. After the device detects the file, it will download the file and store it in the

target path.

Files Distribution Only one file can be distributed in batches at a time

File Upload Upload File upload the file you want the devices to download

Target Path| sdcardiztfile input the path on the devices

File Rule: | Cover the Original File

Remind the other party after successful download

Cancel Confirm

Figure (4.4.1.1.8)
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23Hour59Minute43SecondsAfter the [File Distribution] Task Expires X
File Name:2.jpg File Size:0.02 M
Target Path:sdcardiztfile Cover or not: No

Remind the other party or not: Yes

Executing(3) Execution Succeeded(0) Execution Failed(0)

SN Group Path Time Status
98211813100413 Ungrouped Devices 2019-08-26 15:36:22 To be Executed
0932813522537338 Ungrouped Devices 2019-08-26 15:36:22 To be Executed
68261743530902 Ungrouped Devices 2019-08-26 15:36:22 To be Executed

Figure (4.4.1.1.9)
5. Power off/Reboot:
Click [Power off/Reboot] after check the device, the device will execute the

command of Power off/ Reboot when the device received the command;

F

04Minute52SecondsAfter the [Restart] Task Expires A

Executing(2) Execution Succeeded(D) Execution Failed(0)
SN Group Path Time Status
08281852253733 Ungrouped Devices 2019-08-26 15:38:17 To be Executed
G8261743530902 Ungrouped Devices 2019-08-26 15:38:17 To be Executed

Figure (4.4.1.1.10)
6.Extract device log: Select a device then click [Extract device log]. Upon receiving the command, the

device will upload its device log, which, if successfully uploaded, can be downloaded by clicking the
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“View Log” in the Alarm Details pop-up window.

&« > @ A F=2 | uhome.urovo.com/customerui/remotelsageRecord

B owA % 55T 0wiAE Be Google EE 4% UROVOMERSE.. © mwibd - mE EEES =EH UStore BHES mntEs @ s

[Device Log] Task Completed

In Queue(d) Successful Executed(1) Failed Execution(0)

SN Group Path Time Status Operation

201980809008017 DT50C 2020-11-26 16:40:38 Execution Success View Log

Total 1 item

Figure (4.4.1.1.11)

7.Message push:

After selecting the device, click [Push Message], enter the message that needs to be
pushed in the input box, and click [OK]. After the device receives the instruction, it will
pop up a prompt message "New message received, do you want to check it? " , You can
click [Open] or check it in the message list, each pushed notification is limited to 1000

words.

r .|

Push Message )4

Mofice
Please update Apps to the newest version

Pl

Figure (4.4.1.1.12)
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[Message Push] Task Completed X
=3
In Queue(0) Successiul Executed(1) Failed Execution(0)
SN Group Path Time Status
201508080029014 Ungrouped device 2020-08-07 15:00:52 Execution Success

Total 1 item -

Figure (4.4.1.1.13)
8. Device ringing:
After selecting the device, click [Device Ringing] under the Batch Operation, and
click the [Play] button in the confirmation pop-up window. After receiving the instruction,
the device will ring with the maximum volume and the ringtone can be stopped only after

shutting down/restarting the device. This function can be used to find nearby devices.

Warm Tips X

The device will ring with the maximum ringtone, and the
device can only be tumed off by restarting

Figure (4.4.1.1.14)
4.4.1.2 Batch Manage
In the figure (4.4.1.2.1), click the "Batch Manage" button to perform remote batch

operations on the devices in the group by group. The batch operation types include:

Device Unforbidden/Unblock, Device Move To, Batch Uninstall App, Files Distribution,
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Push Message, Extract Device Log, Shutdown/Restart, and Export Device Info.

% U s Remote Management Bl english « o admin
Batch Manage Import Notes
=3
A Dashboard c z
# & Selected 0  Operate in Batches Total Devices:15  Devices Online:0
& App Store Al Devices SIN Device Type Status Network Battery Device Information
20190809008021 DTS0C Offline WIFI 100% Device Information
Sinn bl Ungrouped Devices s “
TEST Group 111 1 Offiine 65% Device Information
Remole Management = 20210719000001 DT40 WIFI 65% r ion
north 222-{5min)
20190912098765 6310 Offline WIFI 4% Device Information
@ Remote Management South 333
TEST-wuhan 20200114123456 DT40 Offine WIF1 86% Device Information
@ Configuration Deployment
NanShan
20201226112244 190005 Offline WIFI 16% Device Information
@ Log Management
® Remote Log Total 15items ¢ 1 10 /page Goto 2

® Device Restore

Figure (4.4.1.2.1)

Batch Manage

G 1

Files Distribution

Push Message

Extract Device Log

Shutdown

Restart

Export Device Info

WGL333

TEST-wuhan

Figure (4.4.1.2.2)

(1) Click [Batch Manage], a batch management pop-up window appears, and the
selection box of "Batch Operation" is displayed at the top (Figure 4.4.1.2.2), and the
group information of this account is displayed at the bottom (Figure 4.4.1.2.1). After
selecting batch operation, check the group requiring batch operations, and click [Next] to
perform the relevant batch operation in the pop-up window corresponding to the next
step (see 4.4.1.1 batch operation for each operation type), and then the devices in the
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selected group will perform the corresponding operations.

4.4.2 Remote Configuration

In Figure (4.4), click [Remote Control/Remote Setting] in menu bar, can see WIFI
deployment policy for all login account. After adding WIFI deployment policy, can push
to device group. After that, device list will reflect total device count to be deployed. WIFI

setting list shown as Figure 4.4.1.1:

Configuration Deployment [ engish o admin ¥
&b ums

Function Settings WIFI Whitelist Settings APN Settings

Group Management v

@ Remote Management ~ Name SSID Push Range Status Execution Progress Action

My WIFI Setting2 u —— Unpushed —
@ Remote Management

My WIFI Seting? Urovo0s Part(Ungrouped device Pushed n

@ Configuration Deployment

® Remote Log Total 2 items 10 /page Goto | 1
® Device Restore

@ Application Management

® Location Management

Figure (4.4.2.1)

4.4.2.1 WIFI Settings

1. Add WIFI deployment policy:
Click [Add] in WIFI deployment list, enter SSID, select security type, password in
popup WIFI remote setting screen. Click [Confirm] to execute adding deployment. After

that, the WIFI deployment policy will be shown in list and status is “Not pushed”.
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WIFI Remote Configuration

* Name

My WIF1 Setting

* Service Set Identifier(SSID)

A_urovoSupport

Hide Network

Security Protocol
Miteless net b Please fill in the
setting information
before generating
the QR code

WPAFAZ

Password

Figure (4.4.2.2)

Notes:

(1) If you select Hidden network, it can automatically connect to the hidden WIFI
within the detection range of the device.

(2) The [Only allow this WIFI] option on the original WIFI setting page is removed,
and now the WIFI displayed on the device is managed by the WIFI whitelist.

2. Push WIFI deployment policy

2.1 Group push

Click [Push] from the WIFI deployment list, popup “WIFI device push” message.
You can select single or multiple group, then click [Next] to close the prompt. State of
WIFI deployment policy will change to “Pushed”, progress is 0. Devices of selected
group will connect the WIFI follow the WIFI deployment setting.
Progressing completing percentage will increasing when device start connecting to SSID.
Progress percentage comes from success device / total push device count. After all device
deployed success, the number of successfully executed devices displayed in the progress

bar will be equal to the total number of devices.
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*Group Push: push fo the selected group
Group Push

CheckAll
Ungrouped Devices

111
test-1

You can select one group or multiple groups. If ther:
groups under the group, the sub group is selectefl b
you can check it or not
SQ2OWR(test)

111 Equipment type is required. All equipment types f@re
e default. You can also check the equipment type und
separately to publish to all equipment in the group
equipment type

test-2

Flos03

3333

Device Type Push: push to the selected device type

O sas1 B 18310 B30ore

O 183107 0 10008 { 162004

0 19100 O ors0 @ orsec
Figure (4.4.2.3)

2.2 SN push

Click [Push] in the operation bar of WIFI configuration list to pop up the window of
"WIFI setting SN push". You can add a single SN or add multiple SNs through
[Download Template] - [Batch Import], and then click [Publish]. After that, the pop-up
window will close, and the state of WIFI configuration rule will change to “Pushed”, and
the progress is O/number of devices pushed. After receiving the command, the devices in
the selected device group will execute this WIFI configuration rule, and connect to the
configured WiFi.

If the devices in the pushed group receive the WIFI configuration command and try
to connect to the published SSID, the progress of the rule will increase. The progress is
displayed as: Number of successfully executed devices/Total number of devices in the
pushed group. If all devices are connected to the WiFi, the number of successfully

executed devices displayed in the progress bar is equal to the total number of devices.
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*SN Push: push fo the selected sn
Group Push .-l

2021033012233 Add ‘ Import in Batches H Downioad Template |

SN Push

sn Device Type Device Owner Operation
20210330112233 19100/W ErmARIANES Delete
First, you can add a single Sn number

Second, you can download the template, enter more SNS in the form, and batcd|
import, add and publish

Figure (4.4.2.1.4)

Note:

1. If cancel selected group in push, WIFI deployment devices will disconnect and delete
all WIFI deployment information (same result as delete WIFI deployment).

2. After push is executed, other devices which moved to this group will not execute the

WIFI deployment policy.

3. Edit WIFI deployment policy

Click [Edit] of WIFI deployment menu, popup “WIFI remote setting”. Application
policy can be modified here, included policy name, SSID, security, password...etc. After
modified the policy, all policy will be pushed again and progress complete progress will

start with 0.
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WIFI Remote Configuration

* Mame
My WIFI Setting1

Senvice Set ldentifier{S510)

urovoDs

Hide Network

Security Protocol
Please fill in the
setting information
hefore generating
the QR code

WRAMPA2

Password

Figure (4.4.2.5)

4. Record
Click [Record] in WIFI deployment menu, deployment record will show up. Click

[View push content], can check detail of WIFI remote deployment policy which pushed.

Configuration Deployment

English w o admin w

WIFI Setlings Funclion Settings WIFI Whitelist Settings APN Settings
(€ Retum Operate Record
MName Operate User Push Range Operate Time Action
My WIF! Setting1 admin Part{Ungrouped device) 2020-08-07 15:07:02 View Push Conter
Total 1 item 10 Jpage Goto
Figure (4.4.2.6)
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WIFI Remote Configuration

* Mame
Service Set ldentifier(SS1D)

Hide Network

Security Protocol

Password

Figure (4.4.2.7)

S.Delete WIFI deployment policy

Click [Delete] from WIFI deployment menu, you can delete WIFI deployment policy
to devices. After execution, the deleted policy will not show in deployment list and
devices will follow up to disconnect the SSID and delete previous WIFI deployment

information.

Delete WIFI Configuration

Delete the WIFI configuration, and the configuration
information on the device side is also deleted. The device

restores the original settings. Is it deleted ?

canedt

Figure (4.4.2.8)
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4.4.2.2 WIFI Whitelist (new function)

On the remote setting page, click the "WIFI whitelist setting", the page will display
the WIFI whitelist list. After adding the WIFI whitelist, push it to the device group. After
the devices under the device group receive the WIFI whitelist command, only the
detected whitelist WIFI will be displayed on the WIFI list page of the device. The WIFI

whitelist list is shown in Figure 4.4.2.2.1:

Configuration Deployment Engish v 0 admin v
Sums

WIFI Settings Function Settings WIFI Whitelist Settings APN Settings

“ ki
Network Name

Name v<iog Push Range Status Execution Progress Action

Group Management v

¥ Remote Management ~

My WIFI whitelist2 u Group two Unpushed —r—
® Remote Management

My WIFI whitelist urovoDs,u Ungrouped device

® Configuration Deployment

® Remote Log Total 2 items 10 ipage Goto 1
® Device Restore

@ Application Management

® Location Management

Figure (4.4.2.2.1)
1. Add WIFI whitelist rules
Click [Add] on the top of the WIFI whitelist page add a pop-up page to the WIFI
whitelist, enter the name (default: My WIFI whitelist), select the push group (only one
can be selected), the SSID of the WIFI pushed to this group will be shown under the
whitelisted network name or we can add whitelist WIFI manually in the input box), and
then click [Add], then the new rule is set up successfully. Finally, the WIFI whitelist rule

will be displayed in the WIFI whitelist list, and the status is "Not Pushed";
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WIFI Whitelist Added

# Rule Name

My WIFI whitelist

* Push Range

Push Range
Whitelist Network Names
SSID in WIFI configuration in group.

See More

Figure (4.4.2.2.2)

WIFI Whitelist Added

* Rule Name

My WIFI whitelist

+ Push Range

Push Range

Whitelist Network Names

See More

urovoD8

Cancel

Figure (4.4.2.2.3)

Notes:
1. The rule name is my WIFI whitelist by default, and the rule name cannot be repeated;

2. A rule can only correspond to one group. After selecting the group, the "SSID in the
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WIFI configuration in the group" below will display the WIFI pushed to this group in the

"WIFI configuration";

2. Push WIFI whitelist rules

Click [Push] in the operation bar of the WIFI whitelist list, a pop-up window of
"WIFI whitelist push" will pop up, click [OK] and the pop-up window will be closed, the
status of this WIFI whitelist rule changes to "Pushed" and the progress is 0 /Total number
of devices. The devices under the selected device group will execute this WIFI whitelist
rule after receiving the instruction, and the WIFI list page of the device will only display
the pushed whitelist WIFI.

If the device under the pushed group receives the WIFI whitelist command, after the
device displays the detected whitelist WIFI, the progress of this rule will increase, and
the progress will be displayed as: number of successfully executed devices/total
number of devices in the group pushed. If all devices have finished executing the
whitelist rules, the number of successfully executed devices displayed in the progress bar

will be equal to the total number of devices.

WIFI whitelist push

o Push WIFI whitelist configuration, whether to push?

Figure (4.4.2.2.4)

3. Edit WIFI whitelist rules
Click [Edit] in the operation bar of the WIFI whitelist list, and a pop-up window of
"WIFI whitelist setting modification" will pop up, and you can change the WIFI whitelist

rule information. You can change the rule name, add the SSID of the whitelist WIFI
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manually, etc. After the rule is modified, the previous rule will be pushed again. The

progress bar for applying the rule will change to 0 again.

WIFI whitelist setting modification

* Rule Name

My WIFI whitelist

* Push Range

Whitelist Network Names
SSID in WIE configuration in group
See More

Add My

u

Figure (4.4.2.2.5)

Click the "View More" button in the WIFI whitelist setting modification pop-up
window to check the SSID in the group WIFI configuration. These whitelist WIFI cannot
be edited.

SSID in WIFI configuration X

SSID

urovoD2

Total 1 item n 10/page v Goto | 1

Figure (4.4.2.2.6)

UROVO TECHNOLOGY CO., LTD.



The Guide Book of Unified Management System 66 /145

4. Record
Click [Record] in the WIFI whitelist rule operation bar, and the push record table of
WIFI whitelist rules will be displayed. Click [View Push Content] in the operation record

table to view the details of the specific pushed WIFI whitelist rules.

Configuration Deployment [2] enoiish + 0 admin v
WIFI Settings Function Settings WIFI Whitelist Settings APN Settings
(©Retum Operate Record
Name Operate User Push Range Operate Time Action
My WIF] whitelist admin Ungrouped device 2020-08-07 15:25:04 View Push Content
My WIFI whitefist admin Ungrouped device 2020-D8-07 15:17.28 View Push Content
Total 2 items 10 fpage v Goto | 1
Figure (4.4.2.2.7)

Wifi whitelist history push content

* Rule Name

* Push Range

Network Name (SSID)

Figure (4.4.2.2.8)

5. Delete WIFI whitelist rules
Click [Delete] at the top of the WIFI whitelist list, and a delete instruction will be
issued to the device. After the WIFI whitelist rule is deleted, it will not be displayed in
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the WIFI whitelist list. The device will receive the delete instruction. After receiving the

delete instruction, the device will change to Display all detected WIFIs.

Delete WIFI whitelist configuration

If you delete the WIF| whitelist configuration, the configuration
information on the device will also be deleted. The device will

restore the original settings. Do you want to delete it?

Figure (4.4.2.2.9)

4.4.2.3 Function Settings (new function)

click "Function Settings" at the top of the remote setting page, the page displays a
list of function setting rules. After adding a function setting rule, push it to the device
group. After receiving the function setting instruction, the devices under the device group
will execute the rule to disable some items accordingly. The function setting list is shown

in Figure 4.4.2.3.1:

Configuration Deployment E English w o admin w
WIFI Settings Function Settings WIFI Whitelist Settings APN Settings
Add Delete
Name Type Push Range Status Execution Progress Action
My Function Setting2 Function Setting Part{Ungrouped device) Pushed o2 Push | Edit| Log
My Function Setting Function Setting —_ Unpushed — Push Edit Log
Total 2 items 10/page ~  Goto | 1

Figure (4.4.2.3.1)
1. Add function setting rules
Click [Add] above the function setting list, add the pop-up page in the function
setting, enter the rule name (default: my function setting), select "Yes" for the items that

need to be disabled, and then click [Add] to add deployment rules. After the rule is
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successfully added, the function setting rule will be displayed in the function setting list,

and the status is "not pushed";

Add Function Setting
INPUL Lisdue

ThirdPartyApplication
Installation Disable

USB Disable
ADB Disable

Bluetooth Disable

WIFI Disable | No

Allow Uninstall = Yes

Allow Application MNo
Permission

Cancel

Figure (4.4.2.3.2)
Notes:
1. The rule name defaults to my function setting, and the rule name cannot be repeated;
2. When multiple function setting rules are pushed to a group, the devices under that
group only apply the latest function setting rules, and the progress of the function setting

rules pushed to the same group before will change to completed;

2. Push function setting rules

2.1 Group push

Click [Push] in the operation bar of the function setting rule list, a pop-up window of
"Function setting push" will pop up, select the group to be pushed, and click [OK] to
close the pop-up window, and the status of the function setting rule changes to "Pushed"
", the progress is O/total number of devices. The device under the selected device group

will execute this function setting rule after receiving the instruction, and the device will
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correspond to the disabled item of the disabled setting.

If the device under the pushed group receives a function setting instruction, the
device will display the detected function setting instruction and disable the set disabled
items accordingly. The progress of this rule will increase, and the progress bar will
display: Number of successfully executed devices/The total number of devices in the
push group. If all the disabled function setting items are completed, the number of

successfully executed devices displayed in the progress bar will be equal to the total

number of devices.

“Group Push: push to the selected group

Check All Child Check

test-1

Group Push

SN Push

test-2

Y0603

SQ2GWR(test)
a1 You can select one group or multiple groups.
If there are sub groups under the group, the sub gfo
default, or you can check it or not

2222

4444

Equipment type is required. All equipment types afle
220740 You can also check the equipment type under the [gr
publish to all equipment in the group or specify the e

Device Type Push: push to the selected device type

vc Type

Figure (4.4.2.3.3)

2.2 SN push

Click [Push] in the operation bar of function setting rule list to pop up the window of
"function setting SN push". You can add a single SN or add multiple SNs through
[Download Template] - [Batch Import], and then click [Publish]. After that, the pop-up
window will close, and the state of function setting rule will change to “Pushed”, and the
progress is O/number of devices pushed. After receiving the command, the devices in the
selected device group will execute this function setting rule, and the devices will disable
the disabled items accordingly.

If the devices in the pushed group receive the function setting command, the devices
will display the detected function setting command and disable the disabled

items, and the progress of the rule will increase. The progress is displayed as: Number of
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successfully executed devices/Total number of devices in the pushed group. If all
disabled function settings are complete, the number of successfully executed devices

displayed on the progress bar is equal to the total number of devices.

*SN Push: push fo the selected sn 3
Group Push A

20210330112233 Add ‘ Import in Batches H Download Tempiate |
SN Push 4

sn Device Type Device Owner Operation

20210330112233 19100/W ARE Delete

First, you can add a single Sn number

Second, you can download the template, enter more SNS in the form, and batc|
import, add and publish

Figure (4.4.2.3.4)

3. Edit function setting rules

Click [Edit] in the operation bar of the function setting rule list, and a pop-up
window of "Function Setting Modification" will pop up to change the function setting
rule information. You can change the rule name, prohibited items, etc. After the rule is
modified, the previous rule will be pushed again. The progress of applying the rule will

become 0 again.
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Update Function Setting

# Rule Name

Home Disable
DropDown Disable
Input Disable

ThirdPartyApplication
Installation Disable

USE Disable
ADB Disable

Bluetooth Disable

Figure (4.4.2.3.5)

4. Record

Click [Record] in the function setting rule operation bar, and the push record table of

the function setting rules will be displayed. Click [View Push Content] in the operation

record table to view the rules of specific push function settings.

Configuration Deployment
WIFI Settings Function Settings WIFI Whitelist Settings APN Settings
(©Return Operate Record
Name Operate User Push Range
My Function Setting2 admin Part{Ungrouped davice)
My Function Setting2 admin Part{Ungrouped device)

Figure (4.4.2.3.6)

UROVO TECHNOLOGY CO.,

Operate Time

2020-08-07 15:32:38

2020-08-07 15:27:30

Total 2 items

LTD.

E English w 0 admin v

Action

Wiew Push Content

View Push Content

10 /page ~ Goto | 1
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The History Content of Function Setting

Rule Name: Disabl 1A, L, B=FH

Home Disable: ® on ThirdPartyApplication
Installation Disable:

DropDown Disable: ® COFF
USE Disable:

Input Disable: OFF

ADB Disable:

®
Bluetooth Disable: ® ON
Allow Uninstall:
®

‘WIFI Disable: ON
Allow Application
Permission:

Figure (4.4.2.3.7)

5. Delete function setting rules

Click [Delete] on the top of the function setting list to issue a delete instruction to the
device. After the function setting rule is deleted, it will not be displayed in the function
setting list. The device will receive the delete instruction. After receiving the delete

instruction, the device will not disable any disable items and restore default settings.

Delete FunctionConfig

Delete the Function configuration, and the configuration
information on the device side is also deleted. The device

restores the original settings. Is it deleted?

Figure (4.4.2.3.8)

4.4.2.4 APN Settings (new function)
Click “APN Settings” at the top of the remote setting page, the page displays a list of
APN settings rules. After adding the APN setting rules, push it to the device group. After

receiving the APN setting instruction, the devices under the device group will detect the
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issued APN to save and connect. The APN setting list is shown in Figure 4.4.2.4.1:

Configuration Deployment [ engiish v o admin v
&b ums

WIFI Settings Function Settings WIFI Whitelist Settings APN Settings.

Group Management v

Add Delete

B Remote Management A Name APN Name APN Push Range Status Execution Progress Action
My APN Configur CMNET cmnett Faltititioreed iovice: Pushed 1n Push  Edit Log
® Remote Management m.._More)
® Configuration Deployment Total 1 item 10/page v | Goto | 1
@ Remote Log
@ Device Restore
@ Application Management
Figure (4.4.2.4.1)

1. Add APN setting rules

Click [Add] at the top of the APN settings list, in the APN settings add pop-up page,
enter the rule name (default: My APN settings), APN name, APN, MCC, MNC, proxy,
port, server, MMSC, MMS proxy , MMS port, authentication type, APN type, APN
protocol and other information, and then click [OK], the deployment rule is added
successfully, after the addition is successful, the APN setting rule will be displayed in the

APN setting list, and the status is "Not Pushed";

APN Add Setting

+ Config Name = My APN Configuration

* APN Name

Cancel

Figure (4.4.2.4.2)
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APN Add Setting

MMSC

Mms Agent

Mms Port

Authentication
Type

APN Type | default,suplnet

APN Protocol | IPVAIPVE b |

Cancel

Figure (4.4.2.4.3)
Note:
1. The rule name defaults to "My APN Rule", and the rule name cannot be repeated;
2. When multiple APN setting rules are pushed to a group, multiple APNs will be saved

in the APN list of the group device, but will be connected to the last executed APN;

2. Push APN setting rules

Click [Push] in the operation bar of the APN setting rule list, a pop-up window of
"Select Push Range" will pop up, select the group to be pushed, click [OK], and the
pop-up window will close, and the status of the APN setting rule will change to "Pushed"
", the progress is 0. The devices under the selected device group will execute this APN
setting rule after receiving the instruction, and the device will save and connect after
receiving the issued APN instruction.

If the device under the pushed group receives the APN setting instruction, the device
will save the issued APN to the device's APN list, and connect to the latest issued APN,
the progress of this rule will increase, and the progress will be displayed as: successfully

executed device Number/Total number of devices of pushed groups. If the execution of
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the rule is completed, the number of successfully executed devices displayed in the

progress bar will be equal to the total number of devices.

“Group Push: push to the se

Check All Child Check

test-1

lected group

Group Push

SN Push

test-2

Y0603

SQ2GWR(test)
a1 You can select one group or multiple groups.
If there are sub groups under the group, the sub gfo
default, or you can check it or not

2222

4444

Equipment type is required. All equipment types afle
220740 You can also check the equipment type under the [gr
publish to all equipment in the group or specify the e

Device Type Push: push to the selected device type

Figure (4.4.2.4.4)

2.2 SN publish and push APN

Click [Push] in the operation bar of APN setting rule list to pop up the window of
"SN publish". You can add a single SN or add multiple SNs through [Download Template]
- [Batch Import], and then click [Publish]. After that, The pop-up window will close, and
the state of APN setting rule will change to "Pushed",and the progress is 0. After
receiving the command, the devices in the selected device group will execute this APN
setting rule. After receiving the APN command, the devices will be saved and connected.

If the devices in the pushed group receive the APN setting command, the devices
will save the published APN to the APN list of the devices and connect to the latest
APN, the progress of this rule will increase. The progress is displayed as: Number of
successfully executed devices/Total number of devices in the pushed group. If the rule is
executed, the number of successfully executed devices displayed in the progress bar is

equal to the total number of devices.

UROVO TECHNOLOGY CO., LTD.



The Guide Book of Unified Management System 76 /145

“SN Push: push to the selected sn 3
Group Push .-l

2021033012233 Add [ Import in Batches “ Downioad Template I

SN Push

sn Device Type Device Owner Operation
20210330112233 19100/W HAEmliEES Delete
First, you can add a single Sn number

Second, you can download the template, enter more SNS in the form, and batcd|
import, add and publish

Figure (4.4.2.4.5)
3. Edit APN setting rules
Click [Edit] in the operation bar of the APN setting rule list, a pop-up window of
"APN Setting Edit" will pop up, and you can change the APN setting rule information.
You can change the rule name, input items, etc. After modifying the rule, the previous

rule will be pushed again. The progress bar of the APN rule will change to 0 again.

APN Add Setting

* Config Name My APN Configuration

* APN Mame

Cancel

Figure (4.4.2.4.6)
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4. Record
Click [Record] in the operation bar of the APN setting rule, and the push record table
of the APN setting rule will be displayed. Click [View Push Content] in the operation

record table to view the details of the specific push APN setting rule.

Configuration Deployment English w O admin v
WIFI Settings Function Settings WIFI Whitelist Settings APN Settings
(€ Retum Operate Record
Name Operate User Push Range Operate Time Action
My APN Configuration admin Part:Ungrouped device « Americz 2020-08-07 15:40:44
My APN Configuration admin Part:Ungrouped device . Americz 2020-08-07 15:37:48
Total 2 items 0ipage~ | Golo | 1
Figure (4.4.2.4.7)
APN View Setting
Config Name
APN Name
APM
MCC
MNC
Agent
Part
-
4

Figure (4.4.2.4.8)
5. Delete APN setting rules
Click [Delete] on the top of the APN setting list, and a delete instruction will be
issued to the device. After the APN setting rule is deleted, it will not be displayed in the
APN setting list. The device will receive the delete instruction. After receiving the delete
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instruction, the device will delete those APN issued by this rule, and restore the
connection of the default

APN.

Delete APN Configuration

Delete the APN configuration, and the configuration
information on the device side is also deleted. The device

restores the original settings. Is it deleted?

Figure (4.4.2.4.9)
Notes:

After deleting an APN, other APNSs issued before will not be deleted;
4.4.2.5 Send script (new function)

Click "Send Script" at the top of the remote setting page to display the list of sending
script rules. After adding the sending script rules, push it to the device group. After
receiving the sending script instruction, the devices under the device group will execute
the sending script rules and display it on the device page. The sending script list is shown
in Figure
4425.1.

Configuration Deployment B engish o admin w
&b ums

WIFI Settings Function Settings WIFI Whitelist Settings APN Settings Send Script

# Dashboard
Add Delete

App Store

Name Push Range Status Execution Progress Action
Group Management v My rules Unpushed - Push | Edit. | Log
Remote Management  ~ ke Hrpusied Unipushed & s [ k| Lo
& Renots Maagernet key and value Unpushed Unpushed = Push | Edit. | Log
@ Configuration Deployment Script e Unpushed Unpushed Y Push| Edit. | Log
® Log Management sctonrs Lnpnhed Tp— e Push | Edit. | Leg
® Remote Log RuLiEn Unpushed Unpushed e Push | Edit. | Log
. Doy e Start the app Unpushed Unpushed - Push | Edit. | Log
Tatal 7 itams m Nimae v | Gatn 1
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Figure (4.4.2.5.1)
1. Add sending script rules
Click [Add] at the top of the Sending Script list, add pop-up page on the Send Script,
enter the rule name, select the Execute Script option (default: start application), enter the
required Action or the application package name and application class name, and enter
the script content (optional), and then click [Save] to add the sending script rules
successfully. After adding successfully, the sending script rules will be displayed in the

Send Script list with the status of "Un-pushed";
Send Script

Sending scripts remotely, no need to connect and debug via a USB cable, breaking geographical restrictions, allowing you to debug remote devices
anytime and anywhere, a developer's weapon. Please refer to the "Operation Manual" to learn about the supported script commands and syntax.

Rule Name Start the app

Script Type Startthe app

Action com.ubx.intent.script.test

Package Name com.urovo.whiteappdemo

Class Name @# ¥ %hEintent

Script Content

key value type Action

a 1314789 int v Delete.
b true boolean v Delete.
c BIR=%8E, BiR String v Delete.
d 0.12345 float v Delete.

Figure (4.4.2.5.2)
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Send Script

Sending scripis remotely, no need to connect and debug via a USB cable, breaking geographical restrictions, allowing you o debug remote devices
anytime and anywhere, a developer's weapon. Please refer (o the "Operation Manual” to learn about the supporied script commands and syniax

Rule Name intent

Script Type Run Inent

Action com.ubx test_action

Script Content
key Action

Figure (4.4.2.5.3)

Note:

1. Rule name cannot be repeated;

2. Execute Script options are: (DStart APP, @Run intent;

3. Start APP is Action or (application package name, application class name),
optional; Action in the running intent is required. The terminal will start the application
only after the Action or (package name, class name) is written into the program. If it is
not written into the program, the device will not start the application; running intent must
register the broadcast on the page after the application is started, and the program that
registers the corresponding Action can receive the corresponding message;

4. The script content can be filled in the values of Key and Value, and select the Type,
for example

(OKey is a, value is 123, Type is int;

@key is b, value is true, Type is Boolean;

(®key is ¢, value is motherland, Type is String;

@key is d, value is 0.888, Type is float;

Gkey is e, valueis 11111111, Type is long)

Regardless of whether the script content is entered or not, the program will get it. If
there is no corresponding parameter, there will be a default value.

2.Push the sending script rules
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2.1 Group push

Click [Push] in the operation bar of the sending script rule list, a pop-up window of
"Push Management" will pop up, check the group to be pushed, click [OK] to close the
pop-up window. The status of the sending script rules will change to "Pushed", and the
progress is 0/total number of devices. The device under the selected device group will
execute this function setting rule after receiving the instruction, and the device will start
the corresponding program.

If the device under the pushed group receives the sending script instruction, the
terminal device will start the corresponding startup program after the device displays the
detected sending script instruction, the progress of this rule will increase. The progress
bar is displayed as: the number of devices successfully executed/the total number of
devices in the pushed group. If the execution of the rule is completed, the number of

devices successfully executed displayed in the progress bar will be equal to the total

number of devices.

“Group Push: push to the se

Check All Child Check

test-1

lected group
Group Push

SN Push

test-2

Y0603

SQ2GWR(test)
a1 You can select one group or multiple groups.
If there are sub groups under the group, the sub gfo
default, or you can check it or not

2222

4444

Equipment type is required. All equipment types afle
220740 You can also check the equipment type under the [gr
publish to all equipment in the group or specify the e

Device Type Push: push to the selected device type

vc Type
Figure (4.4.2.5.4)

2.2 SN publish and push APN

Click [Push] in the operation bar of APN setting rule list to pop up the window of
"SN publish". You can add a single SN or add multiple SNs through [Download Template]
- [Batch Import], and then click [Publish]. After that, The pop-up window will close, and
the state of APN setting rule will change to "Pushed",and the progress is 0. After

receiving the command, the devices in the selected device group will execute this APN
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setting rule. After receiving the APN command, the devices will be saved and connected.
If the devices in the pushed group receive the APN setting command, the devices
will save the published APN to the APN list of the devices and connect to the latest APN,
the progress of this rule will increase. The progress is displayed as: Number of
successfully executed devices/Total number of devices in the pushed group. If the rule is
executed, the number of successfully executed devices displayed in the progress bar is

equal to the total number of devices.

*SN Push: push fo the selected sn
Group Push

20210330112233 Add ‘ Import in Batches jownload Tempiate |

SN Push

sn Device Type Device Owner Operation
20210330112233 19100/W AR kS Delete
First, you can add a single Sn number

Second, you can download the template, enter more SNS in the form, and batc|
import, add and publish

Figure (4.4.2.4.5)
3. Edit sending script rules
Click [Edit] in the operation bar of the sending script rule list, a pop-up window of
"Edit the Sending Script" will pop up, where the sending script rule information can be
changed. The Rule Name, Execute Script, Action and other input items, etc. can be
changed. After the rule is modified, the previous rule will be pushed again. The progress

bar of sending script rules will change to 0 again.
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Send Script

Sending scripts remotely, no need to connect and debug via a USB cable, breaking geographical restrictions, allowing you to debug remote devices
anytime and anywhere, a developer's weapon. Please refer to the "Operation Manual" to learn about the supported script commands and syntax.

Rule Name Scripte

Script Type Startthe app ~

Action com.ubx.intent.script.test

Package Name com.urovo.whiteappdemo

Class Name com.urovo.whiteappdemo.MainActivity

Script Content
key value type Action

e 0.12345 float v Delete.

Figure (4.4.2.5.6)

4. Record
Click [Record] in the operation bar of the sending script rules, and the push record
table of the sending script rules will be displayed. Click [View Push Content] in the

operation record table to view the details of the specific push sending script rules.

% UMS Configuration Deployment [ engiish w o admin v

WIFI Settings Funclion Settings WIF| Whitelist Settings APN Settings Send Script
i Detiton @Retum Operate Record
App Store
Name Operate User Push Range Operate Time Action

Group Management v Start the app admin Cancel Push 2022-03-23 17:39:16 View Push Content

Remote Management A Start the app admin Group Push 2021-12-17 11:57:16 View Push Content

'emote Management Start the app admin Cancel Push 2021-12-16 17:22:38 View Push Content

® Configuration Deployment Start the app admin Group Push 2021-12-16 17:17:06 View Push Content

® Log Management Start the app admin Group Push 2021-12-18 17:10:30 View Push Content

@ Remote Log Start the app admin Group Push 2021-10-14 17:11:49 View Push Content

@ Davice Resim Start the app admin Group Push 2021-10-14 17:07:21 View Push Content

Start the app admin Group Push 2021-10-14 17:04:05 View Push Content

Figure (4.4.2.5.7)
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Send Script

Sending scripts remotely, no need to connect and debug via a USB cable, breaking geographical restrictions, allowing you to debug remote
devices anytime and anywhere, a developer's weapon. Please refer to the "Operation Manual" to learn about the supported script commands
and syntax.

Rule Name

Script Type

Action

Package Name

Class Name

Script Content

Figure (4.4.2.5.8)

5. Delete the sending script rules
Click [Delete] on the top of the sending script list, and a deletion instruction will be
issued to the device. After the sending script rule is deleted, it will not be displayed in
the sending script list. The device will receive the delete instruction. After receiving the
delete instruction, the device will delete the sending script issued by this rule. The
device page that has been pushed and executed will also display the sending script
content, which cannot be restored and needs to manually return to the Android default

desktop.

4.4.3 Log Management (new function)

Select [Remote Management] - [Log Management]| on the menu bar to display the
device log extraction rule list on the log management page. After adding a new log task,

it is pushed to the device group. After receiving a new log task, the device in the device
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group extracts logs from the new log task. The log management list is shown in Figure

4.4.3 below:

% S Log Management ﬁ English ¥ O adminw

Add Log Task

SN Type: Time Status: Query
& Dashboard Ll
SN Device Type Device Notes Log Type Operate
App Store Ungrouped Devices
Frtt] 20190726098765 DTS0 System Log 20 Download Log
Group Management -
a0 20180726095765 DT50 UMS Log 0 Downioad Log
WR(test)
Remote Management A P
i 2022012216306 DT50 System Log 20 Terminate Operation
@ Remote Management 2399
20190726098765 DT50 System Log 20 Downioad Log
@ Configuration Deployment S
8232020317034 163107 System Log 20 Downioad Log
4444
® Log Managemen | oo
o G FEROT4D 20220122163306 DT50 System Log 0 Downioad Log
@ Remote Log
20220122163306 DT50 System Log 0 Downioad Log
® Device Restore
2022012216306 DT50 System Log 20 Downioad Log
& ApplicAtn MARGETeN 68232020317034 l6310T System Log 20 DownioadLoq

Figure (4.4.3)

New log task
On the log management page, you can select all devices or a group to perform [New Log Task].
Click [New Log Task] to pop up the window of [Extract Device Log], and select devices to add, as

shown in the Figure below:

Extract device logs

Select Device Log Task
SN Device Type Status Add SN Device Type Status
61321601000009 SQ51 Offfine Remove 61321601000009 8051 Offline
20190912098765 16310 Online .
First, select the SN number of the task to extract the log;
20190910111912 DT40 Offfine
Second, select to add;
68291750578536 163107 Offline
Third, click OK after adding successfully
97061642236636 190008 Offtine
68251718403408 16200A Offfine
982118131008411 19100 Offfine
20220122163306 DT50 Online
rrree oo
s .

Figure (4.4.3)
1.1 Extract UMS log
Select a log type in the pop-up window. The default is UMS log. Click [OK] to extract the file
under uhome/log and upload it to the "Log Management" list for users to download;
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Extract device logs

= ums

# Dashboard

App Store

Group Management

¥ Remote Management A
® Remote Management
® Configuration Deployment
@ Log Management
@ Remole Log
® Device Restore

® Application Management

Log Task

@ UMSLog | SystemLog

Specified File

This operation is about to fetch device logs. Continue? It takes a certain amount of time to upioad the log file. After it is completed, it will be downloaded in the log record

Log Management

All Devices

Ungrouped Devices
AL

#Yio6o3
SQZIWR(test)

1111

2222

3333

4444

FEHDT40

1.2 Extract system log

Figure (4.4.3.1)

Add Log Task

SN

SN

20190726098765
20190726098765
20220122163306
20190726098765
68232020317034
20220122163306
20220122163306
20220122163306

68232020317034

Type:

v | Time:

Device Type

DT50

DT50

DT50

163107

DT50

DT50

DT50

163107

Figure (4.4.3.2)

Device Notes

[E] engiish » @ admin-

Log Type Operate

System Log 20 Download Log

I UMS Log I 20 I Download Log
System Log 20 Terminate Operation
System Log 20 Download Log
System Log 20 Download Log
System Log 20 Download Log
System Log 20 Download Log
System Log 20 Download Log
System Log 20 Download Log

Select a log type in the pop-up window. Select to extract the system log, click the time range, enter

the duration, check the file rule, and then click [OK]. You can enable the system log function remotely

and disable it periodically. Logs generated during this period are automatically uploaded to the

background and uploaded to the "Log Management" list for users to download.

Extract device logs

©

w
T

=]

&
®

Log Task

UMSLog @ System Log

# Starting Time | 2022-03-30 14:30

Duration | 10

Specifigg File

irst, select the time range

Second, enter the duration. You can select

vinste minutes, hours and days

File Rules || Delete file after upload [ Notity devicsBheirelbacheck the file rule or not

Figure (4.4.3.3)
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Log Management B engisn v o admin v
&hums

Add Log Task
& Dashboard All Devices

SN Device Type Device Notes Log Type Operate
B App Store Ungrouped Devices
et 20190726008765 D150 I System Log I 20 I Download Log |
Group Management ST
A 20190726098765 D150 UMS Log Download Log
SQIOWR(test
Remote Management el
i 2020122163306 D150 System Log 20 Teminate Operation
® Remote Management
=2 20190726098765 D150 System Log 20 Downioad Log
® Configuration Deployment 25
5232020317034 163107 System Log 20 Download Log
4444
® Log Management .
8 i FXDT4D 2022012163306 D150 System Log 0 Downioad Log
® Remote Log oo
2022012163306 D150 System Log 20 Download Log
CizaiisEns 20220122163306 DT50 System Log 20 Downioad Log

Figure (4.4.3.4)

1.3 Extract specified file

Select a log type in the pop-up window. Select to extract the specified file, enter the target path in
the correct format, and click [OK] to extract the specified directory file, and download the file in the
"Log Management" list. If the specified directory does not exist or is empty, "Execution failed" is

recorded in the use record, and the status is "The file does not exist".

Extract device logs X

ice Log Task

UMS Log System Log @ Specified File

* Target Path | fsdcard/UHome First, enter the target path in the correct

The above s the specified path for file storage on the sevcef@EMat

File Rules [ Delete file after upioad Second, check the file rule or not

e -I

Figure (4.4.3.5)
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Log Management
&b ums

Y Add Log Task

SN Type: v | Time Status Query
ﬁ Dashboard All Devices
SN Start Time End Time Status
App Store Ungrouped Devices
L 68232020317034  4:40 2022-03-26 09:00:00 2022-03-27 09:00:00 Completed
® Group Management et
68232020317034  3:50 2022-03-25 18:00:00 2022-03-25 19:00:00 Completed
test2
T Remote Management
7z 68232020317034  1:01 2022-03-25 17:53:00 2022-03-25 17:53:00
0603
Remote Management WA \
SCEIMR) 3232020317034 707 2022.03-25 17:48:01 2022-03-25 17:48:01 Completed Dewnload Log
1m
@ Configuration Deployment
o £2232020317034 453 2022-03-25 17:45:00 2022-03-25 17:45:04 Completed
@ Log Management
R 3333 68232020317034 412 2022-03-25 16:55:00 2022-D3-25 16:55:14 Completed Download Log
4444
® Remote Log
FEROT40 Total 6 ftems 10 Jpage Goto | 1

Figure (4.4.3.6)

4.4.4 Remote Log

Click [Remote Management] — [Remote Record], using the records page to display
the logs and execution progress of remote batch operations, as shown in the image

below:

Remote Log B enish v O admin v
& ums

:

Group Management

Operation Start Time End Time Task Progress Operator Remarks Details
B Remote Management Shutdo 2020-08-07 15:49:52 2020-08-07 15:49:54 i anne, cne::g@cq 0 - Datalls
® Remote Management Restart 2020-08.07 15:49:00 20200807 15:48:30 " ane ms::g@m o - Details
@ Configuration Deployment Device Ring 2020-08.07 15:48:19 20200807 15:48:20 " ane ms::g@m o - Details
® Remote Log Device Log 2020-08-07 15:47:31 2020-08-07 15:48:04 1 2N me”m"g@q” i = Details
@ Device Reslore Uninstall App 2020-08-07 154721 2020-03.07 15:47:24 T e E“E';?g@“” 59 —- Details
® Application Management Device Unforbidden 2020-08-07 154327 2020-08-07 15:43:28 10 A Ehé';?g@m i -~ Details
® Location Management 2020-08-07 15:43:21 20200807 15:43:23 n i me'ﬂg@m " -- Detalls
® Device Configuration Push Message 2020-08-07 15:00:52 2020-08-07 15:00:52 0" ane; m’;:’g@cq o Notice Please upd Detalls
I Data Center Push Message 2020-08-07 15:00.05 2020-08-07 15:00:06 0" aree: 5“5::9@“” o Notice Please upd Details

Figure (4.4.4.1)
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[Device Log] Task Completed

In Queue(d) Successiul Executed(1) Failed Execution(0)
SN Group Path Time Status Operation
20190909009014 Unarouped device 2020-08-07T 15:48:04 Execution Success View Log
Total 1 item n
Figure (4.4.4.2)

1. Input SN, select the type of operation, input the start time and the end time, and click
[Query] to query about the corresponding records, including operations, time,
execution progress, etc.

2. Click [Details] in the list details column to view the execution status of a specific
instruction.

3. Click [View Log] on the “Device Log” details page to download the log files.

4.4.5 Device Restore

In the figure (4.5), click [Remote Management]-[Device Restore], the device restore
page displays a list of activated devices for this account, and you can "clear lock screen

password" or "restore factory settings" for the devices of this account, As shown below:
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% Device Restore | engiish v o sdmin v
Group Management v
SN Number Address of Last Use Time of Last Use Operation
Remote Management 20190509009014 RS R AL ETERAE 2020-08-07 15:50:21
@ Remote Management
5 Total 1 item 10 /page Goto 1

@ Configuration Deployment

® Remote Log

@ Device Restore

@ Application Management

@ Location Management

@ Device Configuration

Figure (4.4.5.1)
1. Clear the lock screen password: Click the [Clear lock screen password] button in the
operation bar to clear the password for the selected device. If the device has set a lock
screen password, you can clear the password and change to slide to unlock;
2. Restore factory settings: Click the [Restore Factory Settings] button in the operation
bar to restore the selected device to factory settings. After the device is restored to factory
settings, the applications and data on the device will be cleared. This function should be

used with caution;

4.4.6 Application Management

Click [Remote Management]-[Application Management] as shown in Figure (4.4), the upper
page will display Application Deployment and Application Whitelist menu. Click the menu to enter

respective page.

4.4.6.1 Application Deployment

Click [Remote Management] — [ Application Management] as shown in figure (4.6),
the upper page will display Application Deployment and Application Whitelist menu, and
the page shows application deployment list by default. Add application deployment
policy to certain group then push, the devices under the group will follow the policy to

download, install applications automatically, as Figure 4.4.6.1 shows.
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% Application Management English v o admin v
App Deployment App Whitelist
® Log Management
@ Remote Log
Name Type Push Range Status Execution Progress (®) Action
@ Device Restore 5
Test2.0.1 App Deploy Group Push Pushed
S orplaton s aenest Roo App Deploy Group Push Pushed /01313 push | Edit | Log
® Location Management Jokes 243 App Deploy Group Push Pushed 2/3 P di

® Device Configuration

Jokes 2.4.0 App Deploy Group Push Pushed 313 Push | Edit | Log | Update App

® Remote Desktop Jokes 19000+V2 App Deploy Group Push Pushed 11072 Push | Edit. | Lo

@ Stage Management v

Test 1.0.1headlines 1.0.6 App Deploy Unpushed Unpushed - Push | Edit | Log | Update Apg

Iii Data Center v headiines 1.0.5 Test2.0.1 App Deploy Unpushed Unpushed Push | Edit | Log | Update App

Figure (4.4.6.1)
1. Add application deployment policy
Click [Add] which at top of Application deployment list, enter policy name, deploy
application, deploy method, deploy schedule in popup diagbox, click “confirm” to
execute. If the policy is added successful, will show in application deployment list and

marked “Not push” in status

(1) The name is required fields. You are advised to enter the application name and version number to
distinguish other rules

(2) Click the Add button to select [Deploy App] or [Other Versions] for an application. One or more
applications can be selected for a rule

(3) There are two deployment modes: @D Silent installation: The device will automatically download
and install the application without prompting after the manual application deployment instruction.
@ Download notification: The device will download the application automatically after receiving the
application deployment instruction, and then confirm the installation interface during installation.
You can choose to upgrade immediately or upgrade later in the pop-up window. By clicking Upgrade
Later, a floating ball will be displayed on the desktop.

(4) The deployment time can be "Deploy now" or "Deploy on the hour": (U Deploy now: After
receiving instructions, the device will download and install the application immediately; @ Deploy
on the hour: After receiving instructions, the device will wait until the hour to download and install

the application.
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App Deployment

Root Ex... 4.1.6 Deploy App  Other Versions 8 Jokes (offici... 2.1. Deploy App
Name My applicatior

Seloct App Bu  QuickSu... 15.22.125 Deploy App  Other Versions Jokes (offici... 2.1. Deploy App

P Jokes (offici... 2.1. Deploy App

Test To... 2.0.1 Deploy App  Other Versions

o Jokes (offici... 2.1. Deploy App
Jokes (.. 243 Deploy App|
goa Jokes (offici... 2.1 Deploy App

Velocity 2.1.242... Deploy App  Other Versions Jokes (offici Deploy App
o B

Jokes (offici... 2.1. Deploy App

Deploy mode Silent installation

Deployment Time  Deploy now

Concd m

Figure (4.4.6.1.2)
2. Push Application deployment policy

2.1 Group push

Click [Push] in application deployment menu, popup “push management” message.
Check single or multiple group then click [Next], diagbox will close and start pushing.
Policy status will switch to “Pushed” Progress is Incomplete/Completed/Failed to
Execute + Terminate Operation/All Devices. (For example: 100 devices have been
pushed, 20 have been completed, 30 have not been completed, and 50 have been
terminated, and the display is: 30/20/50/100)

As long as application successful installed at target devices, complete percentage
will increase. The progress is shown as: progress is not completed/completed/execution
failed + aborted operation/all devices. After all target devices successful installed
deployment application, the number of successfully executed devices displayed in the

progress bar will be equal to the total number of devices.
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*Group Push: push to the selected group
Group Push

SN Push
Check All Child Check

Ungrouped Devices

B wuhan

w  You can select one group or multiple groups.

@ ran If there are sub groups under the group, the sub gro
==pra ©OF You can check it or not
sadt2TTE
Equipment type is required. All equipment types are
You can also check the equipment type under the gr
SzeWREG all equipment in the group or specify the equipme
DT50C

W1

Device Type Push: push 1o the selected device type

& All Dve Type

Figure (4.4.6.1.3)
2.2 SN publish and push

Click [Push] in the operation bar of application deployment list to pop up the window of "SN
publish". You can add a single SN or add multiple SNs through [Download Template] - [Batch
Import], and then click [Publish]. After that, the pop-up window will close, and the state of rule will
change to "Pushed", and the progress is 0/total number of devices.

If the devices in the pushed group completes the application deployment command and
successfully downloads and installs the application of the deployment rule, the progress of the rule
will increase. The progress is displayed as: Number of successfully executed devices/Total number of
devices in the pushed group; If the application is installed on all devices, the number of successfully

executed devices displayed on the progress bar is equal to the total number of devices.

*SN Push: push to the selected sn

Group Push

2021033012233 Add [ Import in Baiches H Download Template |
SN Push

sn Device Type Device Owner Operation

20210330112233 19100/W et Delete

First, you can add a single Sn number

Second, you can download the template, enter more SNS in the form, and b
import, add and publish

Figure (4.4.6.1.4)
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Remarks:

1. After upgrading the higher version of [Application Market-Application
Upload-Version Management], the [Update Application] button is displayed at the end of
the rule on the lower version of the application deployment push;

2. Click the [Update Application] button. The rule status is changed from low
version application to high version application, and the [Update Button] disappears;
Click [Push] again, and the application deployment will push the high-version
application;

3. If multiple rules are established in application deployment, the rules are pushed to
the same device with different version numbers of the same application, and the device
stops executing the lower version task and executes the highest version task.

4. Create the same rules and pop-up reminders to avoid repeated push; Add

application and display version number in the rule to avoid error push

Application Management English w @ admin w

App Whitelist

Delete CRefresh

Name Type Push Range Status Execution Progress(®) Action

Test2.0.1 App Deploy Group Push Pushed

Reo App Deploy Group Push Pushed

Jokes 243 App Deploy Group Push Pushed

Jokes 2.4.0 App Deploy Group Pust Pushed 0/0/3 Push | Edit. | Logl Update App

Figure (4.4.6.1.5)

3.Edit Application deployment policy

Click [Edit] from Application deployment list, popup “Application deployment edit”
diagbox. Can modify deployment name, selected application, deployment method and
schedule in this diagbox. After modified, all policy will be pushed again and progress bar

completed percentage start from 0%.
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Edit App Deploy
Name Teamview1.0
Select App
TeamVie... RemaoteC... Add
Deploy mode Natify users
Deploy interval 03:00
Cancel
Figure (4.4.6.1.6)
4.Record

Click [Record] at application deployment policy, shows record of application

deployment policy. Click [Check push content] can have detail of policy which pushed.

App Manage B engish w %‘ admin v
(€ Retum Operate Record
Name Operate User Push Range Operate Time Operate
QOEMNE admin Part:zhangtingGroup 2020-03-10 20:28:45 View push content
Total 1 item 10/page Goto
Figure (4.4.6.1.7)
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Edit App Deploy
Name
Select App
QOEINE
Deploy mode
Deploy interval

Figure (4.4.6.1.8)
S.execution progress
Click [Execution Progress] in the application deployment rule list, and the push
execution progress interface of the application deployment rule will be displayed. You
can view the details of the specific application deployment device execution rule. The

execution status will display the unfinished device/completed device/termination

operation.
% UMS Application Management 2l English v o admin v
App Deployment  App Whitelist
® Remote Management
@ Configuration Deployment
Name Type Push Range Status Execution Progress(® Action
® Log Management My application configuration App Deploy Unpushed Unpushed Push | Edit | Log
© Remote Log Test2.0.1 App Deploy Group Push Pushed Push | Edit. | Log
® Device Restore R P —_— 1. Clickthe execution progress to display
the device execution status
® Application Management Jokes 243 App Deploy Group Push Pushed 110123 Push | Edit | Log
® Location Management Jokes 2.4.0 App Deploy Group Push 2 If t’h@i ru | es are not p us h ed;, \theog | Update App
_ : execytion progress will not be disPIayed
@ Device Configuration Jokes 19000+V2 App Deploy Group Push Pushed 01213 Push | Edit. | Log
Figure (4.4.6.1.9)
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[ Unfinished device ] : After the rule is pushed, the device has not been executed, and it

will be displayed in the unfinished device.

Execution Progress

Unfinished Device

SIN

20190726098777

20220122163306

20225200010020

Finshed Device

Execution Status

Not Performed

Not Performed

Not Performed

Terminate operation (%

Own Group

config-push

config-push

config-push

Export Report

Execution Detail
s

Figure (4.4.6.1.10)

[ Finshed Device] : After the rule is pushed and the device is successfully executed, it

will be fed back to the platform, and it will be displayed on the completed device.

Execution Progress

Unfinished Device Finshed Device Terminate operation )

Export Report

SIN Own Group

20190726098777 config-push

20220122163306 config-push

20225200010020 config-push

Figure (4.4.6.1.11)
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[ Terminate operation] :1. The device has installed the same application & same version

2. The device has installed the same application & higher version
3. Installation failed
These devices directly enter the termination operation, reducing the waste of data and

power

Execution Progress

Unfinished Device Finshed Device Terminate operation (2

Export Report

Execution Detail

SIN Execution Status Own Group &

20190726098777 Abnormal config-push See Details
20220122163306 Abnormal config-push See Details

20225200010020 Abnormal config-push See Details

Figure (4.4.6.1.12)

deb327328f424312b77d6370a2801486 IN
STALL PARSE_FAILED NO_CERTIFICA
Execution Details TES: Failed to collect certificates from /dat
alapp/vmdi834718559.tmp/deb327328f42
43f2b77d6370a2801486: File org/codeha
usfjackson/impl/VERSION. it in manifest
App Name Version Number does not exist

Root Explorer 416 deb327328f424312b77d6370a28(

Figure (4.4.6.1.13)
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6.Delete Application deployment policy

Click [Delete] at top of Application deployment list, the name of the policy will be
deleted and removed from the list. If there still some devices do not receive or execute
the policy, the push process will terminate. The policy name also cannot be checked by

user.

Tip

Are you sure you want to delete the deployment
rule?

cancel

Figure (4.4.6.1.9)
4.4.6.2 Application Whitelist (New function)

In Figure (4.4.6.1), click “Application Whitelist” in the upper tab to go to the
application whitelist settings page. Once a whitelist rule is added and pushed to specific
groups, the devices that receive the whitelist push can no longer download applications
undefined in the whitelist, but only be able to download and install applications defined,

and their installed applications of undefined package names will be uninstalled.

EJ Application Management B engish » o admin v
App Deployment App Whitelist
Group Management v Tips:
1. After the application whitelist is enabled, i pp will be unir Please operate carefullyl
@ Remote Management ~ 2. I you manually install a new application, please update the application white list, otherwise the application will fail to install.
® Remote Management Delete
® Configuration Deployment Name Type Push Range Status Execution Progress Action
My deployment rules App Whit... Part(TEST-wuhan. NanShan) Unpushed i Push | Edit Log
® Log Management g
@ Remote Log Total 1 item 10 fpage v Goto 1

@ Device Restors

@ Application Management
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Figure (4.4.6.2.1)

Note:

After the application whitelist is opened, the non-whitelist application will be
uninstalled! Please operate carefully!

When pushing the application whitelist rule to the device group, the application
deployment and custom desktop pushed application name and package name are
automatically maintained into the application whitelist.

If the application deployment and custom desktop add or delete the application of
this group, the application whitelist will update synchronously

If a rule has been created in Group 1, Group 1 can no longer be selected when
creating a new rule; that is, only one application whitelist can exist in a group.

If you push a new application, please update the application whitelist, otherwise the

application will fail to install.

1. Add Application Whitelist Rules

1.1Click [Add], input the Rule Name, enter Application Name and Package Name in
Application Selection box, then click [Confirm] to successfully add the app. To add
multiple apps, click the [Add Application] button at the bottom, enter Application Names
and Package Names for the added, then click [Confirm].

Before adding apps for a whitelist, please first add the application names and
package names for the apps pushed by application deployment and the customized
launcher, then proceed to add other required apps. Otherwise, the apps from application
deployment and the customized launcher cannot be installed when pushed.

After adding all the whitelist apps, click [Confirm] in the lower right corner of the
pop-up window to successfully add the rule. Once added, the deployment rule will be

displayed in the application deployment list with status as “Not Pushed”.
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App Whitelist

Name My deployment rules

Application

e 5 P. WSer2345
Selection e browser2345 ackage com.browser2345

Name Qa Package com tencent mobileqq @ |__* Confirm Delete

Linput the Name and package name of Apps of whitelist
you want to set.
2.click [Confirm] to save the app you input.

@ Aadd application

fancel n

Figure (4.4.6.2.2)

App Whitelist

Name 23453 5ERE+Q0+launcher

Application

i 45T B £12345
Selection Name 2345FIEE ackage COM browser234!

Name ole} Package com.tencent mobileqq

Name ilauncher Package com.urovo.ilauncher

© Add application

Cancel

Figure (4.4.6.2.3)

1.2 Set the page in the whitelist; Add a whitelist rule, click [Add], enter the rule
name, and select whether the push range is application deployment or custom desktop
grouping; deployment and custom desktop pushed application name and package name
are automatically maintained into the application whitelist. Display the grouped
application deployment and custom desktop pushed applications. When application
deployment and custom desktop application are added or deleted, the application
whitelist is updated synchronously and pushed to the device.

After adding all the whitelist applications, click the [OK] button in the lower right
corner of the pop-up window to add and apply the whitelist rules successfully. After
adding successfully, the deployment rule will be displayed in the Application
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Deployment list with the status of [Un-pushed].

App Whitelist

Push range

Whitelist

1. Select application. deployment or user-defined

desktop push group

/ Push Range

The application deployment, custom desktop application

application

Add Manully

) Application deployment or custom desktop push applica
automatically maintained and entered into the white list ap

Package com.hwan.mobile 110

@) Add application

&b ums

® Remote Management

@ Configuration Deployment
#® Remote Log

® Device Restore

@ Application Management
@ Location Management

@ Device Configuration

® Remole Desktop

Iii Data Center

Figure (4.4.6.2.4)

Application Management mEnghsh v %‘ ztes

App Deployment App Whitelist

Important Tips:
1. After the appiication whitelist s enabled, will be Please operate carefuly!

2. Note: Please be sure fo enter the application package name for application depioyment and custom destdop fo prevent the application from being uninstalied.
3. If you push a new application, please update the application whitelist, otherwise the application will fail to install

Name Type Push Range Status Execution Progress Action

My deployment rules App Whit. S Unpushed —ez Push | Edit | Log
234535558 , QQ App Wht... Part(s3484. DT50 ( BE=EERAET) ) Pushed o2 Push | Edit | Log
2345558+ QQ+launcher App Whit. Part(TestTest) Pushed i} Push | Edit | Log
Total 3 items 0/page ~ | Goto | 1

Figure (4.4.6.2.5)

2. Push application whitelist rules

Click [Push] in the application deployment list operation bar, and a pop-up window

of [Prompt] will pop up. Prompt 1, after the application whitelist is opened, the

non-whitelist application will be uninstalled! Please operate carefully! 2. If you install a
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new application manually, please update the application whitelist, otherwise the
application will fail to install. Click [OK] after confirmation, then the pop-up window
closes, and the status of this rule changes to [Pushed], with a progress of 0/total number
of devices.

If the devices under the pushed packet complete the application of the whitelist
instruction, the progress of this rule will increase after the application of the whitelist
instruction takes effect, and the progress will be displayed as: the number of devices
successfully executed/the total number of devices in the pushed packet; If all devices are
installed and applied, the number of successfully executed devices displayed in the

progress bar will be equal to the total number of devices.

Tips

1. After the application whitelist is enabled, non-whitelisted applications will be uninstalled! Please operate
carefully!
2. If you manually install a new application, please update the application white list, otherwise the application

will fail to install

Figure (4.4.6.2.6)
2. Edit Application Whitelist Rules
Click [Edit] button to change the rule name or application name/package name, or
delete certain apps from the whitelist, then click [Confirm], and the rule will be
re-pushed to previously selected device groups, and the rule progress will change to 0.

The new whitelist rule will be applied when the device receives the push.
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App Whitelist

Push range Push Range

Whitelist
The application deployment, custom desktop application

application

Add Manully
JoveTrans Package com.qd.gtcom.yueyi_androi Delets

@ Add application

Figure (4.4.6.2.7)
3. Record
Click [Record] in the application whitelist operation column to display the push
record of application whitelists. Click [View Push] in Operation Record to view

respective details of the pushed whitelist rule.

Application Management 2] engisn o admin ¥

App Deployment App Whitelist

Tips:
1. After the application whitelist is enabled, non-whitelisted applications will be uninstalled! Please operate carefully!
2. If you manually install a new application, please update the application white list, otherwise the application will fail to install.

Name Type Push Range Status Execution Progress Action
FEAUEREAN App Whit. Part{TEST-wuhan) Pushed 11 Push Edit
Total 1 item 10/page~ | Goto |1
Figure (4.4.6.2.8)
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App Whitelist

Name

Push range

Whitelist
Package

application

Package

Package

Package

Figure (4.4.6.2.9)
4. Delete Application Whitelist Rules
Click [Delete] at the top of the application whitelist. Once deleted, the application
whitelist rule will not be displayed in the whitelist list, and the devices will not be applied

any application whitelist rule and can download and install any application.

4.4.7 Location Management

Click [Remote Management]-[Location Management], the location management
page will display device grouping and geo-fence information, and the geofences of
ungrouped devices is displayed by default. If the location information uploaded by the
device in the device group is outside the fence range, and the fence switch is on, the
device group will start the fence policy and disable the set restrictions, as shown in the

following figure:
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Location Management

Ehums

Fence Waring Resard
o =
Group Management & W S 25
paly Tarkiye Turemenistin
Al o
B B s Ungrouped Devicss. =
North hatt ¥ iz
® Remots Management . - ©
® Configuration Deployment == Gl : Huas e
18310 5 s S e g Vgt Nem
R ) B et inipmes
il O Soutn suean N
® Device Restore: 0200 Calormbia Wijaviia
a
® Application Menagement i,
® Location Management kS . Aag ‘ + ‘
Beivia .
 Device Configuration o o
LT AERIE D FenczRange:  Fencelongiude: | @ Fencelsiude: | O FenceRadius: | 0 meter
M Data Center Fance Switch @ Clos= Open
Acton for Outof Faros
B Device Ownership
Add
W System Custormizafion ~ Emsil send Hou
& Account Center
Receive E-mail
Figure (4.4.7.1)
Urovo 1f0siR
4 B o7 L B 3 o mH A
T
FEEE i85 20190909009014 BEHEEEE
Hello:
Attention:device 20190905009014 has exceeded the setting range
FF&=5HPE : ming.lai@urovo.com
Developer E-mail:ming.lai@urovo.com
uhome.urovo.com
Figure (4.4.7.2)
Location Management English W Y ztestw
g E eno %‘
Location Management Fence Waming Record
SN Number Operation Record time Finish time Task Progress Remarks
20190909008017 Warning 2020-11-26 18:02:33 2020-11-26 18:02:33 i The device leaves the geofence Disable r
20190909008017 Warning 2020-11-26 17:50:16 2020-11-26 17:50:16 n The device leaves the geofence, Disable ¢
20190726098773 Warning 2020-11-26 09:43:19 2020-11-26 09:43:19 n The device leaves the geofence
20190726008773 Warning 2020-11-14 19:38:34 2020-11-14 19:38:34 n The device leaves the geofence
20190726098773 Warning 2020-11-14 19:23:52 2020-11-14 19:23:52 in The device leaves the geofence Disable ¢
20190726008773 Warning 2020-11-14 191321 2020-11-14 191321 in The device leaves the geofence
20190726098773 Warning 2020-11-14 16:35:21 2020-11-14 16:35:21 n The device leaves the geofence Disable r
20190726008773 Warning 2020-11-14 16:11:13 2020-11-14 16:11:13 i The device leaves the geofence

Figure (4.4.7.3)
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Steps to set up the fence:

(1) Select a group, click a certain position on the map (as the center of the circle), and
then click another position (as the boundary point), the distance between the two points is
the radius, and the red part of the circle formed is the fence range. Or you can also set the
geo-fence directly enter the corresponding values in the longitude, latitude, and fence
radius input boxes below the map;

(2) The fence switch is set to "on";

(3) Click [Add] for items beyond the range limit, click [Add] button on the right side of
the pop-up window, add the limit item “Disable mobile data/device disable/device start
ringing”, and then click [Save] button below. If the device position in the device group is
outside the fence range, the set items such as mobile data/device disable/device start
ringing will be disabled; This function will take effect after polling time.

(4) Enter the email address in the receiving mailbox (such as: utest@qq.com). When the
device detects that it is outside the fence, it will send an early warning message to this
mailbox: "Warning XXXX device has exceeded the fence setting range".

(5) Click other device groups, you can switch device groups to set fences.

(6) If a fence is set and switched on, and a device is detected outside the fence range (the device will
check the fence according to the polling time), a fence alert message will be added to the fence alert

record (see Figure 4.4.6.3).

4.4.8 Device configuration (modification function)

Click [Remote Management]|-[Device Configuration], you can configure power
consumption & traffic configuration for each device group, as shown in the following

figure:
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% Device Configuration English w 0 admin w

-II Power & Data Management

® Remote Management

® Configuration Deployment

® Log Management TEST Group 111

® Remote Log
® Device Restore

® Application Management Polling Time: 2 Minutes

—
Davice log mlentontions | 7 Day Sot Dofaut Conig ) Q
C——

Figure (4.4.8.1)

® Location Management

By waiting for the polling time or restarting or switching the network, the terminal
device can detect that the power consumption & traffic configuration configured in
thbackground can be set to the default value, or directly click Apply.

1. Device default configuration: This rule is the default configuration of the account,
which is synchronized to all groups in batches, and this rule is executed every time a new
group is added. For example, add group A, which is a custom mode that executes the
current configuration.

2. Apply to the current group: This rule takes effect only for the current group.

There are four modes for power consumption & flow configuration, including
high-precision mode, balanced mode, energy-saving mode, and custom mode. After the
device selects a certain mode, click [Apply] to take effect. The energy-saving mode is
applied by default.

(1) High-precision mode: use push, map with high-precision, polling time is 10 minutes;
(2) Balanced mode: Use push, the map adopts energy-saving mode, and the polling time
is 3 hours;

(3) Energy-saving mode: use push, map adopts energy-saving mode, polling time is 24
hours;

(4) Custom mode: You can set whether to use push, set map mode and polling time by
yourself.

(5) Retention time of device logs: Local log files will be saved according to the set time.

Logs that exceed the set time will be automatically cleared (the file size is not
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limited). The default value is 30 days. The device will save logs at the set time and

deletes logs only when the date changes or the device is powered on.

Notes:

(1) When the push setting selects "Use", the terminal will respond immediately when the
background sends instructions to the terminal in the remote management. If it is set to
"Not used", the terminal needs to wait until the polling time arrives before detecting the
instructions sent in the background;

(2) When the map is set to "High-precision mode", the frequency of obtaining device
positioning will be high, and when the map is set to "Energy-saving mode", the
frequency of obtaining device positioning will be low;

(3) The device uses push, high precision, and the shorter the polling time, the higher the
power consumption and traffic consumption of the device;

(4) The original third-party application installation and USB debugging functions have
been moved to the remote settings-functional device page. If you want to disable it, you
can set it on this page of Function Setting. The remote configuration of UMS2.5 version

will continue to be retained, but will not be displayed.

4.4.9 Remote Desktop

Click [Remote Management] — [Remote Desktop], shows all devices sort by serial

number under this account. As Figure 4.4.8.1 shows below:
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% Remote Desktop English w @ admin w

® Remote Log

SN Number Device Type Operation
® Device Restore 20190600009013 OTEC
® Application Management 20190909009014 DT50C
® Location Management

Total 2 items 10 fpage Goto
@ Device Configuration

® Remote Desktop

Iii Data Center

B Device Ownership

B8 sysiem Customization

Account Center

Figure (4.4.9.1)
Click [Start Remote] in the operation bar, if device preinstalled “RemoteControl
APK”, device can open “RemoteControl App” automatically for remote control. If
connect successfully , the remote control page will be opened in the background, and the

device can be remoted through this page.

Figure (4.4.9.2)

Notes:

1. Under remote controlling, you can use the mouse to simulate finger touching the
screen to complete operations such as clicking a button, sliding up, and (pulling)
down ...etc.

2. At the right of remote control screen is control panel, provide function buttons
included HOME, back, menu, quick setting, lock(unlock), volume up/down, scroll
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up/down. Can click the button to simulate visual key of remoted devices.

4.5 Device Ownership

Device ownership is the management of the accounts to which the device(s) belongs
to. It can be bound to the sub-accounts through the device binding function, or it can be
presented to other agents through the device presentation function, as shown in the

following figure:

4.5.1 Distribute Device

Display the distribution information of all the devices in the current channel
(sub-accounts included), namely SN Number, Device Type, Subordinated Account,

Operation, etc. The user can distribute the agent's devices to sub-accounts.

Distribute Device 7 engish v O admin v
&hums

Distribute in Baiches

No. SN Number Device Type Device Owner Operation

lii Data Center

Device Ownership

20190909009014 DT50C s Distribu

@ Disiribute Device

2 20190309009013 DT50C _ Distribu

@ Device Transfer

Total 2 items 10 /page Goto | 1
@ Transfer Record

B system Customization

Account Center

& Sub-account

Figure (4.5.1.1)
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Distribute in Batches

Click or drag your form here to upload

Total Number: 0 Unbound: 0 Do not Exist: 0 Freeze: 0 Invalid Repeat: 0

Cancel Confirm Binding

Figure (4.5.1.2)

Distribute in Batches

Downicad Template

Import in Baiches

Click or drag your form here to upload

Total Number: 0 Unbound: 0 Do not Exist: 0 Freeze: 0 Invalid Repeat: 0

Cancel Confirm Binding

Figure (4.5.1.3)
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D =t ] UMS2.5. 08¢ - ST doox [S] sn_import template.xs

= g oy =

mEsE X HE O =R NE == FRIE Faus

ok - & fx
4 B & D E F G H I Al
1 SH[required]
Z urovotest001
5 urovoetest00z
4 R~
5

Figure (4.5.1.4)

1. Single Binding: Choose one of the devices, click [Distribute in Batches] on the
operation bar, choose a sub-account from the pop-up box, click [Binding], and the
device is bound to that sub-account;

2. Sub-Account Replacing: Choose a device which is successfully bound, click Replace
the Sub-account], select another sub-account to complete the replacement.

3. Device Unbinding: Click [Unbind] to retrieve the device of the sub-account;

Note: The successfully bound device detects the application of the sub-account.

4. Batch Binding: Click [Distribute in Batches ] button on the top right of the list, then
click [Add] after entering the SN number, or download the template and then import
in batches. After entering a SN number, the device and its subordinate account and
its status will be displayed below. Click the drop-down box in the upper left corner to

select a sub-account to which the device is bound.

4.5.2 Device Transfer

Display the distribution information of all the devices in the current channel
(sub-accounts excluded), namely SN Number, Device Type, Subordinated Account,
Operation, etc. The user can present the agent's devices to other agents, as shown in the

following figure:
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Device Transfer B encisn v 0 aaminw
&hums

Transfer in Bafches

EEEISEE No. SN Number Device Type Device Qwner Operation
B Device Ownership 1 20190908008014 e —
® Distribute Device 2 20190908009013 DT50C —_—— Transfer
8 Dee e Total 2 ftems 10/page~ | Goto

@ Transfer Record

System Customization

B Account Center

Sub-account

Figure (4.5.2.1)

Transfer in Batches

Click or drag your form here to upload

Total Number: 0 Enable Donate: D Do not Exist: 0 Freeze: 0 Invalid Repeat: 0

Cancel Confirm Donate

Figure (4.5.2.2)
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Transfer

Receiver :

SN : 20190908008014
Device Type : DTH0C

The donate will be irmevocable after being accentad by the other party. Flease donate
after confirming the recipient

Zancel Confirm Donate

Figure (4.5.2.3)

Transter in Batches

Diowendoad Tempiate

Import in Balches

Figure (4.5.2.4)

sn_imp::urt_template (1)xls O =

=t BPOER9L S

ET - ® frx
4| a4 B | B
L SH[required] I

2 [98251718403337
5 'BB291750578535
2|

5

Figure (4.5.2.5)

1. Single Transfer: select a device, click [Tranfer] on the operation bar, enter the
company number of the target agent (receiver) in the presentation pop-up window, and
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click [Confirm Donate] to complete the presentation.

2. Batch Transfer: click the [Transfer in Batches] button in the upper right corner of the
list, enter the SN number and click [Add], or download the template to import in batches.
After adding the SN number, the device and its subordinate account and its status will be
displayed below. Enter the recipient company number in the upper left corner, and click

[Confirm Donate] to give the device to the recipient.

4.5.3 Transfer Record

Display the presentation and reception information of all the devices, as shown

below:

Transfer Record English v o admin v
&b ums

nished
# Home Page Type : | Al w

B App store Type Device Type SN Number Donate Initiation Time Operation
Group Management No Data

S Remote Management Total 0 item 10 /page Goto | 1

Iii Data Center

B Device Ownership

@ Distribute Device

® Device Transfer

® Transfer Record

Figure (4.5.3.1)
1. Input the SN Number, or Start Time, or End Time, or Type as variables to search the
corresponding records of donation or acceptance.
2. “Unfinished” shows the device donations to or from this account that are not received.
The unfinished operations can be canceled or refused.
“Finished” shows the device donations to and from this account that are

accomplished.

4.6 System Customization

System Customization, customer-oriented service for agents and their devices,
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includes My Boot Animation, Kiosk Mode, Default Boot App, and Customizing

Desktops.

4.6.1 My Boot Animation

My Boot Animation provides customized boot animation for all the devices of the
current account. After selecting a model and uploading a customized animation, the
devices will detect the new animation and download it. After restarting the devices, the
customized animation is applied. If the customized animation is not set in the background,

the devices apply the default Android animation.

% My Boot Animation [ =ngish w Ozidminv

Model Selection:

B¢ Remote Management DT50C
lii Data Center

Device Ownership Select Animation:

Default Customize
B System Customization

@ My Boot Animation

@ Kiosk Mode

@ Auto-start Application

 Customized Desktop

Account Center

& Sub-account Play Rate: 40 /Second

Figure (4.6.1.1)

1. Select a model (device model), and then click “Customize” to upload a ZIP package
of a book animation. After uploading it, the uploaded boot animation will be
displayed on the right side in the form of GIF. The play speed can be set.

2. Click “Apply to own device”, then the boot device will detect the uploaded boot
animation under this account and download the boot animation, then apply the boot
animation after restarting the device;

3. The format of the boot animation ZIP package is fixed. The user could download the

Template first and adjust the uploading files according to it.
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4.6.2 Kiosk Mode

Kiosk Mode function can be applied to all the devices of the current account. The
page displays all the model types of the account and their applications set in the Kiosk
list. See Figure 4.6.2.1. After the application is locked, the locked app will not be able to

logout. The device user needs Kiosk unlock password to logout.

% UMS Kiosk Mode [ engisn v o admin v
Current Kiosk unlock password (4 digits numbers ) Edit
Under KIOSK mode, please lang press "Back” key of navigation bar for going back x

@ Device Ownership v

@ My Boot Animation TeamVie... Add

a
o i e ]

Sy: Ci 0 o

System Customization ~ DT50C

@ Kiosk Mode

@ Auto-start Application

@ Customized Desktop

= Account Center

Sub-account

Figure (4.6.2.1)

Kiosk Mode _')’ English w O admin v

Current Kiosk unlock password (4 digiis numbers )

Under KIOSK mode. please long press "Back” key of na O, ks ”
o A JEANES Set to Kiosk
DT50C &
=
@ @ QuEANE Set to Kiosk

TeamVie. Add
B s Set io Kiosk

@ Bangkok... Set to Kiosk

FigFigure (4.6.2.2)
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Kiosk Mode English w ® admin w

Current Kiosk unlock password (4 digits numbers 77?]

Under KIOSK mode, please long press "Back” key of navigation bar for going back. x

fa

DT50C o:_b
= &]

5@} TeamVie. Add

Figure (4.6.2.3)

1. Add an application to Kiosk: click the [Add] button on the right side of a model, the
pop-up window will display all the applications that the model can detect. Click the
[Set to Kiost] button to add it to the list of the Kiosk apps. The user can add mutiple
apps;

2. Lock a Kiosk application: move the mouse on an app in the Kiosk list. Click the lock
button on the upper left corner of the app. Click [Submit] to lock the app. After
restarting the device, the application is locked as shown in Figure 4.6.2.3. Once the
device detects the locked app, it is not allowed to logout. The device user needs to
press and hold the return button to enter the password to logout from the app;

3. Change the Kiosk unlock password: click the [edit] button above, enter the four-digit
password, and click “Save”. After the device detects the new Kiosk unlock password,
the device user needs to enter the new password to logout from the locked
application;

4. Remove an application from the Kiosk list: move the mouse on an app in the Kiosk

list and click the button on the upper right corner to remove it;

4.6.3 Auto-start Application

Set the function of the default application for all devices in the current account. This
page displays all the model types of the account and their set Auto-start applications. See

Figure 4.6.3.1. After setting the application to default start, the default application will be
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automatically opened after each boot.

Auto-star Application [ engisn w o adminw
Ehums

Device Gwnership DT50C ), suaw T |

B System Customization

@ My Boot Animation

@ Kiosk Made

@ Aulo-start Appiication

® Customized Desktop

Account Center

& Sub-account

Figure (4.6.3.1)

% Auto-start Application v
c‘:—--ITean'rv\uﬁe.. Set default start
[@=e Set default start
Device Ownership
Bl == Setdefault strt
B System Customization
@ QQEAE Set default start
® My Boot Animation
a i Set default start

® Kiosk Mode

@ Auto-start Application

@ Customized Desktop

Account Center

& Sub-account

Figure (4.6.3.2)
1. Add a default application: click the Add button, the pop-up window will display all the
applications that can be detected by the model device under the account, and then click
the “Set Default Start” button. If the application is installed on the device, the application
will be automatically opened after each boot;
2. Remove a default application: click the Trashcan-shape button on the right side of a
model to remove the default application. After the app is removed, the device will not

start the application automatically after each boot.

4.6.4 Customized Desktop

Provide the function of setting a custom desktop for all devices of the current

account. Click [Customized Desktop] in the menu bar to enter the custom desktop page.
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The page displays a list of rules. After adding custom desktop rules, uploading the
Launcher APK and pushing it to the device, the device will download the custom desktop

APK and make the custom desktop take effect.

% UMS Customized Desktop [ engisn w O admin v
B Device Ownership Rule Name Type Push Range Status Execution Progress Action
Desktopi Custom Deskto Part{Ungrouped device Pushed 2 Push Edit| Log
System Customization
@ My Boot Animation Total 1 item 10 /page Goto | 1

® Kiosk Mode

@ Auto-stari Application

® Customized Desktop

& Account Center

Sub-account

Figure (4.6.4.1)
1. Add custom desktop rules
1.1 Desktop type: custom template
Click [Add] at the top of the Customized Desktop list, add a pop-up page to the
customized desktop, enter the rule name (default: my custom rules), upload the desktop
APK on the custom template upload page. After uploading, click [Add] to add
deployment rules successfully. After adding successfully, the custom desktop rules will

be displayed in the Customized Desktop list with the status of “Un-pushed”;

% s Customized Desktop [E] engish v o admin w

(©Retun Add Custom Desktop

Data Center

B Device Ownership
Name My Custom Deskiop Rules
Custom Template File(please upload the apk format file to support

System Customization . a maximum of 100M)
Desktop type Custom Template

® My Boot Animation

@ Kiosk Mode

@ Auto-start Application

® Customized Desktop

Account Center

& Sub-account

Figure (4.6.4.2)
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Desktop type: Standard Template, Configuration Method: Configuration File Upload
Add pop-up page on the Customized Desktop, select the Desktop type as ‘Standard
Template’ and the Configuration Method as ‘Configuration File Upload-’. After
uploading the configuration file, click [Add] to add deployment rules successfully. After
adding successfully, the custom desktop rules will be displayed in the Customized

Desktop list with the status of “Un-pushed”;

% UMS Customized Desktop English w O admin v
(©Retun Add Custom Desktop
Li Data Center
Device Ownership
Name My Custom Desktop Rules
Please upload the configured enterprise mo
BB system Customization e
Desktop type Standard Template
Ry oA imated. figuration Configuration File Upload
ethod
® Kiosk Mode
@ Auto-start Application
® Customized Desktop
Account Center
& Sub-account

Configuration Method: Standard Configuration

; Add a pop-up page on the Customized Desktop, select the Configuration Method as
‘Standard Configuration’, enter the Desktop Name, Admin Password (required), Desktop
APP Package Name (required), select APP Icon Size (default: conventional) and click
[Confirm to add] to add the deployment rules successfully. After adding successfully, the
custom desktop rules will be displayed in the Customized Desktop list with the status of
“Un-pushed”;
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% s Customized Desktop {=}] English w O admin w
(©Retun Add Custom Desktop
Il Data Center
Device Ownership
Name My Custom Deskiop Rules
B System Customization
Deskiop type Standard Template
S My Bockonimation Configuration standarg Configuration
Wethod L
@ Kiosk Mode
Desklop Name
® Auto-start Application
* Admin Password
@ Customized Deskiop
* Desktop App
Package Name
Account Center
App lcon Size Conventional
& sub-account

Figure (4.6.4.4)

Note:

1. The rule name is My Custom Desktop Rules by default, and the rule name cannot be
repeated;
2. When multiple custom desktop rules are pushed to a group, only the latest custom

desktop rules will be applied to the devices under the group;

2. Push custom desktop rules

2.1 Group push

Click [Push] in the operation bar of the custom desktop rule list, a pop-up window of
"Customize desktop push" will pop up, select the group to be pushed, click [OK], and the
pop-up window closes, and the status of the custom desktop rule changes to "Pushed",
the progress is 0%. After receiving the instruction, the devices under the selected device
group will execute this custom desktop rule, and the devices will correspondingly disable
the set disabled items.

If the device under the pushed group receives a custom desktop instruction, the
device displays the detected custom desktop instruction and will correspondingly disable
the set disabled items. The percentage of the progress bar of this rule will increase, and
the percentage of the progress bar is: the number of the successfully executed

devices/total number of devices of push group. If all the disabled custom desktop items
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are completed, the number of successfully executed devices displayed in the progress bar

will be equal to the total number of devices.

Group Push

| *Group Push: push io the selected group

SN Push

Check All Child Check
Ungrouped Devices

wihan
wu
FROT40
si2rre You can select one group or multiple groups.
@21 If there are sub groups under the group, the sub gflou

svamra)OU €an check it or not

DEANE Equipment type is required. All equipment types are s

You can also check the equipment type under the gro
to all equipment in the group or specify the equipme

Device Type Push: push fo the selected device type

DT40

Figure (4.6.4.5)

2.2 SN push

Click [Push] in the operation bar of custom desktop rule list to pop up the window of "SN
publish". You can add a single SN or add multiple SNs through [Download Template] - [Batch
Import], and then click [Publish]. After that, the pop-up window will close, and the state of custom
desktop rule will change to "Pushed", and the progress is 0. After receiving the command, the devices
in the selected device group will execute the custom desktop rule and disable the disabled items
accordingly.

If the devices in the pushed group receive the custom desktop command, the devices will display
the detected custom desktop command and disable the disabled items. The percentage of the progress
bar of this rule will increase. The percentage of the progress bar is displayed as: Number of
successfully executed devices/Total number of devices in the pushed group. If all custom desktop

items are disabled, the progress bar is displayed as 100%.
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ZSNE cted sn
Group Push
| 20210330112233 Add I‘ Import in Batches H Download Tempiate |
SN Push

sn Device Type Device Owner Operation

20210330112233 19100/W L=E=) ke Delete

First, you can add a single Sn number

Second, you can download the template, enter more SNS in the form, and batc
import, add and publish

Caree! m

Figure (4.6.4.6)

3. Edit custom desktop rules

Click [Edit] in the operation bar of the custom desktop rule list, a pop-up window of
"Customize Desktop Modification" will pop up, and you can change the custom desktop
rule information. You can change the rule name, re-upload the desktop APK, etc. After
modifying the rule, the previous rule will be pushed again. The progress bar for applying

the rule will change to 0 again.

Edit Custom Desktop

Name Deskiop
Custom Template File(please upload the apk format file to

support a maximum of 100M)
Desktop type Custom Template

7 WiFi_v3.9.9.apk

s

Figure (4.6.4.7)
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Edit Custom Desktop

Name EiSsridEE
Please upload the configured enterprise mode profile
Please export the Enterprise Launcher after completing the
Desktop type Standard Template b configuration on the template machine. The exported file is saved
in seftings_property json in the sdeard/Custom_Local_Server

lirectory. This J & distributad through
ConﬂgMuriﬂog Configuration File Upload » directery. This json file can be distributed through ums.
letho

™ settings_property json

Figure (4.6.4.8)

Edit Custom Desktop

Name Standard desktop
Desktop type Standard Template v
Cenfiguration Standard Configuration ¥
Method
Desktop Name piz-|
* Admin Password 1234
* Deskiop App com guyu_kbit,com_ urovo pandiantol

Package Name

App lcon Size Oversized v

Cancel
Figure (4.6.4.9)

4. Record
Click [Record] in the operation bar of the custom desktop rule, and the push record
table of the custom desktop rule will be displayed. Click [View Push Content] in the

operation record table to view the details of the specific push custom desktop rule
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Customized Desktop E English w o admin v
(©Return Operate Record
Name Operate User Push Range Operate Time Action
] admin Part{Ungrouped device) 2020-08-07 16:57:31 View Push Conteni
My Custom Desktop Rule1
My Custom Deskiop Rule1 admin Part{Ungrouped device) 2020-08-07 16:57.07 View Push Content
Total 2 items 10/page~ | Goto 1

Figure (4.6.4.10)

Operation Record Details

Template

Custom Template File(please upload the apk format file to
Deskiop type 1 support a maximum of 100M)

Figure (4.6.4.11)

Operation Record Details

Name Template

Custom Template File(please upload the apk format file to

Desktop type support a maximum of 100M)

Configuration
Method
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Figure (4.6.4.12)

Operation Record Details

fr— Template

Desktop fype

Configuration
Method

Desktop Name:

* Admin
Password

* Deskiop App
Package Name

App lcon Size

Figure (4.6.4.13)

5. Delete custom desktop rules

Click [Delete] on the top of the custom desktop list, and a delete instruction will be
issued to the device. After the custom desktop rule is deleted, it will not be displayed in
the custom desktop list. The device will receive the delete instruction. After receiving the
delete instruction, the device will be deleted The downloaded desktop APK file and
change to the default desktop rule of the application. Click the home button of the device

to exit the Launcher desktop and return to the Android default desktop.

Remove Custom Desktop

If you delete a customized desktop, the configuration
information on the device side is also deleted. The device

returns to the Android default desktop. Do you want to delete

it?

Figure (4.6.4.14)
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4.7 Account Center

4.7.1 Company Information

The company information filled at registration and the generated company ID

(company number) are displayed as shown below:

% Company Information B enaisn v O adminw
CompanylD: 73577 Copy
Data Center
* Company Name * Company Address
B Device Ownership
Company Abbreviation Company Website
System Customization
* Country/Region Company Contact Person
& Account Center
* Company Area Company Mailoox
® Company Information
* 1D Card / Company Credential Contact Phone

® Personal Information

RUEATLAR

@ Authorization Control

Sub-account

Figure (4.7.1.1)
Notes:

The registered company information can only be displayed but not be modified.

4.7.2 Personal Information

Users can modify personal information, namely editing password, name, binding

e-mail and binding TEL number.

Personal Information [ engish w o admin v

Password Darsic
Please change password regular to keep account save Display
& Change L 4 p
& Name admin Display
= E\‘ndjlng Your Mailbox anne.cheung@gq.com If it has been disabled, please replace it immediately to avoid the theft of the Display
) account.
Bind =
B Telephone Unbound Display
Number

Figure (4.7.2.1)
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a Eiﬁ:‘;’d Recommended fo change passwords regularly to protect account security

* Current Password | sssesees

* New Password

 Repeat the Password

Figure (4.7.2.2)
=
* Name
= -
Figure (4.7.2.3)
= Em:»‘(‘g Your Mailbox tech@wepoy.com If it has been disabled, please replace it inmediately to avoid the theft of the account.
* Current PEssword  eessssees
* New Mailbox
Code Send Venfication Code
= -
Figure (4.7.2.4)
Bind
& Telephone Unbound
Number
* Current Password sssassane
* Contact Telephone
o= -
Figure (4.7.2.5)

1. Password Change: Input the Current Password, New Password, Repeat the Password,

click [Save] to change the password successfully;
2. Name Change: input Name and click [Save] to modify the name;
Attention: Password should be at least 8-digit number, which must include upper and

lower case letters, number and special characters;

3. Binding E-mail Change: input the current password, new e-mail address, the mailbox
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will receive verification code after click [Send verification code]. Input the
verification code and click [Save] to change the E-mail successfully. The account
will be logout automatically after this operation. The user needs to enter the new
e-mail address to login the next time.

4. Binding Tel Number Change: input the current password and Tel number then click

[Save] to bind the new Tel number.

4.7.3 Authorization Control

This page displays the operator information of the login account, including E-mail

address, roles, and permissions. You can add operators and modify operator permissions.

% Authorization Control Snglish w o admin v

/Add an Administrator

i Data Center Name Email Role Permission status Operation

i i in cheung@qq.c: Administrat E Ermissions Active Transfer
B Device Ownership admir anne.cheung@qg.com dministrator All Permission: Acti E

Total 1 item

B system Customization
Sy 10 ipage Goto 1

Account Center
@ Company Information
@ Personal Information

@ Authorization Control

& Subaccount

Figure (4.7.3.1)
1. Enter the merchant name or abbreviation, and then click the [Search] button to display
the corresponding operator information;
2. Add operator: Click [Add operator], enter the email address, name, and click
[Confirm], the system will send an email to the corresponding email address, and the
email contains the initial login password. After the operator logs in, the initial password

status changes to "Activated" "status;
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Add an Administrator

* Email

ting.zhang@urovo.com

Name

ting.zhang@urovo.com

Figure (4.7.3.2)
3. Modify operator permissions: click on the permissions in the [Permissions] column,
and check permissions in the select permissions pop-up window, then the operator will

get the corresponding permissions after logging in to the system;

Select Permission

Please select the function module that the operator has access to
+ Authority [ Check All

System customization

B Occupy screen mode

B Boot animation

[ Customized desktop

B Silent app

Device ownership management

Account information management

Minda cantar

Figure (4.7.3.3)
4. Transfer to the administrator authority: Click the [transfer] button on the right side of
the administrator user, select an operator, and enter the password of the currently

logged-in user to transfer the administrator authority to the operator;
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Note: After the authority is transferred, the operator becomes a new administrator with all
the authority of the administrator, and the original administrator becomes an operator

with all the authority, and the authority can be changed;

Transfer Permission

Please select a new adminisirator. After transfer, the account will lose the
administrator's permission

zttestl@chacuo.net

Figure (4.7.3.4)

4.8 Sub-account

Click [Sub-account]]-[Sub-account Brief] to view all the sub-accounts’ information

of the current account, including Control and Independent accounts, as shown below:

Sub-account Brief [ engiish ¥ o admin v
&b ums

+Add a Controlied Sub-account +Add an Independent Sub-account

Group Management Sub-account Na
i 4 Last Update Time = Contact Type Status App Market Configuration Operate
Remote Management 20200807 16:... Sub-accounti 2t Control Normal Parent account sets up Apps far SaT Manage
i sub-account o
Data Cenler
Total 1 item n 1D/page~ | Goto 1

B Device Ownership

System Customization
d Account Center

Sub-account

® Sub-account Brief

(1) Controlled Sub-account : Parent Account can manage Controlled Sub-accounts

directly. Controlled Sub-accounts have no own operators. Parent Account can distribute

operators to manage its controlled sub-accounts. No application upload permission
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without administrator;
The Controlled Sub-accounts cannot upload application. Apps from the app list are

sourced from the Parent Account. There are four ways to configure apps to Controlled

Sub-accounts’ application market.
a) Completely independent and free App market: Sub-account chooses Apps from the

list of Apps available on the App market. No control on Apps available for download

by sub-accounts.
b) Clone the Apps of the parent account : Apps available to the sub-account will be

exactly the same as the parent account, including the seting position of the
auto-installed Apps. If the mother-user status bar is the group launched, sub-user
condition also same like mother-user, system default tag all group of sub-user. The

sub-account’s [App List] cannot be operated and managed, only for display
c) Select from the App market of the parent account: Sub-account only selects from the

Apps available on the main Parent account channel.
d) Parent account sets up Apps for sub-account: Apps available to Sub-account are
completely fixed and decided by the parent account. The sub-account’s [App List]

cannot be operated and managed, only for display
(2) Independent Sub-account: Own operators allowed. The independent accounts are

free to upload, shelf on and off applications.

1. Add a Sub-account:
1) Click [Add a Controlled Sub-account] to input the name, abbreviation and
contact, and then click [Save] to add a controlled sub-account successfully. Click
[To Manage] to add operators to the sub-account, giving the sub-account access

to login to the account management platform;
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Add a Controlled Sub-account

[ ) Jevices to Sub-account
® Assign Operators to the Sub-account
®

The parent account can control it at will

* Sub-account Mame
Sub-account Abbreviation

Contact

Figure (4.8.2)

2) Click [Add an Independent Sub-account] to input the name, abbreviation,
contact, and admin mailbox, and then click [Save]. The system will send a
dynamic password to the mailbox. Logging in to the system with the dynamic
password will be considered as successful activation of the independent
sub-account. After the activation, the sub-account can use the e-mail to login to

the account management platform;
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Add an Independent Sub-account

® Assign Devices to Sub-account
® [ndependently Managed Device

@ Fublish the App as a Developer

# Sub-account Name
Sub-account Abbreviation
Contact

* Admin Mailbox

Figure (4.8.3)

2. Change the way of controlled sub-merchant application market:

Select a controlled sub-merchant, click [Settings] in the operation bar, select one of

the four methods, and click [Submit] to change successfully;

| Controlled Accounts 111

1.5elect a method to control [Control Sub-account] the Apps available to the Sub-accounts :

Completely independent and free App market @]

Sub-account chooses Apps from the list of Apps available on the App market. No control on Apps available for download by sub-accounts.

Clone the Apps of the parent account (D
Apps available to the sub-account will be exactly the same as the parent account, including the seting position of the auto-installed Apps. The sub-account’ s

[App List] cannot be operated and managed, only for display

Select from the App market of the parent account (3

Sub-account only selects from the Apps available on the main Parent account channel

@ Parent account sets up Apps for sub-account @

Apps available to Sub-account are completely fixed and decided by the parent account. The sub-account’ s [App List] cannot be operated and managed, only
for display

2.Transfer to a controlled sub-account into an independent sub-account : Transfer

m St

Figure (4.8.4)

UROVO TECHNOLOGY CO., LTD.



The Guide Book of Unified Management System 137/ 145

3. Transfer a controlled sub-account to an independent sub-account:
Choose one of the independent sub-accounts. Click [Set] on the operation bar and
then click [Transfer] on the pop-up window. Enter the Admin E-mail to receive a

dynamic password. Login to the platform via the dynamic password and change the

initial password to successfully transfer a sub-account;

Transfer to an independent sub-account

Controlled sub-accounts can be converted into independent sub-mergers, and the
management rights will be retumed to the sub-accounts. After conversion, they will no

longer be able to switch back to controlied sub-accounts

* Admin Mailbox

Figure (4.8.5)

4. To Manage:

Choose one of the controlled sub-accounts. Click [To Manage] to access into the

sub-account. Operations to sub-account’s devices and applications are available. Click

[Return to the parent account] on the top right corner to go back to the parent account;

Notes:

The function of the sub-account platform is basically the same as that of the parent
account platform except that the sub-account platform lacks the function of [Device
Ownership] and [Sub-account]. The other functions, namely the [APP Store], [Remote

Management], [Data Center] and [Account Center], are basically the same.
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& ums

A Home Page

& App store

Group Management
& Remote Management
Iii Data Center

Device Ownership
B2 system Customization
Account Center

& Sub-account

Notes:

Partner Connect

Engish @ admin v

UMS

Arm your mobile device

We know what you need

Figure (4.8.6)

If a parent account is the first-level account, under the first-level account,

sub-accounts can be rebuilt, and up to five levels can be established. The sub-account’s

authority is basically the same as that of its parent account. The fifth-level sub-account

can no longer build up its sub-accounts.

4.9 Stage Management (new function)

Click [Stage Management] - [Configure Management] to display the rule configuration list on

the configure management page. After the configuration rules are uploaded, they are published and

pushed to certain groups or SNs. The devices in this group or SNs added separately will automatically

configure files according to the rule, as shown in the Figure below:
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Configure Management JF": English w o admin v
Ehums :

1. Upload config: use UStage on the terminal to export the configuration file (UStage can be put on the shelf and downloaded through the app store — app fist) and upload this configuration file
The upload configuration can be published through UMS, and the terminal will automafically downioad and take eflect after networking
o EERLE 2. Terminal upload; use UStage on the terminal - upload fo UMS to synchranize the configuration of the device to the UMS background. When using terminal upload, a rule will be automatically

generated and can be published through UMS

el S e s
P .

tion Name Ci Type Version Number Push Range Status Execution Progress Creati

App Store

Group Management o

Remote Management

scanner_system 20220 Scan Head Setup 1 SN:20220122163306 Published 11 202203
Stage Management 1)

= & scanner_system 20220 Scan Head Setup 5 GROUP:test2, flf Abort Release 33 202203

@ Configure Management - v 2 o )
system_20220122163306 System Settings 1 - Unpublished = 202203
Data Center scanner_20220122163306 Stan Head Settings 1 S Unpublished o 202203
B Device Ownership scanner_system_20220 Scan Head Setup 1 e Unpublished = 2022-03-
System Customization scanner_system 20120 Scan Head Setup 1 - Unpublished = 202203
scanner system U875 Scan Head Setup 1 - Unpublished = 202203

Figure (4.9.1)
1.1 Upload configuration (terminal upload)

Terminal upload: Use terminal application UStage to upload it to UMS, and synchronize the
configuration of the device to the UMS background. A rule will be automatically generated when the
configuration is uploaded to the corresponding account on a terminal. The configuration rule will be
displayed in the configure management list and its status is "Not Published".

There are three types of uploaded files: Scanner (scanner configuration), System (system
configuration), and ScannerSystem (scanner configuration and system configuration);

Note: For details on terminal operations, please refer to the operation document of terminal

Ustage.
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Juued s NS

£=an herd arhoieron

e v

Open terminal u stage
Click export in the interface shown in Figure 1,
Click upload UMS on the interface shown in Figure 2,

Click OK in Figure 3,

Figure (4.9.1)

1.2 Upload configuration (configuration file upload)

Use terminal application UStage to export the configuration file to Local (UStage can be added
and downloaded through the application market). Export the configuration file from the device, copy
it to the PC, and upload the configuration file. The configuration rule will be automatically generated
on the page. The configuration rule will be displayed in the configure management list and its status is

"Not Published", as shown in the Figure below.
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Upload Configuration

Configuration
Name

Configuration
Type

Upload Upload Configuration | ‘
Configuration
File
Supported file formats: txt

Cancel Sure

Figure (4.9.1.2)
Note:
1. In the case of no remarks field, only one rule is displayed in the background to overwrite the
previous file when the configuration is uploaded multiple times on the same device; That is, with the
configuration name as the judgment condition, duplicate names are overwritten and different names

are created;

2. Barcode generation

Select a rule to generate a QR code. The pop-up window displays the following contents:
configuration name, configuration type, prompt message, QR code, download QR code; The device
can scan the QR code to import the configuration. Therefore, the configuration information can be
written into the barcode and exported to a local file for scanning by all devices of the same type

(import configuration by remote scanning);

Barcode Generation
Configuration Name  scanner_system_202201221633081H&54:
Configuration Type  Scan Head Setup and System Setup

Open the terminal U stage and scan the configuration file under the QR code

Download QR code to local

Figure (4.9.3)
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1. Publish
2. 3.1 Group publish

Select a configuration rule from the configure management list and click [Publish] to pop up the
window of "Group Publish". You can select one or more groups. By default, subgroups are
associated. Select all devices in the group or specify the device type, and then click [Publish]. After
that, the pop-up window will close. The state of the configuration rule will change to "Published", and
the progress is O/number of devices pushed. The devices in the selected device group will execute the
configuration rule after receiving the command, and devices of the same type will execute the
configuration.

The progress of the rule will increase, and the progress is displayed as: Number of successfully
executed devices/Total number of devices in the pushed group. If all devices are connected to the
configuration, the number of successfully executed devices displayed on the progress bar is equal to

the total number of devices.

Configure Management G Engish w 0 admin v
&hums

1. Upload config: use UStage on the terminal to export the configuration file (UStage can be put on the shelf and downloaded through the app store — app fist) and upload this configuration file
The upload configuration can be published through UMS, and the terminal will automatically download and take effect after networking.
% Dashboard 2. Terminal upload: use UStage on the terminal - upioad to UMS fo synchronize the configuration of the device to the UMS background. When using terminal upload, a rule will be automatically

generated and can be published through UMS

i I oo W]
:

lion Name C ion Type Version Number Push Range Status Execution Progress Creatl

App Store

Group Management v

Remote Management v
scanner_system_20220 Scan Head Setup 1 SN:20220 Published 101 2022-03-
Check a rule to publish
Stage Management - 2 _ .
scanner_system_20220. Scan Head Setup 5 GROUPest-2. M Abort Release EY] 2022-03-
@ Configure Management s . & = B
system_20220122163306 System Settings 1 — Unpublished — 2022-03-
Hiat e T ~ scanner_20220122163306 Scan Head Settings 1 . Unpubiished o 202003
B Device Ownership ! scanner_system_ 20220 Scan Head Setup . 1 - Unpublished — 2022-03-
System Customization scanner_system_20190. Scan Head Sstup 1 —_ Unpublished —_— 202203

Figure (4.9.4)
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_ *Group Push: push to the selected group
Group Push

Check All hild Check
Ungrouped Devices

a0
test-1

B test2
MAEL222-(5min)
mma: You can select one group or multiple groups.
restwnanlf there are sub groups under the group, the sub gro
nansnan - default, or you can check it or not

Device Type Push: pEpfeifpryienitetypresis required. All equipment types are
H ove Type You can also check the equipment type under the gr
publish to all equipment in the group or specify the e

caneel m

Figure (4.9.5)
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1. Upload config: use UStage on the terminal to export the configuration fle (UStage can be pu on the shelf and downloaded through the app store — app list) and upload this configuration fle.
The upload configuration can be published thraugh UMS, and tne terminal will automatically download and take effect afler networking
it Dashboard 2 Terminal upload: use UStage on the terminal - upload to UMS o synchronize the configuration of the device to the UMS background. When using terminal upload, a rule will be automatically

generated and can be published through UMS.

, _

ion Name c Type Version Number Push Range Status Execution Progress Creat

App Store

Group Management i

Remote Management v
scanner_system_20220 Scan Head Setup 1 SN:2022012

2163306 Published 101 2022-03-

L Stage Management ~

scanner_system_20220 Scan Head Setup 5 Abort Release 2022-03-
® Configure Management ishi
: 4 sysem_0zzzzie0s | System Setings 1 - unpusndPrOUP Publishing, sucgessful
execution
Data Center scanner_20220122163306 Scan Head Settings 1 oo Unpubiished —_ 2022-03-
@ Device Ownership scanner_system_20220 Scan Head Setup 1 _ Unpubiished —_ 2022-03-
System Customization “ scanner_system_20190 Scan Head Setup 1 _ Unpublished p—— 2022-03-

Figure (4.9.5)

3.2 SN publish

Select a configuration rule from the configure management list and click [Publish] to pop up the
window of "SN Publish". You can add a single SN or add multiple SNs through [Download Template]
- [Batch Import], and then click [Publish]. After that, the pop-up window will close, and the state of
configuration rule will change to “Pushed”, and the progress is O/number of devices pushed. After
receiving the command, the devices in the selected device group will execute this configuration rule,
and devices of the same type will execute the configuration.

The progress of the rule will increase, and the progress is displayed as: Number of successfully

executed devices/Total number of devices in the pushed group. If all devices are connected to
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the configuration, the number of successfully executed devices displayed on the progress bar is equal

to the total number of devices.

*8N Push: push to the selected sn

© Add | {_import in Batches H Download Template

SN Push

sn Device Type Device Owner Operation

20220122163306 DTS0 EN A Delete

First, you can add a single Sn number

Second, you can download the template, enter more SNS in the form, and bat
and publish

Figure (4.9.6)
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1. Upload config: use UStage on the terminal to export the configuration file (UStage can be put on the shelf and downloadsd thraugh the app store — app list) and upioad this configuraion fie.
The upioad configuration can be published through UMS, and the terminal wil automatically download and take effect after networking
L R 2. Terminal upioad: use UStage on the terminal - upload to UMS to synchronize the configuration of the device to the UMS background. When using terminal upload, a rule will be automatically

generated and can be published through UMS.

: |

App Store

Group Management »:

ion Name [ Type Version Number Push Range Status Execution Progress Creati
Remote Management v/

scanner_system_20220 Scan Head Setup 1 @ Published 202203

= —
2 Stage Management A SN@ L
g J scanner_system_20220 Scan Head Selup 5 GROUP:test-2, iy Abort eiﬁﬁse' #HTEE jj ke 2022-03
Sn release, successful execution

@ Configure Management

system_20220122163306 System Settings 1 - Unpublished - 2022-03-

Data Center scanner_20220122163306 Scan Head Settings 1 SE Unpubiished s 2022-03-

Device Ownership scanner_system_20220 Scan Head Selup 1 - Unpublished —— 2022-03-

Figure (4.9.7)

Note:

When multiple configurations are pushed to the same device, the latest rule is executed;

4. Delete

Click [Delete] on the top of the configure management list. After the configure management
rule is deleted, it will not be displayed in the configure management list. If any device has not
received push or executed configure management command, this configure management rule will not

be executed. The devices in the device group will no longer detect this configure management rule.
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Tip

“You will delete the selected configuration, do you want to continue?

Cancel @

Figure (4.9.8)
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