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Nodegrid obecneunBaeT paclumpeHHbIn
AOCTYM K YCTPOMCTBAM, NOAKIHOUYEHHbIM
K SAHHOMY 060pYyA0BaAHMIO.
CnepoBaTtenibHO, HEOHXOANUMO
cobntogaTb OCTOPOXKHOCTb BO
n3berkaHme HapyLIEHUS MHCTPYKLUNIA,
Kacatowmxca 6e30nacHoOCTH.

3aBOACKOM KOMNNEKT HACTPOEK ANs
AaHHOro obopyanoBaHuA
noapasymeBaerT, YTo:

e npotokonbl DHCP, SSHv2, HTTPS
BK/TKOYEHbI;

® BCe nocnenoBaTesibHble NOPTbI
OTK/THOMYEHDI;

e Ethernet, USB 1 nopTbl
nocneaoBaTe/IbHOM KOHCOMU
BK/TKOYEHbI;

® HACTPOEHbI ABa NONb30BaATENA NO
YMOJ/IYaHUIO CO CNeayOLLNMU
naponamm:

MpumeyaHue. MNprMBUNETMPOBAHHbIN
AOCTYN K 060/104Ke BO3MOXEH TONbKO
N3 NOPTa KOHCONM.

KomnaHua ZPE HacTanBaeT Ha cmeHe
naposia Nnocae nepsoro Bxoga B cuctemy
B KauecTBe NpUBUJIErMPOBAHHOIO
no/ib3oBaTeNAa Uan agMUHUCTPaAToOpPa.
KomnaHua ZPE pekomeHayeT
TLWATENbHO BbIMNO/IHUTb HACTPOMKMK
H6e3onacHOCTM cpasy *Ke nocne
nepBOHAYabHOM HaaAKM CUCTEMDI.

Obpalantecb K NoAHOMY «PyKOBOACTBY
nonb3osartena GSR» 3a

AONONHUTENBbHOM MHOPMALMEN O

HACTPOMKax 6e3onacHoCTu.

Moxanyincra, 03HAKOMbTECH C
nHopmaumen no 6esonacHocTn GSR
nepepn, yCTaHOBKOMW.

[na obopyaoBaHus, NpeaHasHa4eHHOro
TO/IbKO A1 YCTaHOBKU B MecTe
OrpaHWYeHHOoro AocTyna

MNPEAYNPEXRAEHNE
FOPAYAA NMOBEPXHOCTb
HE MPUKACAMNTECH
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MpumeuaHue. Bce octaBlumecs atanbl KOHOUrypaLmm
Heo6Xxo4MMO BbINOAHUTL BPYYHYHO NPY NEPBOA
HacTpoiKe KoHconun GSR.

1. MoHTax yctpoiicts ZPE B CTOMKY
O MOHTarKe yCTPOMCTB B CTOMKY NoApo6HO
paccKasaHo B «PyKosodcmee rnosvs3osamens
GSR».

4. MoakntouyeHUe Kabeneu nutaHmnA u BkaouyeHue GSR
MNoacoeanHuTe Kabenb NUTAHMA YCTPOMCTBA K
WUCTOYHUKY NUTAHUA. BKAKOYKUTE BbIKAKOYATEND
NUTaHUA.

2. NoakntouyeHune K cetu
MNoacoeanHUTE PEKOMEHA0BAHHbIN
KomnaHuen ZPE
Kabenb CAT 5e nnu CAT 6
oT nopta 10/100/1000BaseT K Baluel ceTu.
MoHO noakatoYaTbca K Atobomy ceteBomy
nopTy nam kK obomm nopTam cpasy B Lenax
pe3epBUpPOBaHUA.

5. BKknrouute GSR

BKkAoumMTE BbIKNOYATENIN NMUTAHUA.

3. MNoaknoueHMe K NOPTy NocneaoBaTe/lbHOM
KOHCONU
C nomouwbio agantepa KoHconn RJ-45
NOAK/OUYMUTE TEPMUHAN AN pabouyio
CTAHLMIO K NOPTY NOCNAeA0BaTE/IbHOM KOHCON
Ha GSR. KoHconb GSR byaeT HacTpoeHa ¢
NMOMOLLLbIO TEPMUHANA UM €r0 IMYIATOPA CO
cnenyoWMMn NnapameTpaMmm ceaHca:
115200bps, 8, N n 1, 6e3 KOHTPONS NOTOKA.

Ymobbl ckayamoe UHOPMAYUK caMocmosamernobHo, nepetioume

M0 ccoblKe:

www.zpesystems.com/docs

lMpusedeHHble HUXCe UHCMPYKUUU nomoaym eam ycmaHosums GSR.
3a nomouwbro obpauwjalimecs 8 omoesn mexHu4ecKoli Mo00epPHKU
KomnaHuu ZPE. (support@zpesystems.com)

YcTaHaBNMBanA, KONMPYA UM UHBIM 06Pa3oM UCNONb3YA AAaHHOE YCTPOWCTBO, Bbl COrMallaeTecb cob0AaTb NONOKEHUA U YCIOBUA COrNaLLEHUI O
NIMLLEH3UPOBaHUK, TEXHUYECKOM 0BCNYXKMBAHMM U NPOAANKaX, KOTOPbIE U3/10MKEHbI B IOKYMEHTaX, HaxoAalMXcA No aapecy www.zpesystems.com/docs/legal.
Ecnv Bbl HE COMNAcHbI C NOMIOXKEHUAMM 3TUX COMNALLIEHUIA, He YCTaHaBMBaWTE U He UCMO/Ib3YyTe Halle annapaTHoe u (an) nporpammHoe obecneyeHue.


http://zpesystems.com/docs
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6. HacTpouKa napameTtpoB ceTu

MpumeuaHume. Ecau el pabomaeme 8 cpede DHCP,
npornycmume 3mom nyHKm u nepexooume K

waay 7. DHCP — amo IP-koHGu2ypayus, npuHamas

no ymon4aHuro. Ecnu cepeep DHCP HedocmyrneH,
golioume Ha rnocsedo08amesibHyt0 KOHCO/1b
Nodegrid c ucnons3osaHuem y4yemHsoix OGHHbIX
admin (npu nepsom exode 8 cucmemy byoem
nMpeos1IoHeHo CMeHUMb s102UH) U Hacmpotime
cmamudyeckuli IP-adpec ¢ nomowbto UHCMpPYKYuli
uHmepgpelica komaHOHoU cmpoKu (CLI)
cnedyrouwum obpasom:

7. HactpoWKa nocneaoBaTte/ibHbIX YCTPOMCTB,
ceTeBbIX YCTPOUCTB U ycTpoucts USB

Mpumeyanue. Ecnm Baw cepsep DHCP
HeaOoCTyNeH UK UCMbITbIBAeT Nnepebon B
paboTe, KoHconb GSR byaeT BUAHA B ceTU noj,
agpecom 192.168.160.10.

Mpumeyanue. [1na nposepku Tekywero |P-
ajpeca HY>XHO MOAKNYUTLCA K MOPTY KOHCONU
GSR HaxumaTb Knasuwy Enter npu noasneHmnu
npurnaweHua Ha BBOA, KoAa AOCTyna 40 Tex
nop, Noka He noasutca IP-agpec.

Y1o6bl BNEepBble HACTPOUTb KoHcoNb GSR cepumn
T no cetwu:

a) OTkpoiiTe 6paysep (HTTP/S) u ykaxkute IP-
agpec KoHCoNM B agpecHom none. Nau
Ha4yHuMTe ceaHc SSH no IP-aapecy Bawen
KoHconun GSR.

b) BonauTe B KOHCoNb GSR Ha npasax
agmunHuctpaTopa (admin). Bo Bpemsa nepsoro
BXOAa B CUCTEMY OT BacC NOTpebytoT CMEHUTb
naponb.

c) HacTtpoiTe onumm cmcTemsbl, Kak YKasaHo
HUXKe.

War 1. besonacHoCTb

Bknagka ycnyr obecneyeHna 6e3onacHoCTu:
BbibepuTe HY»KHble CEPBUCHI,
KpunTorpaduyeckme NpoToKObl U YPOBHM
WwnppoHabopos. [0 OKOHYAHUKN HAXKMUTE KHOMKY
Save (CoxpaHuTb).

LWar 2. Cetb

BKnaaKa ceTeBbIX HAaCTPOEK: YCTaHOBUTE
Tpebyemble napameTpbl CETU U MHTEpPdENCOB.
Harkmute KHonKy Save (CoxpaHuTb) ANA KaXKaoro
13 NOAMEHIO.

Lar 3. NocnepgoBaTtenbHbiit nopt u nopt USB
Bknaaka «YnpaBnaemble YCTPOMCTBA»: BKAKOUUTE
N HaCTPOMTE Kenaemble NocnesfoBaTe/bHblIe
nopTbl 1 nopTbl USB.

LWar 4. CmeHa napona agMUHUCTpATOpa

B ntoboe Bpemsa Bbl MOXKETE HaXKaTb Ha CCbIIKY
login@domain.com B BEpXHEM MPABOM YIny
3KpaHa M HaxkaTb Ha onuuto Change Password
(CMeHUTb Naposb), YTO6bl U3AMEHUTb CUCTEMHbIN
napob.

MpumeyaHue. MNogkntounTECH K MOPTY KOHCONU
GSR. Ana nameHeHnAa naponsa
NPUBMAETMPOBAHHOIO NO/b30BaTENS BOMAMUTE B
CUCTEeMY Ha nNpasax NPMBUAETUPOBAHHOIO
nosib3oBarens.

Nosapasnaem!

Bawa Nodegrid ckoHdurypmpoBaHa 1 rotoBa
NPUHUMATb NoNb30oBaTeien N paboTaTb C
NOAK/IIOYEHUAMM K CBOMM MOPTaM.

8. lonoNHUTEeNbHbIE HACTPOIKK

MpumeyaHue. PekomeHayem Bam
HAaCTPOWUTb HOBYIO YYETHYIO 3aMUCh
agMuHucTpaTopa (B rpynne admin co
BCEMM NPUBUETNAMMN) N NCNONb30BATb
ee BMeCTO NPUHATOM N0 YMOYAHUIO
y4yeTHoM 3anucu admin.

[No6aBneHne HOBbIX NO/b30BaTE/NEN
BbibepuTe BKNaaKy Security
(besonacHocTb), Local Accounts (MecTHble
y4yeTHble 3anucu), Add (JobasuTb),
HaCTPOMTE HYXKHble ONuuKn, 3aTemM
Ha*XMUTe KHoMKy Save (CoxpaHuTb).

MpeaynpexaeHua u BXog, B cuctemy
HacTtpoiTe paccbiiky npeaynperaeHuin
no CMC, aneKTpoHHOM nouTe u (nnu)
no npotokony SNMP.

MutaHue
KoHTponunpynTe nogKNtOYEHHbIE K CETU
LLWHbI YCTPOMCTB pacnpeneneHua
MUTAHMA, @ TaKXKe cepBepbl, CETU U
YCTPOMCTBA XPaHEHMUSA AAHHbIX.

JononHuTenbHble ONUUN HACTPOMKY,
BOMPOCHI M OTBETHI, @ TAKKe NOACKA3KM
npuBeAeHbl B « Pykosodcmee rosnv3osamers
GSR».

9. NMNonyyeHue o6HOBNEHUM
Y106bI aBTOMATMUYECKM NOAYYaTb
6yaywme obHoBAeHUA BCTpoeHHoro M0
N TEXHMYECKOM MHPopMaL MmN,
3aperncTpmpymnTech no cneayoliemy
agpecy:
www.zpesystems.com/loop/

CBAXUTECH C OTAE/IOM TEXHUYECKOW noaaepKKkn KomnaHuu ZPE no agpecy support@zpesystems.com

www.zpesystems.com/resources/support/


mailto:login@domain.com

