Application Note

Allen Bradley Micro810/830 PLCs and Con-
nected Components Workbench (CCW)

This document guides you through the setup of proprietary vendor specific
software installed on you PC. Your supervisor may provide you with addi-
tional or alternative instructions.

The document consists of standard instructions that may not fit your particu-

lar solution. Please visit our support website for latest revisions of documen-
tation and firmware:

http://www.secomea.com
Version: 2.0, May 2013
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Prerequisites for This Guide

The following guide will assist you to setup a remote and online connection to
the Allen Bradley Micro830 PLC placed on the customer site using your Con-
nected Components Workbench software installed on your PC.

Prerequisites for this guide are:

®" You have an operational LinkManager installed on your PC with a
GateManager certificate that allows you to connect to the SiteManager
agents.

= You have the Connected Components Workbench software installed.

® You have the Allen Bradley device agent installed and configured on the
SiteManager at the remote site, and there is access between the
SiteManager and the PLC.

= A USB attached Micro830 PLC must be configured with agent device
type Allen-Bradley / USB PLC on the SiteManager. Note that this con-
nection type requires a SiteManager model with USB support and min-
imum SiteManager and LinkManager version 12155.

= A USB attached Micro810 PLC must be configured with agent device
type Allen-Bradley / USB Serial Adapter on the SiteManager. Note
that this connection type requires a SiteManager model with USB sup-
port and minimum SiteManager and LinkManager version 13094.

= A USB to DATA converter, such as the 1784-U2DHP USB converter
must be configured with a Custom / USB agent, and the parameter
field must be set to 14c0:0009.

If any of these prerequisites are not met, you should contact the person / de-
partment responsible within your own company or at the company responsible
hereof.

System Overview

The communication path is as follows:

CCW - LinkManager > GateManager > SiteManager > PLC.
This guide will elaborate on the components marked with bold.

The following system overview depicts a SiteManager 1029/3229 at the cus-
tomer location:
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1. Connecting Micro830 remotely via USB

NOTE: This section applies to an agent configured in the SiteManager by
the type Allen-Bradley / USB PLC.

The following is verified with CCW version 1.0 and LinkManager version
12155. The procedure may be further streamlined with later version of Link-
Manager.

1. Locate the Allen-Bradley Micro830 PLC agent and click on it to establish a
connection to it:

LRI U UG ET F
sechmed )= ( \
Logout Services GM Login Sniffer Refrash
[ ) ] ] )
jens-test: gm06.IHS
i, gmos & E- siteManager <Conmect af> @
"B siteManager sCannact sl <]
[ showall | [(Expand all | [ Refresh | [_ O allen Bradley (SitEManagEr)‘J
[ showall ] [Expandall | [ Refresh |

2. First time the connection is opened, a "Found New Hardware" Wizard may
pop up. Select to not search for drivers on Windows Update site.

Found Mew Hardware Wizard

Welcome to the Found New
Hardware Wizard

Windows will zzarch for current and updated safbware by
lnaking on your computer, on the hardware installation CD, or on
the Windows Update Web site [with pour permiszion).

Fiead our privacy policy

CanWindows connect to Windows Update to search far
software?

() e, this time anly

Click Mext to continue.

Mest = ] [ Cancel
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3. Select “Install the software automatically”.

Found New Hardware Wizard

Ny
S
Thiz wizard helps you install software for;

Rockwel Automation USE CIP

* ) If your hardware came with an installation CD
i ot floppy disk. insert it now.

What do you want the wizard to do?

% |nstall the software automatically [Fecommended)
" Install from a st or specific location [Advanced)

Chck Mext to continue.

< Back Mext > Cancel

NOTE: In the latest LinkManager firmware the text “USB Device Over IP”
have changed to reflect the name of device USB driver.

4. The wizard will now search for the driver.

Pleaze wait while the wizard searches.__ qﬁh
&
E Rockwell Sutomation USE CIP
s,
¢ Back [ et Cancel
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5. After the wizard is complete, the driver is installed, and you can click Finish.

5

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has fimshed inztaling the software faor;

,E Rockwell Automation USE CIP

Chck Finish to close the wizard.

Each I Finizh I [Cancel

6. To establish a connection to the PLC from the Connected Components
Workbench (CCW), you first need to open a project where the PLC is present.
Then, double click on the Micro830 under Project Organizer.

Project Organizer

Mame: |Traffic Light

m-l Microg30

Programs

t Global Variables

1= DataTypes

Function Blocks

Application note, Allen Bradley USB PLCs and CCW

Version: 2.0, May 2013

Page 6 of 15

sechmed



7. Click on the Connect button

My_Processor | Traffic_Contral-POU |
H & Pro s e :
Micro830 - My_Processer e © 709 Mefce Faliy o | Discarected
T € fun Controber Mode: == Connedt
Dosnte ket o Visnblee: o Progia 2080-LC30-16QWB
M-l nocensor '““”l@aaeeaeaaee@
Micro830 - o | o

W o«

©| !@aaee@aaaz@e

| - General i_hmhs

8. Browse and Select the controller from the Connection Browser screen

. Micro830| TiroB30-VAR | Global Variables VAR |

: 5 . Program Major Fault:  —- -
Micro830 Mods cﬂnﬁ’;ﬂ Disconnected
! © Run Conkroler Mode:  —-
— o .
Download  Upload Man
W Autckrowse Hefash I

= E Workstation, USMKEBGEERNHAZ
[=-@5 Linx Gateways, Ethernet

Microf30 &5 AB_DF1-1, DFL

-5 AB_ETHIP-1, Ethernet

= 2 AB_VEP-1, 1789-A17/4 Virtual Chassis

=] 00, workstation, USMKEBGEERNHAZ

e 15, Micro&30, 2080-LC30-160WE

-#g Mew_810, DF1

[ USB

[ewa

9. Click OK and the status on the device toolbar will indicate "Connected". If suc-
cessfully connected, the button changes to Disconnect and the Controller
Mode is displayed. Being Connected means the CCW is now connected
and/or communicating via USB with the Micro830.

[ .  program Major Fault: Mot Fauted
Micro830 - My_Processor  Remete q .
T Mode: Disca Connected

DOE: @ Aun Controler Mode:  Run (Remote)

i &+ = =

lDownbad Upload Variables Prw-;an

2080-LC30-16QWE r

My_Procesr e }zeeea@emeeeo

Miciofi30 j ET

Hie|
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Connecting Micro810 remotely via USB

NOTE: This section applies to an agent configured in the SiteManager by
the type Allen-Bradley / USB-Serial Adapter.

The following description refers to the CCW version 4.0. CCW version 2.0

should also work, but has not been verified in the Secomea test labs.

2.1. Fixing the CCW installation to use a working USB driver

The CCW 4.0 installation will install two drivers on the PC: The original and
updated driver from Silicon Labs (version 6.3a) and a newer and presumably
proprietary Rockwell driver (version 1.1). Only the Silicon Labs drivers works
in relation to LinkManager. Unfortunately the .inf file installed with CCW 4.0
contains the ID of the proprietary Rockwell driver, which means Windows will
automatically select the non-working driver.

The working Silicon Labs driver is installed as the last step of the general
CCW 4.0 installation:

‘iH' Connected Corponents Workbench Setup 4.00.00

Silicon Laboratories CP210:xWCP Drivers for Window:

Install5hield Wizal

#*_.!. Silicon Laboratories CP210x USE to UART Bridge Driver Installer

[@] silicon Laboratories

e
M=)  Silican Laboratories CP210x USE ta UART Bridge
iy 1.00,06

Installation Location: Driver Version 6.3 [ w3.18.02

C:\Program Files\Silabs\MCLVWCP21 0 &)

ki +4.00.00

Change InstaIILocation...] [ Install l ’ Cancel

% ¥irtual COM Port Device Driver v6.3a

The following steps describes how to verify which driver is installed, and how

to install the Silicon driver:

ing the verification, you may risk Windows to hang!

Start LinkManager and locate the Micro810 PLC. Click it to establish a con-
nection to it:

S LRI OTTOET =R r I\

[ Logout ][ Setvices ] [ GM Login ][

Sniffer ][ Refrash ]

Secomea$taff-gm06-test: gmi6.Routeco.Routecodemo

amoé @O 53239 <Connact sit> @Y

97 Micrasio (sm3zag)

b

[ Show all ] [ Expand all ] [ Refrash ]

[ showall | [ Expandall | [ Refresh |

Virtual COM Port Device Driver Setup

Connected Components Workbench 4.00.00

e ——

First ensure that CCW and RSLinx are NOT active. If these are running dur-
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3. You should now see some traffic on the agent

e (‘I"I\

[ Disconnect | [ Logout | [ Services | [ Sniffer |

gm06. B -
Micro810 (sm3239)
Connects Packets Bytes
Agent Address Status

ol fail =" 5 e e

o\f Microg10 10.0,0,1:3240 --= 127.0,0.1 UP:1 2 o T4 77 3,600 4,337

4. Start Windows Device Manager, and unfold the Ports (COM & LPT) item.
You should see a driver called "2080-USBADAPTER" that was automatically
started as result of the LinkManager connection.

=5 Device Manager
File  Action Miew Help

&= | T E HE & B%S
425 Secamea-demo-PC

-8 Computer

:: = Disk drives

- Bl Display adapters

> g DVD/CD-ROM drives
UF,}' Hurman Interface Devices
Aog IDE ATASATAPL contrallers
2 I Keyhoards

) E!, Mice and other pointing devices
.- Manitars

> -EF MNetawork adapters

-7 Other dewvices

477 Ports (COM & LPT)

LT Printer Part (LPTL)
-2} Processors
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Right click the driver, and select Driver > Driver Details. If the file sila-
benm.sys does not have a provider listed and is version 1.0, you will need
update the drivers.

[ (== ]

to

2080-USBADAPTER (COM3) Properties

General | Port Setting

Drrivver File Details

2080-USBADAPTER (COM3) S 2080-USEADAPTER [COM3)
.
]
. ) Drriver files: /
Driver Provider.  Rackwell fut Cohwindowshsystem32sDRIVER S hsilabenm.sys
Driver Date: 13-11-2ma Cindowshsystem32W DR IVE R Shsilshser sys
Diriveer Version: 5211 C:WWindowssystern32WW diCoinstaller1 005, di
Digital Signer: Fiockwell Aut

Crriver Details To wiew detailz 4

Update Driver... To update the d Provider: Mat available
L T If the device fail File wersion: 1.0
back to the prev Copsright
Dizable Dizables the selg Digital Signer: Mot digitally zsigned

Unirstal To uninztall the

[l

6. Disconnect the LinkManager again,
7. Locate the files in the following folder, which were installed with CCW:

C:\SiLabs\MCU\CP210x\Windows_XP_S2K3_Vista_7\x86 or ..x64

@uv| oo Acer (C) e Silabs » MCU » CP210x » Windows_3P_S2K3_Vista_T » =86 v|4,| E
File Edit View Tools Help
Organize = Include in library « Share with « Burn Mew folder Bz
- Favorites Marme ° Date maodified Type
al
B Desktop %) silabenm.sys 08-02-201113:13 Systern file
4 Downloads 1) silabser.sys 08-02-201113:13 Systern file
= Recent Places (%) WdfColnstaller01009.d11 08-02-201113:13 Application extens..

8. Copy the above files into the this folder (Copy and Replace)

C:\Windows\System32\drivers

9. Connect with LinkManager to the agent again

]

s

[ Legout Services | [ @M Login | [ sniffer | [ Refresh |

SecomeaStaff-gm06-test: gm06.Routeco. Routecodemo

gmig v"EI smM3239 <Copnect all> e“

7 Microg10 (zm3zaa)

3

[ shewall | [Expandall | [ Refresh |

[ Show all ] [ Expand all ] [ Refresh ]
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10. If checking the Driver in the device manager, you should see that the sila-
benm.sys now shows Silicon Laboratories as Provider, and version 1.1.0.0

2080-USBADARTER (COM3I) Properties ==l
- Diriveer File Details :

| General I Part Setting&l Driver |Details I Po

2080-USBADAPTER [COM3) w? 20BOHUSBADARTER [COM3]

-
g
Ditver Provid — Driver files:
: l
ErTIEREL - el AL C:¥windowshspstem32\DRIVERS heilaberm. sys
Driver Date: 131120 C:vwindowshavstemn32\DRIVERS silabser sps
Diriver Wersior: 5211 C:iwfindowshspstem32w/diCainztallerd? 005.dI

Drigital Signer: Rockwel Auton

Diriver Details Ta view details ab

Update Diriver... To update the driw Pravider: Silicon Laboratories

Froll Back Driver If the device fails o File: wvergion: 1.1.00
back ba th i
ack o he previe Copyright: ® 2010 Silicon Laboratories
Dizable Dizables the selec Digital Signer:  Mat digitally signed

Urinstal To uninstall the dri

2.2. Connect to the Micro810 with CCW

NOTE: The following assumes you have activated the correct USB driver
according to the procedure described above. If not, your PC may hang when
starting the CCW or RSLinx programs.

1. Locate the Allen-Bradley USB PLC agent and click on it to establish a connec-

tion to it:
o~ JUTTOGET s l
Secimea - 4\
[ pisconnect | [ Logout | [ services | [ sniffer |
gmoG. et et
Micro 810 (sm2230)
Connects Packets Bytes
Agent Address Status
ok fail = (3 L3 (=3
O" MicroB10 10,0,0,1:3240 --> 127.00.1 UP:1 2 o T4 77 3,600 4,337
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2. Startthe CCW and select Communications > Configure.

e

ﬁ Connected Components Warkbench Standard Edition (Sdministratar)
File Edit ‘“iew Tools Cfindowe Help

P | # o A configure.. | -

P12 S T o & o ok 2 | G

Communications

G Application Languac

L=

Project Organizer

Marne:

Choose a device from the Device
Toolbowx uzing Dizcover or by
dragging it from the Catalog.

3. You should now see that the COM driver is running.

Configure Drivers

Lyailable Driver Types:

j LCloze

Help

Configured Dnivers:

| Status
Running

Mame and Description

EEEE bg

4. You should now be able to Connect to the PLC and perform the actions you
would normally do when connected directly to the PLC.

H Project? - Connected Cormponents Waorkbench Standard Edition (8dministrator)
File Edit View Build Debug Tools Communications Window Help

NMSH| s 2@ -0-8-B|5] S| E e iy 4 Y

%‘ I =l T ik & 4 |-Jd-1 & ‘ ‘T Ch & | ) (=) < i Application Language:

Praject Organize ~ 1 x [
Marre: Project2® - i 1
Micro210 Pragrarm Majar Fault: -
. = t
LI Meraszo Micro®10 Run Controller Mods: - e

rograms t g 2l
Download  Upload  Secure

ﬁ Global Yariables Connection Browser

EE3f User-Defined Functio 2080.LC10120WE 22 Autabrowss Refresh
E% Dt ° = Workstation, SECOMER-DEMO-PC
staTypes =
o @5 Linx Gateways, Ethernet

=-& 12Pthi810_30001, DF1

(=]
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3. USB connection via Windows XP under VMWare

You can run the Connected Components Workbench (CCW) software inside a
VMWare engine, to an Allen Bradley PLC that is USB attached to a
SiteManager.

Important: LinkManager must run inside the virtual machine also and must be
version 12155 or later (It is highly recommend to upgrade to minimum 13094)

The following illustrates VMWare Player, which can be downloaded from
http://www.vmware.com/support/product-support/player/, and for LinkManager
running outside the virtual machine (i.e. on the host system)

1. Locate your Windows XP that has CCW installed, and enter Edit virtual ma-
chine settings.

Windows XP Professional 2

State: Powered Off
0S: Windows ¥P Professional
version: \Workstation S.x virtual machine
RAM: 1024 MB

@ Play wirtual machine

* f Edit virtual machine settings
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2. Make sure that USB Controller has been added as Hardware component:

Virtual Machine Settings @
Hardware | Options
Device Summary tannections
0 Mernory 512 ME Enable high-speed support for USE 2.0 devices
[ Processars 1 Automatically connect new USE devices
{AHard Disk (IDE) 4 GE (Persistent) Showe all USB input devices
) COJDND (IDE) Auto detect [ share Blugtaoth devices with the virkual machine
E Floppy Using drive A:
ElNetwork Adapter  NAT
cller  Present —_‘
@) 5ound Card Auta detect
m Setial Part Using port COMS
Add... ] [ Remove

[ OF J[ Cancel ][ Help ]

3. Start the VMWare engine and the LinkManager inside the VMWare engine.

4. Follow the procedure of the previous sections to connect to the PLC via
LinkManager
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Notices

Publication and copyright

© Copyright Secomea A/S 2012-2013. All rights reserved. You may download
and print a copy for your own use. As a high-level administrator, you may use
whatever you like from contents of this document to create your own instruc-
tions for deploying our products. Otherwise, no part of this document may be
copied or reproduced in any way, without the written consent of Secomea A/S.
We would appreciate getting a copy of the material you produce in order to
make our own material better and — if you give us permission — to inspire other
users.

Trademarks

SiteManager™, LinkManager™ and GateManager™ are trademark of
Secomea A/S. Other trademarks are the property of their respective owners.

Disclaimer

Secomea A/S reserves the right to make changes to this publication and to the
products described herein without notice. The publication of this document does
not represent a commitment on the part of Secomea A/S. Considerable effort
has been made to ensure that this publication is free of inaccuracies and omis-
sions but we cannot guarantee that there are none.

The following paragraph does not apply to any country or state where such pro-
visions are inconsistent with local law:

SECOMEA AJ/S PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE

SECOMEA A/S SHALL NOT BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, CONSEQUENTIAL, OR OTHER DAMAGE ALLEGED IN
CONNECTION WITH THE FURNISHING OR USE OF THIS INFORMATION.

Secomea A/S
Denmark

CVR No. DK 3136 60 38

E-mail: sales@secomea.com
WWW.Secomea.com
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