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AWS Adapter MFA Procedure 
 

The following steps will guide you in obtaining the information needed for the use of the MFA Advanced 
Options file with the AWS Adapter with MFA.  The assumption made is the individual executing the steps 
has the appropriate access within AWS Console to create and modify other users. 

Steps 
1) After creating the account, click on the user to open the details of the user. 
2) Click on the tab “Security Credentials” 

 

3) On the line that has “Assigned MFA device”, click “Manage” 
4) Select “Virtual MFA” and click “Continue” 

 

5) At this point, please ensure you have Google Authenticator installed on your mobile device. 
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6) Click on “Show QR code” and “Show secret key” 

 

7) Copy the Secret key to a text pad, as the information is needed for the AWS Adapter in Axonius. 
8) Enroll Google Authenticator and apply the codes generated, and click “Assign MFA” 

 

9) Click “Close” on the popup 
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10) Copy the ARN next to “Assigned MFA device” and paste it with the Secret that was copied to the 
text pad. 

 

 

From this point you should be able to pick back up at the AWS Adapter documentation and proceed 
forward. 
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