39 BRINGG
Bringg’'s Upgraded Secured Onboarding

At Bringg, your security is our top priority...

With this in mind, we are pleased to share that we have upgraded our password
regulations to a complex password policy.

Note:

e This change will not impact existing users and their current passwords, but
will take effect when they eventually update their passwords.

e [t also will not impact those using SSO who manage their own password
policies.

The changes associated with a complex password policy are outlined below.

Current Password Upgraded Complex Password
Requirements Requirements

2l DUUC I EESL G 4 characters 8 characters

length

A | EE S0 T 20 characters [No maximum]

length

Passwords must include at least

. No requirement for one lowercase letter, one
Text requirements . .
text/special characters, etc.  uppercase letter, one digit, and one
symbol

Additional Secured Setup Enhancements:

e Passwords are personal. Those creating user accounts will not be able to
create passwords. Instead, new users will receive an email prompting them
to set up their initial password.

e Admin control. Administrators will still be able to edit user passwords
manually through the User Profile page.

e APIChanges: The Create/Update User API will ignore passwords, and users
will instead receive an email to set up their password.

e Email Notifications: Emails related to password setup will be sent from the

address: registration@bringg.com.

Questions or concerns?
Feel free to reach out to our support team or your Bringg representative.



