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Introduction

1 Introduction

General

The present publication refers to a combination of selected hardware and software
components of INSYS icom GmbH as well as other manufacturers. All components
have been combined with the target to realize certain results and effects for certain
applications in the field of professional data transfer.

All components have been prepared, configured and used as described in this pub-
lication. Thus, the desired results and effects have been achieved.

The exact descriptions of all used components, to which this publication refers, are
described in the tables Hardware, Accessories and Software at the end of this pub-
lication.

The symbols and formattings used in this publication are explained in the corre-
spondent section at the end of this publication.

Some configurations or preparations, which are precondition in this publication, are
described in other publications. Therefore, always refer to the related device manu-
als. INSYS devices with web interface provide you with helpful information about
the configuration possibilities, if you click on "display help text" in the header.

Target of this Publication

A Windows PC can also participate in the INSYS Connectivity Service via an Open-
VPN connection.

Refer to http://www.openvpn.net for further information about OpenVPN.

Use this publication to find out how to include a Windows PC into the INSYS Con-
nectivity Service via an OpenVPN connection.

The present publication describes the proceeding under Windows 7. Proceed ac-
cordingly for an installation under other Windows versions.

Q‘ INSYS
Connectivity
b Service
]
Client
config.ovpn > g

Figure 1: Windows PC with INSYS Connectivity Service via OpenVPN
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http://www.openvpn.net/

Configuration

2

Configuration

Provisions

It is recommended to commission the router as suggested in the Quick Installation
Guide. Please prepare the following items before starting the configuration of the
application:

Downloading the OpenVPN package
Installing OpenVPN package on a Windows PC
Downloading the configuration file in INSYS Connectivity Service

Downloading the OpenVPN Package
How to download the OpenVPN package from our website.
PC with approx. 1.5 MB free disk space

Web browser
Internet connection

. Open https://www.insys-icom.com/en/support/technical-support/ to download

the drivers.

2. Click on the link in the "OpenVPN" section:

3. Save the file on your PC.

v You have downloaded the OpenVPN package software with this.

OpenVPN Connection to INSYS Connectivity Service under Windows

EN Vers. 1.0 11.Jan. 2024 www.insys-icom.com



Configuration

B Installing OpenVPN package on Windows PC

How to install the OpenVPN GUI and the programs for creating the certificates
and keys on your PC successfully.

- You have downloaded the OpenVPN packet (version 2.3.3 or higher) from the
INSYS website.

1. Execute the previously downloaded installation file

D /f Windows displays a security request, confirm it. If a warning is displayed,
don’t be concerned and continue the installation.

2. Start the setup wizard and accept the license agreement.
V' The component selection window appears.

F N
OpenVPN 2.3.3-1001 Setup = S|
Choose Components
Choose which features of OpenVPM 2,3.3-1001 you want to
install.

Select the components to installjupgrade. Stop any OpenVPN processes or the OpenVPN
service if itis running. All DLLs are installed locally.

Select components to install: - [#] TAP Virtual Ethernet Adapter i
- [¥] OpenVPN GUI

-[+] OpenVPN File Associations
- [¥] OpenssL Utlities

-[+] Add OpenVPN to PATH i
| | . . s

m

Description
Space required: 4. 7MB

[ < Back ][ Mext > ][ Cancel ]

e

3. Check the "OpenVPN RSA Certificate Management Scripts", se-

lect and continue the setup wizard.

D /fa Windows log test warning is displayed, confirm it

4. Click on upon completion of the installation.

V' The OpenVPN GUI, the SSL software and the programs for creating the
certificates and keys are now in the specified directories (default: C:\Pro-
gram Files\OpenVPN\)).

4 | OpenVPN 0 Name Date modified Type Size
. bin . i
/ bin File folder
. config ) = .
. cenfig File folder
. doc i
) doc File folder
. easy-rsa ] ]
| easy-rsa File folder
. leg I i ]
) J log File folder
. sample-config . i ]
. sample-config File folder
icon.ico IrfanView ICO File 22 KB
5 Uninstall.exe Application 120 KB

v You have successfully installed the OpenVPN package on your PC with
this.
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Configuration

B Downloading the configuration file from INSYS Connectivity Service

How to download the OpenVPN configuration file for your PC from the INSYS
Connectivity Service.

- Your PC is connected to the Internet.
- The PC is completely configured in the INSYS Connectivity Service as device.

1. Open the browser and log in to your account in the INSYS Connectivity.

Username
|INSYS-Support | q
Password
| (I X111 1]] |
Language |NSYS
English B
Connectivity
register log in d
INSYS MICROELECTROMICS GmbH
. connedivity@?nsys—?com.de
I Icom WWW.insys-icom.de

Impressum

2. Select the "Devices" tab.
:‘&f INSYS Connectivity Service Settings nxﬁ com —)D

Groups Monitoring Licences Webproxies Iy VPN Hub

Add a device « < > % H Entries/page 1to 4 of 4 entries Search| |
T [ i | Moo | Sow [Swce]| Gow | Accomiorr | Sn tioone]

i  MRX1_Support o L i offine  never  Standardgruppe  192.168.13.1 10001001 full
i} MRX2_Support L0 I | offine  never  Standardgruppe  192.168.10.10 10001003 full
M  MoRoS1_Suppot {3} ), i ofine  never  Standardgruppe 1921681111 10017844  full
i  Control PC L0 IR | offine  never  Standardgruppe  192.168.111.111 ful
6 OpenVPN Connection to INSYS Connectivity Service under Windows
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3. Select the "Download" button in the row of the respective device (here "Con-

trol PC").
:jjqn INSYS Connectivity Service Settings Il\alcem —)El
m Groups Monitoring Licences Webproxies Iy VPN Hub
Add a device « < > > Emriesfpage 1to 4 of 4 entries Search |
[ | Do | Wanage | Siato [ Since| Growp | AccossblolP | SN | Liconce]
i MRX1_Support o i @ offine never  Standardgruppe  192.168.13.1 10001001 full
i MRX2_Support o i @ ofine never Standardgruppe  192.168.10.10 10001003 full
(I} MoRoS1_Support CO T | @ offine never  Standardgruppe 192 168 1111 10017844 full
i Contral PC O T | 2.158.111.111 full
OpenVVPN Config file
Certificates

Cancel

4. Select the "OpenVPN Config File" and save the file to your computer.

5. Log off from the INSYS Connectivity Service and close the browser.

v You have downloaded the configuration file from the INSYS Connectivity
Service to your computer with this.

OpenVPN Connection to INSYS Connectivity Service under Windows 7
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Configuration

The OpenVPN configuration file contains the complete configuration. Adjustments
are not necessary. It iy only necessary to save the file in the configuration directory
of OpenVPN. The following steps are necessary for this:

B Storing the configuration file in the configuration directory

How to store the OpenVPN configuration file in the configuration directory.

- The OpenVPN package is installed on the PC, which shall act as client.
- You have downloaded the OpenVPN configuration file to your PC.

1. Copy the file to the configuration directory of the OpenVPN package (default:
C:\Program Files\OpenVPN\config).

® The directory may also be C:\Program Files (x86)\OpenVPNIconfig under
Windows 7.

® It is also possible that several configuration files are present in the configu-
ration directory.

v" You can now start the OpenVPN GUI (under Windows 7 / Vista as admin-
istrator) and connect to the VPN.

8 OpenVPN Connection to INSYS Connectivity Service under Windows
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Commissioning

Start the OpenVPN client now to connect to the INSYS Connectivity Service. The
following steps are necessary for this:

m Starting OpenVPN client

How to start the OpenVPN client with the computer already in operation. This
option via the GUI is suitable for testing the connection.

The option to start the OpenVPN client automatically with the start of the
computer is described below.

- The OpenVPN package is installed on the computer, which shall act as client.

- You have stored the OpenVPN configuration file to the OpenVPN configura-
tion directory.

1. Start the OpenVPN GUI via Start - Program Files > OpenVPN - Open-
VPN GUI or the desktop icon.
® The OpenVPN GUI must be ,,run as administrator” (via the context menu)

explicitly under Windows 10, Windows 7 and Windows Vista. It is not suffi-
cient to be registered as administrator when the OpenVPN GUI is started.

2. h‘.necessary, click on the symbol for showing the hidden icons in the task bar
=

3. Right-click onto the symbol of the OpenVPN GUI in the task bar 8 and select
Connect (or client > Connect if several configuration files are present (client
indicates your configuration file here)).

Connect
Disconnect

Show 5Status

View Log
Edit Config

Change Password

Settings...

v You have started the OpenVPN client with this. The symbol of the Open-
VPN GUI is displayed green as soon as the connection to the OpenVPN
server has been established successfully. If the symbol remains yellow,
the OpenVPN client tries to reach the server, but the connection cannot
be established. A connection log can be displayed using the menu item
"View Log".

v The PC will be displayed as “online” in the INSYS Connectivity Service
after some time.

OpenVPN Connection to INSYS Connectivity Service under Windows 9
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::'CL INSYS Connectivity Service Settings n\a com —)D
pbiaileaas Groups Menitoring Licences Webproxies My VPN Hub
Add a device L < EI >» | 25 |z| Entries/page 1to 4 of 4 entries Search
i MRX1_Support O NN T | offine  never  Standardgruppe  192.168.13.1 10001001 full
i  MRX2 Support o 4 i ofine  never  Standardgruppe  192.168.10.10 10001003  full
[} MoRaS1_Support L0 IR | offine  never  Standardgruppe 192 168.1.111 10017844 full
Jﬂ::ﬂ- Contral PC {E} i. i @ online  never  Standardgruppe 192168111111 full

B The respective service can also be enabled for an automatic start of the
OpenVPN client with the start of the computer.

@ In this case, instances for all configuration files, which are present in the
working directory of the OpenVPN package, will be started. Therefore, de-
lete all configuration files, which are not required, from the directory.

. Open the Control Center via Start > Settings - Control Center.
. Double-click in the section "Control Center" the entry "Management".

1

2

3. Double-click in the section "Management" the entry "Services".

4. Double-click in the section "Services" the entry "OpenVPNService".
5

. Change the "Start type" to "Automatic" and click on "OK".

v You have configured the OpenVPN client for an automatic start when
starting up the computer.

10 OpenVPN Connection to INSYS Connectivity Service under Windows
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Used Components

3 Used Components

Software
Designation Manufacturer Type Version
OpenVPN packet | Open Source OpenVPN with GUI 2.3.3
Operating system | Microsoft Windows 7

Table 1: Used software

OpenVPN Connection to INSYS Connectivity Service under Windows 11
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4 Further Information

4.1 Literature

OpenVPN

Das Praxisbuch

ISBN: 978-3-8362-1197-0
Publisher: Galileo Computing

OpenVPN

Grundlagen, Konfiguration, Praxis
ISBN: 978-3-89864-396-2
Publisher: dpunkt.verlag

4.2 Web Links

OpenVPN Technologies, Inc.:

http://www.openvpn.net

OpenVPN e.V.:

http://www.openvpn.eu
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