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Introduction

1 Introduction

General

The present publication refers to a combination of selected hardware and software
components of INSYS icom GmbH as well as other manufacturers. All components
have been combined with the target to realize certain results and effects for certain
applications in the field of professional data transfer.

All components have been prepared, configured and used as described in this pub-
lication. Thus, the desired results and effects have been achieved.

The exact descriptions of all used components, to which this publication refers, are
described in the tables Hardware, Accessories and Software at the end of this pub-
lication.

The symbols and formattings used in this publication are explained in the corre-
spondent section at the end of this publication.

Some configurations or preparations, which are precondition in this publication, are
described in other publications. Therefore, always refer to the related device manu-
als. INSYS devices with web interface provide you with helpful information about
the configuration possibilities, if you click on "display help text" in the header.

An Android tablet can also participate in the INSYS Connectivity Service via an
OpenVPN connection.

Refer to http://www.openvpn.net for further information about OpenVPN.

Use this publication to find out how to include an Android tablet into the INSYS
Connectivity Service via an OpenVPN connection. Prerequisite is that the app
OpenVPN for Android is installed on the tablet.

The present publication describes the proceeding under Android 4.2 on a Nexus
tablet. Please note that you need at least Android 4.0 for OpenVPN for Android.
Proceed accordingly for an installation under other versions/devices.

Client Q

INSYS
Connectivity

config.ovpn

Figure 1: Android tablet with INSYS Connectivity Service via OpenVPN
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Configuration

2 Configuration

Configuration

Proceed as follows to configure the OpenVPN connection to the INSYS Connectivi-
ty Service.

B Downloading the configuration file from INSYS Connectivity Service

How to download the OpenVPN configuration file for your tablet from the IN-
SYS Connectivity Service.

- The tablet is connected to the Internet.
- The tablet is completely configured in the INSYS Connectivity Service.

1. Open the browser and log in to your account in the INSYS Connectivity.

() INSYS MICROELECTRONI( / E4 INSYS :: Log in

« C 8 https insys-icom.de *

Username
INSYS_icom_Doc

Password
Language INSYS
English ’ Connectivity

Register Login
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Configuration

2. Select the "Devices" tab.

() INSYS MICROELECTRONI( £ Connectivity Service ::
Fe ) . . L]
<« < https insys-icom.de ik s
Contact Help ngi!m INSYS Connectivity Service IN—Eiuun

Groups b~ My VPN Hub

Add a device Clone Delete

Showing 1 to 4 of 4 Entries

| Name | | | ' ! [ [ | |Code| |

Feldgerstl 10010001 INSYS Offline FieldDevices Manage Download 192.198.13.1 2552552550 Codel ;a;le

Feldgerat2 10010002 INSYS Offline FieldDevices Manage Download 192.198.14.1 255.255.255.0 Codel hLAa;rle

Leitrechner PC Offline ControlCenter Manage Download 192198.16.1  255.255.255.0 ;a;rle

Tablet PC Offline ServiceTechnicians Manage Download 192.198.17.1 255.255.255.0 k:;le
Search

Show 10 ¥ Entries

© _— ]

3. Select the "Download" button in the row of the respective device (here "Tab-

n
let").
() INSYS MICROELECTRONI( £ Connectivity Service ::
. . .
& C A htips insys-icom.de 7 :
Contact Help Log out INSYS Connectivity Service
Groups My VPN Hub Certificates in PKCS12 Container
Certificate Authority
Add a device Clone Delete Private Key
Showing 1 to 4 of 4 Entries Device Certificate
0OpenVPN Config file
Feldgeratl 10010001 INSYS Offline Fiel load 192.198.13.1 255.255.2550 Codel t;‘;r‘e
Feldgerat2 10010002 INSYS Offline Fiel load 192.198.14.1 2552552550 Codel ba;‘e
Leitrechner PC  Offline Com load 192.198.16.1 255.255.255.0 ;a;r‘e
Tablet PC Offline  Service 192.198.17.1  255.255.255.0 ;a;‘e
Search cancel
Show| 10 ¥ Entries
L) (- =

4. Select the "OpenVPN Config File" and download the file.
5. Select "Cancel" and close the browser.

v You have downloaded the configuration file from the INSYS Connectivity
Service to your tablet with this.

OpenVPN Connection to INSYS Connectivity Service under Android b
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Configuration

Configuring the OpenVPN package for the INSYS Connectivity Service

How to configure the OpenVPN package under Android for a connection to
the INSYS Connectivity Service.

The OpenVPN package is installed on the tablet.

The configuration file has been downloaded from the INSYS Connectivity Ser-
vice.

The tablet is connected to the Internet.

. Open OpenVPN for Android.

1~ i B
n OpenVPN for Android

VPN Profiles
List of all configured VPNs

General Settings

FAQ

Frequently asked questions and some advice

About
About OpenVPN for Android

Send Minidump to developer
Send debugging information about last crash to developer

OpenVPN Connection to INSYS Connectivity Service under Android
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Configuration

2. Select "VPN Profiles".

MR > 17:19

n VPN Profiles (3‘; ADD PROFILE iIMPORT

No VPN profiles defined.

7™\
Use the (jj icon to add a new VPN

Use the i icon to import an existing (.ovpn or .conf) profile from your sdcard.

Be sure to also check out the FAQ. There is a quick start guide.

3. Select "Import".

MR
n Import configuration file  FILEEXPLORER

Location: /storage/emulated/0

i Notifications

i Pictures

OpenVPN Connection to INSYS Connectivity Service under Android 7
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Configuration

4. Change to the "Download" folder.
MES RN

n Import configuration file  FILEEXPLORER

Location: /storage/emulated/0/Download
=/

../

W Tablet.ovpn

5. Select the previously downloaded configuration file (here "Tablet.ovpn") and
select the "Select" button.
o i Mi D
n Import configuration file ~ FILEEXPLORER
Location: /storage/emulated/0/Download
./
W,

W Tablet.ovpn

Select

V' The configuration file is being imported.

OpenVPN Connection to INSYS Connectivity Service under Android
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Configuration

o @i 17:20

n Convert Config File [2) mport X< canceL

Importing config file from source file:/storage/emulated/0/Download/Tablet.ovpn

Your configuration had a few configuration options that could not be parsed. These options were added as custom
configuration options. The custom configuration is displayed below:

resolv-retry infinite

max-routes 300

ping 30

ping-restart 60

Done reading config file.

6. Select "Import".
V' The configuration is displayed in the VPN Profiles.

o iMi D 17:20

0 VPN Profiles () ApD PROFILE [y IMPORT

Tablet

v You have configured the OpenVPN package for a connection to the IN-
SYS Connectivity Service with this.
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Configuration

Connection Establishment

Establish an OpenVPN connection to the INSYS Connectivity Service now. The fol-
lowing steps are necessary for this:

B Establishing an OpenVPN connection to the INSYS Connectivity Service

How to establish an OpenVPN connection to the INSYS Connectivity Service.

- The OpenVPN package is installed on the tablet.
- The configuration file has been imported into the OpenVPN package.
- The tablet is connected to the Internet.

1. Open OpenVPN for Android.

MES RN
0 OpenVPN for Android

VPN Profiles
List of all configured VPNs

General Settings

FAQ

Frequently asked questions and some advice

About
About OpenVPN for Android

Send Minidump to developer
Send debugging information about last crash to developer

10 OpenVPN Connection to INSYS Connectivity Service under Android
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Configuration

2. Select "VPN Profiles".

MES RN > 17:21

n VPN Profiles () ADD PROFILE [y IMPORT

Tablet

3. Select the previously created configuration (here "Tablet").

v A warning is displayed with the first connection establishment.

A Attention

OpenVPN for Android attempts to create a VPN
connection.

By proceeding, you are giving the application permission to
intercept all network traffic. Do NOT accept unless you trust the
application. Otherwise, you run the risk of having your data
compromised by malicious software.

¥ | trust this application.

Cancel

OpenVPN Connection to INSYS Connectivity Service under Android 11
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Configuration

4. Check the checkbox "I trust this application." and select "OK".

T2l

>3 ~ . S
CLEAR x CANCEL (i) INFO Ci. SEND " EDIT VPN SETTINGS

ICONNECTED:SUCCESS,198.18.0.13,176.9.162.6

Running on Nexus 7 (grouper) google, Android API 17

Generiere OpenVPN Konfiguration...

started Socket Thread

P:Initializing Google Breakpad!

P:OpenVPN 2.3_rc1+dspatch3 android-14-armeabi-v7a [SSL (OpenSSL)] [LZO] [EPOLL] [MH] [IPv6] built on Dec 25 2012
P:MANAGEMENT: Connected to management server at /data/data/de.blinkt.openvpn/cache/mgmtsocket
P:MANAGEMENT: CMD 'hold release’

Network Status: CONNECTED to WIFI "V0i092P"

P:MANAGEMENT: CMD 'bytecount 2'

P:MANAGEMENT: CMD 'state on’

P:MANAGEMENT: CMD 'proxy NONE'

P:WARNING: No server certificate verification method has been enabled. See http://openvpn.net/howto.html#mitm for more info.
P:MANAGEMENT: >STATE:1358866877,RESOLVE,,

P:Socket Buffers: R=[110592->131072] S=[110592->131072]

P:Protecting socket fd 4

P:MANAGEMENT: CMD 'needok 'PROTECTFD’ ok’

P:UDP link local: (not bound)

P:UDP link remote: [AF_INET]176.9.162.6:1173

P:MANAGEMENT: >STATE:1358866877,WAIT,,

P:MANAGEMENT: >STATE:1358866877,AUTH,,

P:TLS: Initial packet from [AF_INET]176.9.16 173, sid=e6f3b1af f034ecc?

~ ALI_IOVe Aal. AR

V' The OpenVPN tunnel is being established. Then, the OpenVPN symbol is
displayed in the task bar.

B 70 close a connection, select "Cancel” and confirm the dialog with "OK".

Cancel Confirmation

Disconnect the connected VPN/cancel the connection

attempt?

Cancel

12
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Used Components

3 Used Components

Hardware and software

Description Manufacturer Type Version
Tablet Google Nexus 7 -
OpenVPN pa- Open Source OpenVPN for Android | 0.5.28 or higher
cket
Operating sys- Google Android 4.0 or higher
tem
Table 1: Used hardware and software
OpenVPN Connection to INSYS Connectivity Service under Android 13
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Further Information

4 Further Information

4.1 Literature

OpenVPN

Das Praxisbuch

ISBN: 978-3-8362-1197-0
Publisher: Galileo Computing

OpenVPN

Grundlagen, Konfiguration, Praxis
ISBN: 978-3-89864-396-2
Publisher: dpunkt.verlag

4.2 Web Links

OpenVPN Technologies, Inc.:

http://www.openvpn.net

OpenVPN e.V.:

http://www.openvpn.eu

14

OpenVPN Connection to INSYS Connectivity Service under Android

EN Vers. 1.0

11.Jan. 2024 www.insys-icom.com



Symbols and Formattings

5 Symbols and Formattings

Uniform formattings and intuitive symbols are meant to help you find and read the infor-
mation relevant to you. The following text explains the symbols and formattings of this publi-
cation and corresponds in its structure with the structure of this publication.

Activity description for 1 to n operations

Use the activity target here to find out the target of this activity and the individual operations,
which compose this activity. You can decide whether this activity is relevant to you.

B Operation description of 1 to n operations of an activity

Use the operation target here to find out the target of this operation. This operation tar-
get is achieved by the following numbered operation steps.

= An arrow will indicate prerequisites which must be fulfilled to be able to process the sub-

sequent steps in a meaningful way.

1. Asingle operation step describes what you need to do at this point. Arrows describe a
sequence for selecting menu items - File = Print.

v" A result which you will receive after performing an operation step will be marked
with a check mark. At this point, you can check if the previous operation step(s)
was or were successful.

2. An operation step describes an operation to be completed simultaneously.

3. Process all steps in the sequence of the numbering.

® Additional information which you should take under consideration are marked with a
circled "i". You are pointed to possible error sources and their avoidance on the one
hand here; on the other hand, you will find interesting context and background infor-
mation about the respective topic.

console dialogues (e.g. Windows prompts) are highlighted in grey.
Your inputs/commands are highlighted in blue.
C:\Programme\OpenVPN\easy-rsa>build-key-server SERVER_1

P Alternative results and operation steps are marked with a solid triangle pointing to the
right. This will tell you how to reach the same results performing different steps, or
what you could do if you didn't reach the expected results at this point.

4. Each operation has a last step.

v\ With htis, you have successfully read Symbols and Formattings.
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