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1 Introduction 

General 

The present publication refers to a combination of selected hardware and software 
components of INSYS icom GmbH as well as other manufacturers. All components 
have been combined with the target to realize certain results and effects for certain 
applications in the field of professional data transfer. 

All components have been prepared, configured and used as described in this pub-
lication. Thus, the desired results and effects have been achieved. 

The exact descriptions of all used components, to which this publication refers, are 
described in the tables Hardware, Accessories and Software at the end of this pub-
lication. 

The symbols and formattings used in this publication are explained in the corre-
spondent section at the end of this publication. 

Some configurations or preparations, which are precondition in this publication, are 
described in other publications. Therefore, always refer to the related device manu-
als. INSYS devices with web interface provide you with helpful information about 
the configuration possibilities, if you click on "display help text" in the header. 

Target of this Publication 

An appropriate certificate structure is required for setting up a VPN network with 
certificate-based authentication.  

You'll learn from this publication how to generate the key and certificate files for 
Certification Authority (CA), Server, and Clients as well as an optional Certificate 
Revocation List (CRL) required for this. 

These files are necessary to set up an OpenVPN network. Refer to http://www.o-
penvpn.eu for further information about OpenVPN. 

Only the CA certificate and key and the certificates of the respective clients are re-
quired for setting up a VPN network with IPsec. The certificates for an IPsec partici-
pant are identical with those for the OpenVPN client. We refrain from a separate 
description of the creation of certificates and keys for an IPsec participant here. 

The following figures show the distribution of the different keys and certificates 
across the different participants in the respective VPN networks. A Diffie Hellman 
parameter set exists by default on the INSYS router, but can also be replaced man-
ually. 
Pos: 4 /Datenkommunikation/Configuration Gui de/M oRoS/V PN-Z ertifikate mit XCA erze ugen/1  Einführung/1 -2  TE  Prinzi pschaltbild: VPN-Zertifikate mit XCA erzeug en @ 5 \mod_1 2530 00104 621_9 1.doc @ 21642 @  

 

http://www.openvpn.eu/
http://www.openvpn.eu/
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Figure 1: CA certificate structure for OpenVPN server and client with certificate-based authen-
tication, here MoRoS as server and clients 

 

 

  

Figure 2: CA certificate structure for IPsec participant with certificate-based authentication, 
here MoRoS as participant 

Pos: 5 /Datenkommunikation/Configuration Gui de/=== ORGA - Module === /2 Kur zfassung/2-00  h1  --- Kurzfassung --- @ 5\ mod_12 5974 68602 97_91 .doc @ 2 2649 @ 1  
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2 Summary 

Generating Certificates and Keys 

How to generate all required files for a certificate structure using the default set-
tings. You will find detailed step by step instructions in the following section.  

 The system time of the PC is correct. 

◼ Preparing Key Directory 

C:\Program Files\OpenVPN\easy-rsa>vars 
C:\Program Files\OpenVPN\easy-rsa>clean-all 

◼ Generating CA Certificate and Key 

C:\Program Files\OpenVPN\easy-rsa>vars 
C:\Program Files\OpenVPN\easy-rsa>build-ca 
… 
Common Name (eg, your name or your server's hostname) []:ca 
… 
C:\Program Files\OpenVPN\easy-rsa> 

◼ Generating Certificate and Key for a Server 

C:\Program Files\OpenVPN\easy-rsa>vars 
C:\Program Files\OpenVPN\easy-rsa>build-key-server server 
… 
Common Name (eg, your name or your server's hostname) []:server 
… 
Sign the certificate? [y/n]:y 
… 
1 out of 1 certificate requests certified, commit? [y/n]y 
… 
C:\Program Files\OpenVPN\easy-rsa> 

◼ Generating Certificate and Key for a Client 

C:\Program Files\OpenVPN\easy-rsa>vars 
C:\Program Files\OpenVPN\easy-rsa>build-key client1 
… 
Common Name (eg, your name or your server's hostname) []:client1 
… 
Sign the certificate? [y/n]:y 
… 
1 out of 1 certificate requests certified, commit? [y/n]y 
… 
C:\Program Files\OpenVPN\easy-rsa> 

◼ Revoking a Certificate and Generating a Certificate Revocation List (if re-
quired) 

C:\Program Files\OpenVPN\easy-rsa>vars 
C:\Program Files\OpenVPN\easy-rsa>revoke-full client1 
… 
certificate revoked 
… 
C:\Program Files\OpenVPN\easy-rsa> 

 

 All files are generated with this. 
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3 Configuration 

3.1 Provisions and Presettings 

Provisions 

Please prepare the following items before starting the configuration: 

◼ Downloading the OpenVPN Package 
◼ Installing the OpenVPN Package on a Windows PC 
◼ Initialising the OpenVPN Package on a Windows PC 

 

◼ Downloading the OpenVPN Package 

 How to download the OpenVPN package from our website. 

 PC with approx. 1.5 MB free disk space  

 Web browser 

 Internet connection 

1. Open http://www.insys-icom.com/driver/ to download the drivers. 

2. Click on the link for your Windows version in the "MoRoS" section: 

 Refer to Control Panel, System, System section and System type for your 
Windows version (32 or 64 bit). 

  

 If a more recent version is available, download this. 

3. Save the file on your PC. 

 You have downloaded the OpenVPN package software with this. 
Pos: 12 /Datenk ommunikati on/Configurati on Guide/MoRoS /VPN-Zertifikate mit easy -rsa erzeuge n/3  Konfiguration - Zertifikate mit easy -rsa er zeuge n/3-0 2  HA  OpenV PN-Paket a uf Windows-PC i nstalliere n @ 5 \mod_12 61557 6796 66_91 .doc @ 22972 @  

 

  

http://www.insys-icom.com/driver/
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◼ Installing the OpenVPN Package on a Windows PC 

 How to install the OpenVPN GUI and the programs for creating the certificates 
and keys on your PC successfully. 

 You have downloaded the OpenVPN packet (version 2.3.3 or higher) from the 

INSYS website (www.insys-icom.com/driver). 

1. Execute the previously downloaded installation file 

 If Windows displays a security request, confirm it. 

2. Start the setup wizard and accept the license agreement. 

 The component selection window appears. 

  

3. Check the "OpenVPN RSA Certificate Management Scripts", se-

lect  Next >  and continue the setup wizard. 

 If a Windows log test warning is displayed, confirm it. 

4. Click on  Finish  upon completion of the installation. 

 The OpenVPN GUI, the SSL software and the programs for creating the 
certificates and keys are now in the specified directories (default: C:\Pro-
gram Files\OpenVPN\). 

  

 You have successfully installed the OpenVPN package on your PC and 
completed the provisions with this. 

Pos: 13 /Datenk ommunikati on/Configurati on Guide/MoRoS /VPN-Zertifikate mit easy -rsa erzeuge n/3  Konfiguration - Zertifikate mit easy -rsa er zeuge n/3-0 3  HA  OpenV PN-Paket a uf Windows-PC i nitialisier en @ 6\mod_12 8402 06676 08_9 1.doc @ 2854 3 @  

 

http://www.insys-icom.com/driver
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◼ Initialising the OpenVPN Package on a Windows PC 

 How to initialise the OpenVPN package upon installation to be able to gener-
ate a certificate structure later. 

 The OpenVPN package (version 2.0.9 or higher) is installed. 

1. Open the command prompt as administrator (right-click on Start menu → All 
Programs → Accessories → Command Prompt and select "Run as administra-
tor"). 

 It is necessary for further proceeding that you run the command prompt 
always as administrator! 

2. Change to the "easy-rsa" directory of the OpenVPN installation. 
D:\>c: 
C:\>cd program files\openvpn\easy-rsa 

3. Start the batch file "init-config.bat" to to initialise the OpenVPN package 
C:\Program Files\OpenVPN\easy-rsa>init-config 

 You have initialised the OpenVPN package with this and are able to start 
with generating a certificate structure. 

Pos: 1 4 /Datenkommunikation/Config uration G uide/M oRoS/VPN -Zertifikate mit easy-r sa erzeuge n/3  Konfiguration - Zertifikate mit easy-rsa er zeuge n/3 -10  TÄ  Voreinstellungen in Stapelverarbeit ungsdateie n @ 5\ mod_1 26155 7688 048_9 1.doc @ 2 2987 @  
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Presettings in the Batch Files 

You'll later use several batch files for creating the keys and certificates in the 
"C:\Program Files\OpenVPN" directory.  

Make the following presettings for the quick and accurate creation of key and cer-
tificate files: 

◼ Editing the Presettings in "vars.bat" 
◼ Specifying the Validity Period in "build-ca.bat" 
◼ Specifying the Validity Period in "build-key-server.bat" 
◼ Specifying the Validity Period in "build-key.bat" 

Pos: 15 /Datenk ommunikati on/Configurati on Guide/MoRoS /VPN-Zertifikate mit easy -rsa erzeuge n/3  Konfiguration - Zertifikate mit easy -rsa er zeuge n/3-1 1  HA  Vorei nstell unge n in vars.bat e ditieren @ 5\m od_ 12615 5769 0718_ 91.doc @ 229 92 @  

◼ Editing the Presettings in "vars.bat" 

 The environment variables (KEY parameters) for the following batch files are 
defined by starting "vars.bat". 

 The KEY parameters must be identical in the complete certificate structure. It 
is therefore urgently recommended to do a one-time adjustment of the default 
values in "vars.bat" for your purposes to avoid typos and ease the complete 
process. 

 The following KEY parameters are set by default: 

  

 Edit the file with a text editor as described in the following. 

 Text editor like "Notepad++" with syntax highlighting for example 

 

 The OpenVPN packet (version 2.3.3 or higher) from the INSYS website 

(www.insys-icom.com/driver) is installed and ready for operation. 

1. Create a backup copy of the file "vars.bat" in the directory "C:\Pro-
gram Files\OpenVPN\easy-rsa". 

2. Edit in "vars.bat" the lines 31 to 35, as shown in the following example. 

  

  

http://www.insys-icom.com/driver
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 The maximum length of the default values is: 
2 characters for "KEY_COUNTRY" 
e. g. two-digit country code as per ISO 3166-1 (alpha 2-Code)  
64 characters for "KEY_PROVINCE" 
64 characters for "KEY_CITY" 
64 characters for "KEY_ORG" 
40 characters for "KEY_EMAIL" 

 Use quotes for default values with blanks like for "INSYS MICROELECTRO-
NIS GmbH".  
Capitalization is not ignored. 

3. Save your modifications. 

 If you cannot save the edited file under Windows 7, save it to a different 
destination and copy it to the respective directory. 

 Editing of the default settings in "vars.bat" is completed with this. 
Pos: 16 /Datenk ommunikati on/Configurati on Guide/MoRoS /VPN-Zertifikate mit easy -rsa erzeuge n/3  Konfiguration - Zertifikate mit easy -rsa er zeuge n/3-1 2  HA  Gültigkeit sda uer in buil d-ca.bat festlegen @ 5\m od_1 2615 5769 3278_ 91.doc @ 229 97 @  

 

◼ Specifying the Validity Period in "build-ca.bat" 

 The batch file "build-ca.bat" described elsewhere in this guide generates an 
RSA key with a validity of 10 years for a CA by default. This validity period is 
controlled by the OpenSSL parameter "-days 3650". 

 Edit the file "build-ca.bat" if you want to modify the validity period of the 
generated keys and certificates.. Otherwise, proceed with the next section. 

 Edit the file with a text editor, like Notepad++ for example, as described in the 
following. 

 The OpenVPN packet (version 2.3.3 or higher) from the INSYS website 

(www.insys-icom.com/driver) is installed and ready for operation. 

1. Create a backup copy of the file "build-ca.bat" in the directory "C:\Pro-
gram Files\OpenVPN\easy-rsa". 

2. Edit in "build-ca.bat" in line 4 the value of the parameter "-days".  

  

 The value represents the validity period in days from the date of generation 
and is between 1 and x. Due to calender exceptions (leap years, days in 
February), 3650 days are not exactly 10 years, as it is obvious from the cer-
tificate generated on 27.07.09: 

 

 If you want to revoke a certificate later, because an employee or device re-
tires for example, you can use the "Certificate Revocation List" from firm-
ware version 2.1.0. This is a file, which contains the revoked certificates is-
sued to certain root certificate. 

3. Save your modifications. 

 Editing of the validity period in "build-ca.bat" is completed with this. 
  

http://www.insys-icom.com/driver
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◼ Specifying the Validity Period in "build-key-server.bat" 

 The batch file "build-key-server.bat" described elsewhere in this guide gener-
ates an RSA key with a validity of 10 years for a server by default. This validity 
period is controlled by the OpenSSL parameter "-days 3650". 

 Edit the file "build-key-server.bat" if you want to modify the validity period 
of the generated keys and certificates.. Otherwise, proceed with the next 
section. 

 Edit the file with a text editor, like Notepad++ for example, as described in the 
following. 

 The OpenVPN packet (version 2.3.3 or higher) from the INSYS website 

(www.insys-icom.com/driver) is installed and ready for operation. 

1. Create a backup copy of the file "build-key-server.bat" in the directory "C:\Pro-
gram Files\OpenVPN\easy-rsa". 

2. Edit in "build-key-server.bat" in line 4 and line 6 the value of the parameter "-
days". 

   

 The value represents the validity period in days from the date of generation 
and is between 1 and x. Due to calender exceptions (leap years, days in 
February), 3650 days are not exactly 10 years, as it is obvious from the cer-
tificate generated on 27.07.09: 

 

 If you want to revoke a certificate later, because an employee or device re-
tires for example, you can use the "Certificate Revocation List" from firm-
ware version 2.1.0. This is a file, which contains the revoked certificates is-
sued to certain root certificate. 

3. Save your modifications. 

 Editing of the validity period in "build-key-server.bat" is completed with 
this. 

Pos: 18 /Datenk ommunikati on/Configurati on Guide/MoRoS /VPN-Zertifikate mit easy -rsa erzeuge n/3  Konfiguration - Zertifikate mit easy -rsa er zeuge n/3-1 4  HA  Gültigkeit sda uer in buil d-key .bat festlege n @ 5 \mod_126 2876 9342 60_91 .doc @ 2 3098 @  

 

  

http://www.insys-icom.com/driver
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◼ Specifying the Validity Period in "build-key.bat" 

 The batch file "build-key.bat" described elsewhere in this guide generates an 
RSA key with a validity of 10 years for a client by default. This validity period 
is controlled by the OpenSSL parameter "-days 3650". 

 Edit the file "build-key.bat" if you want to modify the validity period of the 
generated keys and certificates.. Otherwise, proceed with the next section. 

 Edit the file with a text editor, like Notepad++ for example, as described in the 
following. 

 The OpenVPN packet (version 2.3.3 or higher) from the INSYS website 

(www.insys-icom.com/driver) is installed and ready for operation. 

1. Create a backup copy of the file "build-key.bat" in the directory "C:\Pro-
gram Files\OpenVPN\easy-rsa". 

2. Edit in "build-key.bat" in line 4 and line 6 the value of the parameter "-days". 

   

 The value represents the validity period in days from the date of generation 
and is between 1 and x. Due to calender exceptions (leap years, days in 
February), 3650 days are not exactly 10 years, as it is obvious from the cer-
tificate generated on 27.07.09: 

 

 If you want to revoke a certificate later, because an employee or device re-
tires for example, you can use the "Certificate Revocation List" from firm-
ware version 2.1.0. This is a file, which contains the revoked certificates is-
sued to certain root certificate. 

3. Save your modifications. 

 Editing of the validity period in "build-key.bat" is completed with this. 

  

http://www.insys-icom.com/driver
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3.2 Creating Certificates 

Creating a Certificate Structure Under Windows 

A Public Key Infrastructure (PKI) comprises services for encryption and digital sig-
nature on the basis of public key procedures.  

First, the files for the CA (Certification Authority) are generated. Then, a key pair is 
generated for the server and each client. One key pair for both clients (participants) 
is necessary for setting up an IPsec connection. These key pairs will be uploaded to 
the devices later. 

Moreover, it is possible to create a Certificate Revocation List (CRL) for OpenVPN, 
which contains the revoked certificates. If certificates have to be revoked before 
their expiry (due to misuse for example), they can be entered into this list. Every 
updated list must then be uploaded to the device, which acts as OpenVPN server. 

 A Certificate Revocation List can not be uploaded to MoRoS 1.x and is not 
essential for setting up an OpenVPN network with certificate-based authen-
tication. 

You will need the following files for setting up an OpenVPN network with certifi-
cate-based authentication: 

 For the OpenVPN server: 

  Diffie-Hellman parameter set (e.g. dh1024.pem) 

  CA certificate (e.g. ca.crt) 

  Server certificate (e.g. server.crt) 

  Server key (e.g. server.key) 

 For each OpenVPN client (1-n): 

  CA certificate (e.g. ca.crt) 

  Client certificate (e.g. client1.crt) 

  Client key (e.g. client1.key) 

 A separate pair of certificate and key is necessary for each OpenVPN client. 

 The respective keys are secret and may only be known by the related Open-
VPN participant besides the issuing CA. The CA key is essential for the se-
curity of the OpenVPN network and must be kept top secret by the CA. 

 

You will need the following files for setting up an IPsec connection with certificate-
based authentication: 

 For each of both IPsec participants: 

  CA certificate (e.g. ca.crt) 

  Participant certificate (e.g. peer1.crt) 

  Participant key (e.g. peer1.key) 
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 The respective keys are secret and may only be known by the related VPN 
participant besides the issuing CA. The CA key is essential for the security 
of the VPN network and must be kept top secret by the CA. 

 

Generate the files in the sequence of the following sections: 

◼ Preparing Key Directory 
◼ Generating Diffie-Hellman Parameters for a Server (if required) 
◼ Generating CA Certificate and Key 
◼ Generating Certificate and Key for a Server 
◼ Generating Certificate and Key for a Client 
◼ Revoking a Certificate and Generating a Certificate Revocation List (if re-

quired) 
Pos: 21 /Datenk ommunikati on/Configurati on Guide/MoRoS /VPN-Zertifikate mit easy -rsa erzeuge n/3  Konfiguration - Zertifikate mit easy -rsa er zeuge n/3-2 1  HA  Schl üsselverzei chnis v orbereite n @ 6 \mod_12 76000 0089 70_91 .doc @ 27223 @  

◼ Preparing Key Directory 

 How to delete the complete content of the subdirectory "C:\Pro-
gram Files\OpenVPN\easy-rsa\keys". 

 Save possibly existing files from other projects in this directory if you still 
need them. 

 The OpenVPN package (version 2.3.3 or higher) is installed. 

1. Open the command prompt as administrator (right-click on Start menu → All 
Programs → Accessories → Command Prompt and select "Run as administra-
tor"). 

 It is necessary for further proceeding that you run the command prompt 
always as administrator! 

2. Change to the "easy-rsa" directory of the OpenVPN installation. 
D:\>c: 
C:\>cd program files\openvpn\easy-rsa 

3. Start the batch file "vars.bat" for setting the environment variables and default 
values. 
C:\Program Files\OpenVPN\easy-rsa>vars 

4. Start the batch file "clean-all.bat" to prepare the subdirectory "C:\Pro-
gramme\OpenVPN\easy-rsa\keys" 
C:\Program Files\OpenVPN\easy-rsa>clean-all 

 The batch file "clean-all.bat" deletes the complete content of the "C:\Pro-
gram Files\OpenVPN\easy-rsa\keys" directory. 

 The two files with the name "index.txt" and "serial" with a file size of ap-
prox. 0 and 1 kb are now in the subdirectory "C:\Program Files\Open-
VPN\easy-rsa\keys". "index.txt" is empty and "serial" contains "01" as de-
fault value for the consecutive numbering of the PEM files and will be in-
cremented by 1 with each generated PEM file; see section "Generating 
Certificate and Key for a Server". 

Pos: 22 /Datenk ommunikati on/Configurati on Guide/MoRoS /VPN-Zertifikate mit easy -rsa erzeuge n/3  Konfiguration - Zertifikate mit easy -rsa er zeuge n/3-2 2  HA  Diffie-Hellma nn-Paramter er zeuge n @ 5 \mod_12 61557 7020 67_91 .doc @ 2 3012 @  
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◼ Generating Diffie-Hellman Parameters for a Server 

 How to generate the Diffie-Hellman parameters. Generating the parameters 
can take several minutes, depending on the processing power of the PC. 

 A Diffie-Hellmann parameter set is already loaded in the default state of an 
INSYS router. Execute the following steps if you want to generate a new 
parameter set. Otherwise, you can skip this section. 

 Diffie-Hellman parameters are only used by the OpenVPN server, not by the 
OpenVPN clients. 

 The OpenVPN package (version 2.3.3 or higher) is installed. 

1. Open the command prompt as administrator (right-click on Start menu → All 
Programs → Accessories → Command Prompt and select "Run as administra-
tor"). 

 It is necessary for further proceeding that you run the command prompt 
always as administrator! 

2. Change to the "easy-rsa" directory of the OpenVPN installation. 
D:\>c: 
C:\>cd program files\openvpn\easy-rsa 

3. Start the batch file "vars.bat" for setting the environment variables and default 
values. 
C:\Program Files\OpenVPN\easy-rsa>vars 

4. Start the batch file "build--dh.bat" to generate the Diffie-Hellmann parameters 
C:\Program Files\OpenVPN\easy-rsa>build-dh 

 The following dialogue is displayed during generation: 
Loading 'screen' into random state - done 
Generating DH parameters, 1024 bit long safe prime, generator 2 
This is going to take a long time 
............................................................+.... 
...+........................................................+.... 
.+...............................................+............... 
........................+.........++*++*++* 
C:\Program Files\OpenVPN\easy-rsa>  

 The Diffie-Hellmann parameter generation is completed with this.  
The file "dh1024.pem" is now in the subdirectory "C:\Pro-
gram Files\OpenVPN\easy-rsa\keys". 

Pos: 23 /Datenk ommunikati on/Configurati on Guide/MoRoS /VPN-Zertifikate mit easy -rsa erzeuge n/3  Konfiguration - Zertifikate mit easy -rsa er zeuge n/3-2 3  HA  CA -Zertifikat und -Schlüssel er zeuge n @ 5 \mod_12 61557 7042 83_91 .doc @ 23017 @  

◼ Generating CA Certificate and Key 

 How to generate the certificate structure of your own certification authority 
(CA). The CA certificate structure consists of the two files "ca.key" (secret key) 
and "ca.crt" (public certificate). 

 The OpenVPN package (version 2.3.3 or higher) is installed. 

 The default values in "vars.bat" are modified. 

 The validity period is defined; default entry is 3650 days = 10 years. 

1. Check the time and date setting of the PC 
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 Certificates have an expiry date. A wrong system time (time and date) is a 
frequent failure source. Therefore, ensure that the system time of the PC 
and the INSYS router is correct when creating as well as commissioning 
the VPN server or clients. 

2. Open the command prompt as administrator (right-click on Start menu → All 
Programs → Accessories → Command Prompt and select "Run as administra-
tor"). 

 It is necessary for further proceeding that you run the command prompt 
always as administrator! 

3. Change to the "easy-rsa" directory of the OpenVPN installation.  
D:\>c: 
C:\>cd program files\openvpn\easy-rsa 

4. Start the batch file "vars.bat" for setting the environment variables and default 
values: 
C:\Program Files\OpenVPN\easy-rsa>vars 

 The environment variables are valid as long as the command prompt win-
dow is open. "vars.bat" must be executed again if the DOS window has 
been closed in the meantime. 

5. Start the batch file "build-ca".bat" to generate the public CA certificate "ca.crt" 
and the secret key "ca.key": 
C:\Program Files\OpenVPN\easy-rsa>build-ca 
Loading 'screen' into random state - done 
Generating a 1024 bit RSA private key 
............................++++++ 
..++++++ 
writing new private key to 'keys\ca.key' 
----- 

 The RSA key has been created.  
A file with the name "ca.key" and a file size of 0 kb is now in the subdi-
rectory "C:\Program Files\OpenVPN\easy-rsa\keys". 

 The file names "ca.crt" and "ca.key" are fixed. A later modification leads to 
a function loss! 

 The server is identified with the following information. All information must 
be identical for all certificates within a certificate structure except the 
"Common Name"! The "Common Name" must be different for all certifi-
cates! 

 You are now prompted to confirm your presettings, like "[DE]": 
You are about to be asked to enter information that will be incorporated 
into your certificate request. 
What you are about to enter is what is called a Distinguished Name or a DN. 
There are quite a few fields but you can leave some blank 
For some fields there will be a default value, 
If you enter '.', the field will be left blank. 
----- 
Country Name (2 letter code) [DE]: 
State or Province Name (full name) [BY]: 
Locality Name (eg, city) [Regensburg]: 
Organization Name (eg, company) ["INSYS MICROELECTRONICS GmbH"]: 
Organizational Unit Name (eg, section) [changeme]: 

6. Confirm your presettings with  Enter .  

The value for "Organizational Unit Name" can be left empty. 

 You will now be prompted to enter a "Common Name". 



 Configuration 

Creating X509.v3 Certificates for VPNs with easy-rsa 17 
www.insys-icom.com     17. Jan. 2024     Vers. 1.6     EN 

Common Name (eg, your name or your server's hostname) []:ca 

 This field may never be empty. With this information, the server will later 
distinguish the various clients and client networks. The "Common Name" 
must be biunique in the complete certificate structure and have a maximum 
length of 63 characters.  

 Replace blanks with underscores, like for example "VPN_HOSTNAME". Ob-
serve the capitalization and preferably use only one of these possibilities 
consistently. Do not use country-specific characters like umlauts. 

7. Use as "Common Name" e.g. "ca". 

 You will now be prompted to enter a Name. 
Name [changeme]: 

8. Confirm your presetting with  Enter .  

The value for "Name" can be left empty. 

 You are now prompted to confirm your preset e-mail address 
Email Address [support@insys-tec.de]: 

9. Confirm your presetting with  Enter .  
C:\Program Files\OpenVPN\easy-rsa> 

 The CA certificate structure generation is completed with this.  
The two files with the name "ca.key" and "ca.crt" with a file size of ap-
prox. 1 to 2 kb are now in the subdirectory "C:\Program Files\Open-
VPN\easy-rsa\keys". 

 

 Appendix: Content of the command prompt window (process of the scripts) 

 Your inputs are highlighted in blue. 

 
D:\>c: 
C:\>cd program files\openvpn\easy-rsa 
C:\Program Files\OpenVPN\easy-rsa>vars 
C:\Program Files\OpenVPN\easy-rsa>build-ca 
Loading 'screen' into random state - done 
Generating a 1024 bit RSA private key 
............................++++++ 
..++++++ 
writing new private key to 'keys\ca.key' 
----- 
You are about to be asked to enter information that will be incorporated 
into your certificate request. 
What you are about to enter is what is called a Distinguished Name or a DN. 
There are quite a few fields but you can leave some blank 
For some fields there will be a default value, 
If you enter '.', the field will be left blank. 
----- 
Country Name (2 letter code) [DE]: 
State or Province Name (full name) [BY]: 
Locality Name (eg, city) [Regensburg]: 
Organization Name (eg, company) ["INSYS MICROELECTRONICS GmbH"]: 
Organizational Unit Name (eg, section) [changeme]: 
Common Name (eg, your name or your server's hostname) []:ca 
Name [changeme]: 
Email Address [support@insys-tec.de]: 
C:\Program Files\OpenVPN\easy-rsa> 
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◼ Generating Certificate and Key for a Server 

 How to generate the private key (e.g. server.key) and the public certificate 
(e.g. server.crt) for a server.  

 A "Common Name" is required for the generation. The "Common Name" is 
the unique member name of a VPN participant in the secured network and is 
used for routing into the client networks for example. The "Common Name" 
must only be used for one participant and cannot be changed any more after 
the generation. Observe the capitalization for the "Common Name" and pref-
erably use upper or lower case consistently. 

 The same entry for "file name" and "Common Name" is recommended. Your 
benefit: You can already tell the "Common Name" of the certificate by the file 
name. Select different entries if this is to be disguised due to security reasons. 

 The maximum length of the "Common Name" is 29 characters for all INSYS 
routers (15 characters for MoRoS 1.3). 

 The content of the command prompt window A(process of the scripts) is 
shown completely as appendix at the end of this section. 

 

 The OpenVPN package (version 2.3.3 or higher) is installed. 

 The CA certificate structure is generated (files "ca.key" and "ca.crt"). 

 The default values in "vars.bat" must definitely be the same as for the genera-

tion of the CA certificate structure! 

 The file name is "server" in this example; the "Common Name" is also 

"server". 

1. Check the time and date setting of the PC 

 Certificates have an expiry date. A wrong system time (time and date) is a 
frequent failure source. Therefore, ensure that the system time of the PC 
and the INSYS router is correct when creating as well as commissioning 
the server or clients. 

2. Open the command prompt as administrator (right-click on Start menu → All 
Programs → Accessories → Command Prompt and select "Run as administra-
tor"). 

 It is necessary for further proceeding that you run the command prompt 
always as administrator! 

3. Change to the "easy-rsa" directory of the OpenVPN installation.  
D:\>c: 
C:\>cd program files\openvpn\easy-rsa 

4. Start the batch file "vars.bat" for setting the environment variables and default 
values: 
C:\Program Files\OpenVPN\easy-rsa>vars 

 The environment variables are valid as long as the command prompt win-
dow is open. "vars.bat" must be executed again if the DOS window has 
been closed in the meantime. 

5. Start the batch file "build--key--server.bat" to generate certificate and key and 
enter as parameter the desired file name, e.g. "server": 
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C:\Program Files\OpenVPN\easy-rsa>build-key-server server 
Loading 'screen' into random state - done 
Generating a 1024 bit RSA private key 
............................++++++ 
..++++++ 
writing new private key to 'keys\server.key' 
----- 
You are about to be asked to enter information that will be incorporated 
into your certificate request. 
What you are about to enter is what is called a Distinguished Name or a DN. 
There are quite a few fields but you can leave some blank 
For some fields there will be a default value, 
If you enter '.', the field will be left blank. 
----- 

 One file has been created.  
The file "server.key" with a file size of 0 kb is now in the subdirectory 
"C:\Program Files\OpenVPN\easy-rsa\keys". 

 You are now prompted to confirm your presettings, like "[DE]". 

 Each participant in the VPN network is identified with the information 
"Country Name", "State or Province Name", "Locality Name", "Organization 
Name", "Organizational Unit Name" among others for example when estab-
lishing a connection.  
Therefore, this information (DN, Distinguished Names) must be identical for 
all certificates within a VPN network!  
In order to avoid mistakes and speed up the process, you have already 
specified the default values in the file "vars.bat" before creating the certifi-
cation authority (CA). 

6. Confirm your presettings with  Enter .  

The value for "Organizational Unit Name" can be left empty. 
Country Name (2 letter code) [DE]: 
State or Province Name (full name) [BY]: 
Locality Name (eg, city) [Regensburg]: 
Organization Name (eg, company) ["INSYS MICROELECTRONICS GmbH"]: 
Organizational Unit Name (eg, section) [changeme]: 

 You will now be prompted to enter a "Common Name". 

 This field may never be empty!  

Common Name (eg, your name or your server's hostname) []: 

 Replace blanks with underscores. Observe the capitalization and preferably 
use only one of these possibilities consistently. Do not use country-specific 
characters like umlauts. Don't use more than 29 characters to ensure com-
patibility with all INSYS routers (15 characters for MoRoS 1.3). 

7. Use in this example as "Common Name" e.g. "server". 
Common Name (eg, your name or your server's hostname) []:server 

 You will now be prompted to enter a Name. 
Name [changeme]: 

8. Confirm your presetting with  Enter .  

The value for "Name" can be left empty. 

 You are now prompted to confirm your preset e-mail address 
Email Address [support@insys-tec.de]: 

9. Confirm your presetting with  Enter .  

 You are now prompted to make further specifications: 
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 The value for "challenge password" must remain empty that the VPN tun-
nel can be established automatically!  
The value for "optional company name" can be left empty. 

Please enter the following 'extra' attributes 
to be sent with your certificate request 
A challenge password []: 
An optional company name []: 

10. Confirm the empty presettings with  Enter .  

 You are prompted to sign the certificate after checking and summarising 
the specifications: 

Using configuration from openssl.cnf 
Loading 'screen' into random state - done 
Check that the request matches the signature 
Signature ok 
The Subject's Distinguished Name is as follows 
countryName           :PRINTABLE:'DE' 
stateOrProvinceName   :PRINTABLE:'BY' 
localityName          :PRINTABLE:'Regensburg' 
organizationName      :T61STRING:'"INSYS MICROELECTRONICS GmbH"' 
organizationalUnitName:PRINTABLE:'changeme' 
commonName            :PRINTABLE:'server' 
name                  :PRINTABLE:'changeme' 
emailAddress          :IA5STRING:'support@insys-tec.de' 
Certificate is to be certified until Jul 26 14:34:31 2019 GMT (3650 days) 
Sign the certificate? [y/n]:y 

 Three files have been created up to now.  
The files "server.key" and "server.csr" each with a file size of 1 kb and 
the file "server.crt" with a file size of 0 kb are now in the subdirectory 
"C:\Program Files\OpenVPN\easy-rsa\keys". 

11. Confirm with  y .  

 You are now prompted to confirm your own certificate request: 
1 out of 1 certificate requests certified, commit? [y/n]y 

12. Confirm with  y .  
Write out database with 1 new entries 
Data Base Updated 

 The certificate has been created and saved as file. 
The files "index.txt" and "serial" (database) in the directory "C:\Pro-
gram Files\OpenVPN\easy-rsa\keys" have been updated. 

 The updated "database" is the file "serial", which contains a decimal figure, 
like e.g. "01". This value is increased by 1 with each successful certifi-
cate/key generation.  
The file "index.txt" contains now an entry in the form: 
V   190726143431Z   01   unknown   /C=DE/ST=BY/O="INSYS MICROE-
LECTRONICS GmbH"/CN=server/emailAddress=support@insys-tec.de. The 
entry "190726143431" is the date from which the certificate is invalid here: 
2019/07/26 from 14:34:31. The Common Name specified by you is indi-
cated for CN, here "server". The following value "01" is the sequence num-
ber of the PEM file; see below 

C:\Program Files\OpenVPN\easy-rsa> 
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 The generation of the secret key and the public certificate for a server is 
completed with this. 
The four new files "server.key", "server.crt", "server.csr" and "01.pem" 
with a file size of approx. 1 to 4 kb are now in the subdirectory "C:\Pro-
gram Files\OpenVPN\easy-rsa\keys". 

 The CSR file, here "server.csr", is not required for the purposes described 
here. CSR stands for "Certificate Signing Request". You can easily delete 
the file "server.csr" since you are your own certification authority with 
OpenSSL and have confirmed your certificate request yourself. This would 
only be necessary, if you would request the certification from a foreign cer-
tification authority (CA); you would send the file "x.csr" to the certification 
authority and receive a certified "x.crt" again. 

 The PEM file, here "01.pem", is not required for the purposes described 
here. A PEM file is a Base64-encoded certificate. The file is enumerated 
consecutively, e.g "01.pem" etc. and is a copy of the issued certificate, in 
this example of "server.crt". OpenSSL keeps an account about the issued 
certificates in the file "index.txt". 
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 Appendix: Content of the command prompt window (process of the scripts) 

 Your inputs are highlighted in blue. 

 
D:\>c: 
C:\>cd program files\openvpn\easy-rsa 
C:\Program Files\OpenVPN\easy-rsa>vars 
C:\Program Files\OpenVPN\easy-rsa>build-key-server server 
Loading 'screen' into random state - done 
Generating a 1024 bit RSA private key 
...............++++++ 
.......................................................................++++++ 
writing new private key to 'keys\server.key' 
----- 
You are about to be asked to enter information that will be incorporated 
into your certificate request. 
What you are about to enter is what is called a Distinguished Name or a DN. 
There are quite a few fields but you can leave some blank 
For some fields there will be a default value, 
If you enter '.', the field will be left blank. 
----- 
Country Name (2 letter code) [DE]: 
State or Province Name (full name) [BY]: 
Locality Name (eg, city) [Regensburg]: 
Organization Name (eg, company) ["INSYS MICROELECTRONICS GmbH"]: 
Organizational Unit Name (eg, section) [changeme]: 
Common Name (eg, your name or your server's hostname) []:server 
Name [changeme]: 
Email Address [support@insys-tec.de]: 
 
Please enter the following 'extra' attributes 
to be sent with your certificate request 
A challenge password []: 
An optional company name []: 
Using configuration from openssl.cnf 
Loading 'screen' into random state - done 
Check that the request matches the signature 
Signature ok 
The Subject's Distinguished Name is as follows 
countryName           :PRINTABLE:'DE' 
stateOrProvinceName   :PRINTABLE:'BY' 
localityName          :PRINTABLE:'Regensburg' 
organizationName      :T61STRING:'"INSYS MICROELECTRONICS GmbH"' 
organizationalUnitName:PRINTABLE:'changeme' 
commonName            :PRINTABLE:'server' 
name                  :PRINTABLE:'changeme' 
emailAddress          :IA5STRING:'support@insys-tec.de' 
Certificate is to be certified until Jul 28 14:03:36 2019 GMT (3650 days) 
Sign the certificate? [y/n]:y 
 
 
1 out of 1 certificate requests certified, commit? [y/n]y 
Write out database with 1 new entries 
Data Base Updated 
 
C:\Program Files\OpenVPN\easy-rsa> 
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◼ Generating Certificate and Key for a Client 

 How to generate the private key (e.g. client1.key) and the public certificate 
(e.g. client1.crt) for a client. 

 A "Common Name" is required for the generation. The "Common Name" is 
the unique member name of a VPN participant in the secured network and is 
used for routing into the client networks for example. The "Common Name" 
must only be used for one participant and cannot be changed any more after 
the generation. Observe the capitalization for the "Common Name" and pref-
erably use upper or lower case consistently. 

 The same entry for "file name" and "Common Name" is recommended. Your 
benefit: You can already tell the "Common Name" of the certificate by the file 
name. Select different entries if this is to be disguised due to security reasons. 

 The maximum length of the "Common Name" is 29 characters for all INSYS 
routers (15 characters for MoRoS 1.3). 

 The content of the command prompt window A(process of the scripts) is 
shown completely as appendix at the end of this section. 

 

 The OpenVPN package (version 2.3.3 or higher) is installed. 

 The CA certificate structure is generated (files "ca.key" and "ca.crt"). 

 The default values in "vars.bat" must definitely be the same as for the genera-

tion of the CA certificate structure! 

 The file name is "client1" in this example; the "Common Name" is also "cli-

ent1". 

1. Check the time and date setting of the PC 

 Certificates have an expiry date. A wrong system time (time and date) is a 
frequent failure source. Therefore, ensure that the system time of the PC 
and the INSYS router is correct when creating as well as commissioning 
the server or clients. 

2. Open the command prompt as administrator (right-click on Start menu → All 
Programs → Accessories → Command Prompt and select "Run as administra-
tor"). 

 It is necessary for further proceeding that you run the command prompt 
always as administrator! 

3. Change to the "easy-rsa" directory of the OpenVPN installation.  
D:\>c: 
C:\>cd program files\openvpn\easy-rsa 

4. Start the batch file "vars.bat" for setting the environment variables and default 
values: 
C:\Program Files\OpenVPN\easy-rsa>vars 

 The environment variables are valid as long as the command prompt win-
dow is open. "vars.bat" must be executed again if the DOS window has 
been closed in the meantime. 

5. Start the batch file "build--key.bat" to generate certificate and key and enter as 
parameter the desired file name, e.g. "client1": 



Configuration 

24 Creating X509.v3 Certificates for VPNs with easy-rsa 
 EN     Vers. 1.6     17. Jan. 2024     www.insys-icom.com 

C:\Program Files\OpenVPN\easy-rsa>build-key client1 
Loading 'screen' into random state - done 
Generating a 1024 bit RSA private key 
...........++++++ 
.........++++++ 
writing new private key to 'keys\client1.key' 
----- 
You are about to be asked to enter information that will be incorporated 
into your certificate request. 
What you are about to enter is what is called a Distinguished Name or a DN. 
There are quite a few fields but you can leave some blank 
For some fields there will be a default value, 
If you enter '.', the field will be left blank. 
----- 

 Starting with version 2.1.1 of the OpenVPN package, you can alternatively 
start the batch file "build-key-pkcs12" here. A PKCS12 container with CA 
certificate as well as certificate and key of the client will be created with 
this. The further proceeding is the same as in this description. It is possible 
at the end to protect the container with a password. PKCS12 containers 
cannot be uploaded to MoRoS 1.x. Entering a password is only possible 
from FW 2.3.0. 

 One file has been created.  
The file "client1.key" with a file size of 0 kb is now in the subdirectory 
"C:\Program Files\OpenVPN\easy-rsa\keys". 

 You are now prompted to confirm your presettings, like "[DE]". 

 Each participant in the VPN network is identified with the information 
"Country Name", "State or Province Name", "Locality Name", "Organization 
Name", "Organizational Unit Name" among others for example when estab-
lishing a connection.  
Therefore, this information (DN, Distinguished Names) must be identical for 
all certificates within a VPN network!  
In order to avoid mistakes and speed up the process, you have already 
specified the default values in the file "vars.bat" before creating the certifi-
cation authority (CA). 

6. Confirm your presettings with  Enter .  

The value for "Organizational Unit Name" can be left empty. 
Country Name (2 letter code) [DE]: 
State or Province Name (full name) [BY]: 
Locality Name (eg, city) [Regensburg]: 
Organization Name (eg, company) ["INSYS MICROELECTRONICS GmbH"]: 
Organizational Unit Name (eg, section) [changeme]: 

 You will now be prompted to enter a "Common Name". 

 This field may never be empty!  

Common Name (eg, your name or your server's hostname) []: 

 Replace blanks with underscores. Observe the capitalization and preferably 
use only one of these possibilities consistently. Do not use country-specific 
characters like umlauts. Don't use more than 29 characters to ensure com-
patibility with all INSYS routers (15 characters for MoRoS 1.3). 

7. Use in this example as "Common Name" e.g. "client1". 
Common Name (eg, your name or your server's hostname) []:client1 

 You will now be prompted to enter a Name. 
Name [changeme]: 

8. Confirm your presetting with  Enter .  

The value for "Name" can be left empty. 
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 You are now prompted to confirm your preset e-mail address 
Email Address [support@insys-tec.de]: 

9. Confirm your presetting with  Enter .  

 You are now prompted to make further specifications: 

 The value for "challenge password" must remain empty that the VPN tun-
nel can be established automatically! 
The value for "optional company name" can be left empty. 

Please enter the following 'extra' attributes 
to be sent with your certificate request 
A challenge password []: 
An optional company name []: 

10. Confirm the empty presettings with  Enter .  

 Your specifications are checked and summarised now: 
Using configuration from openssl.cnf 
Loading 'screen' into random state - done 
DEBUG[load_index]: unique_subject = "yes" 
Check that the request matches the signature 
Signature ok 
The Subject's Distinguished Name is as follows 
countryName           :PRINTABLE:'DE' 
stateOrProvinceName   :PRINTABLE:'BY' 
localityName          :PRINTABLE:'Regensburg' 
organizationName      :T61STRING:'"INSYS MICROELECTRONICS GmbH"' 
organizationalUnitName:PRINTABLE:'changeme' 
commonName            :PRINTABLE:'client1' 
name                  :PRINTABLE:'changeme' 
emailAddress          :IA5STRING:'support@insys-tec.de' 
Certificate is to be certified until Jul 28 16:10:24 2019 GMT (3650 days) 
Sign the certificate? [y/n]:y 

 Three files have been created up to now.  
The files "client1.key" and "client1.csr" each with a file size of 1 kb and 
the file "client1.crt" with a file size of 0 kb are now in the subdirectory 
"C:\Program Files\OpenVPN\easy-rsa\keys". 

11. Confirm the prompt for signing the certificate with  y .  

 You are now prompted to confirm your own certificate request: 
1 out of 1 certificate requests certified, commit? [y/n]y 

12. Confirm with  y .  
Write out database with 1 new entries 
Data Base Updated 

 The certificate has been created and saved as file. 
The files "index.txt" and "serial" (database) in the directory "C:\Pro-
gram Files\OpenVPN\easy-rsa\keys" have been updated. 

 The updated "database" is the file "serial", which contains a decimal figure, 
like e.g. "02". This value is increased by 1 with each successful certifi-
cate/key generation.  
The file "index.txt" contains now a second entry in the form: 
V   190728161024Z   02   unknown   /C=DE/ST=BY/O="INSYS MICROE-
LECTRONICS GmbH"/CN=client1/emailAddress=support@insys-tec.de. The 
entry "190728161024" is the date from which the certificate is invalid here: 
2019/07/28 from 16:10:24. The Common Name specified by you is indi-
cated for CN, here "client1". The following value "01" is the sequence num-
ber of the PEM file; see below 

C:\Program Files\OpenVPN\easy-rsa> 
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 The generation of the secret key and the public certificate for a client is 
completed with this. 

 If you have started the batch file "build-key-pkcs12" alternatively, you must 
specify a password for the PKCS12 container at this stage. No password 
will be applied if you complete the command prompt without entering a 
password. Entering a password is only possible from FW 2.3.0. 

 You only have to repeat the steps in this section for generating a certificate 
and key for another client. The proceeding for generating certificates and 
keys for a CA or server must not be repeated. 

 The four new files "client1.key", "client1.crt", "client1.csr" and "02.pem" 
with a file size of approx. 1 to 4 kb are now in the subdirectory "C:\Pro-
gram Files\OpenVPN\easy-rsa\keys". 

 The CSR file, here "client1.csr", is not required for the purposes described 
here. CSR stands for "Certificate Signing Request". You can easily delete 
the file "client1.csr" since you are your own certification authority with 
OpenSSL and have confirmed your certificate request yourself. This would 
only be necessary, if you would request the certification from a foreign cer-
tification authority (CA); you would send the file "x.csr" to the certification 
authority and receive a certified "x.crt" again. 

 If you have started the batch file "build-key-pkcs12" alternatively, a file "cli-
ent1.p12" has been created. This PKCS12 container contains the CA certifi-
cate as well as certificate and key of the client. You can upload the CA cer-
tificate as well as certificate and key of the client in one go with this. 

 The PEM file, here "02.pem", is not required for the purposes described 
here. A PEM file is a Base64-encoded certificate. The file is enumerated 
consecutively, e.g "01.pem" etc. and is a copy of the issued certificate, in 
this example of "client1.crt". OpenSSL keeps an account about the issued 
certificates in the file "index.txt". 
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 Appendix: Content of the command prompt window (process of the scripts) 

 Your inputs are highlighted in blue. 

 
D:\>c: 
C:\>cd program files\openvpn\easy-rsa 
C:\Program Files\OpenVPN\easy-rsa>vars 
C:\Program Files\OpenVPN\easy-rsa>build-key client1 
Loading 'screen' into random state - done 
Generating a 1024 bit RSA private key 
...........++++++ 
.........++++++ 
writing new private key to 'keys\client1.key' 
----- 
You are about to be asked to enter information that will be incorporated 
into your certificate request. 
What you are about to enter is what is called a Distinguished Name or a DN. 
There are quite a few fields but you can leave some blank 
For some fields there will be a default value, 
If you enter '.', the field will be left blank. 
----- 
Country Name (2 letter code) [DE]: 
State or Province Name (full name) [BY]: 
Locality Name (eg, city) [Regensburg]: 
Organization Name (eg, company) ["INSYS MICROELECTRONICS GmbH"]: 
Organizational Unit Name (eg, section) [changeme]: 
Common Name (eg, your name or your server's hostname) []:client1 
Name [changeme]: 
Email Address [support@insys-tec.de]: 
 
Please enter the following 'extra' attributes 
to be sent with your certificate request 
A challenge password []: 
An optional company name []: 
Using configuration from openssl.cnf 
Loading 'screen' into random state - done 
DEBUG[load_index]: unique_subject = "yes" 
Check that the request matches the signature 
Signature ok 
The Subject's Distinguished Name is as follows 
countryName           :PRINTABLE:'DE' 
stateOrProvinceName   :PRINTABLE:'BY' 
localityName          :PRINTABLE:'Regensburg' 
organizationName      :T61STRING:'"INSYS MICROELECTRONICS GmbH"' 
organizationalUnitName:PRINTABLE:'changeme' 
commonName            :PRINTABLE:'client1' 
name                  :PRINTABLE:'changeme' 
emailAddress          :IA5STRING:'support@insys-tec.de' 
Certificate is to be certified until Jul 28 16:10:24 2019 GMT (3650 days) 
Sign the certificate? [y/n]:y 
 
 
1 out of 1 certificate requests certified, commit? [y/n]y 
Write out database with 1 new entries 
Data Base Updated 
 
C:\Program Files\OpenVPN\easy-rsa> 
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◼ Revoking a Certificate and Generating a Certificate Revocation List (if re-
quired) 

 How to revoke a certificate before its expiry date (due to misuse for example) 
and generate a Certificate Revocation List.  

 A Certificate Revocation List cannot be uploaded to MoRoS 1.x and is not 
essential for setting up an OpenVPN network with certificate-based authen-
tication. 

 The OpenVPN package (version 2.3.3 or higher) is installed. 

 The CA certificate structure is generated (files "ca.key" and "ca.crt"). 

 Client or server certificates have already been created. 

 The default values in "vars.bat" must definitely be the same as for the genera-

tion of the CA certificate structure and the certificates! 

1. Open the command prompt as administrator (right-click on Start menu → All 
Programs → Accessories → Command Prompt and select "Run as administra-
tor"). 

 It is necessary for further proceeding that you run the command prompt 
always as administrator! 

2. Change to the "easy-rsa" directory of the OpenVPN installation.  
D:\>c: 
C:\>cd program files\openvpn\easy-rsa 

3. Start the batch file "vars.bat" for setting the environment variables and default 
values: 
C:\Program Files\OpenVPN\easy-rsa>vars 

 The environment variables are valid as long as the command prompt win-
dow is open. "vars.bat" must be executed again if the DOS window has 
been closed in the meantime. 

4. Start the batch file "revoke-full.bat" to revoke a certificate and enter as param-
eter the Common Name of the certificate to be revoked, e.g. "client1": 
C:\Program Files\OpenVPN\easy-rsa>revoke-full client1 
Using configuration from openssl.cnf 
Revoking Certificate 02. 
Data Base Updated 
... 
certificate revoked 

 The Certificate Revocation List, that contains all certificates of this CA re-
voked up to now, has been generated or updated, respectively, and 
saved as file.  
The file "crl.pem" with a file size of 1 kb is now in the subdirectory 
"C:\Program Files\OpenVPN\easy-rsa\keys". 
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4 Used Components 
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Software 

Description Manufacturer Type Version 

OpenVPN package Open Source OpenVPN with GUI 2.3.3 

Operating system Microsoft Windows  7 
Table 1: Used software 
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5 Notes 
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