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1.1 Purpose

This document aims to aid in the installation, version upgrade, and configuration of STAEDEAN Life Sciences Weighing and Dispensing.
Itis assumed that all operations will be performed by users who have been trained adequately on equipment configuration, equipment
connection to a personal computer, hardware configuration, system administration activities, and advanced management of operating
systems and server databases.

This document does not include specifications on user accessibility to components and operations required for the installation of the
application (e.g., access to the network/domain, users’ rights in the shared areas, access computer client, availability of the
application, etc.). User accessibility depends on the rules established by the organization.

This document does not aim to describe the operations for the installation/configuration of the equipment and/or applications (basic or
complementary) used by the system (e.g., operating systems, server database, network, etc.).
1.2 Scope

The present document provides information for the technical implementation of STAEDEAN Life Sciences Weighing and Dispensing
module, including:

. Pre-requisites for the hardware components
e  Procedures to install the software

e  Procedures to set up the basic configuration
e Procedures to upgrade the software

e Troubleshooting

This document does not provide information about available features and required data setup (for information on features, please refer
to the Implementation Guide for Weighing and Dispensing and the Implementation Guide for Supply Chain Management).
1.3 Referenced Documents

e Installation Guide for a Microsoft Dynamics 365 for Finance and Supply Chain Environment
e Implementation Guide for Life Sciences Supply Chain Management
e Implementation Guide for Life Sciences Weighing and Dispensing

1.4 Responsibilities

The responsibilities are defined below.

1.5 Acronyms

SDN STAEDEAN

LSS STAEDEAN Life Sciences Solution

SDNWD STAEDEAN Life Sciences Weighing and Dispensing
W&D Weighing and Dispensing

DB Database
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2. STAEDEAN LIFE SCIENCES WEIGHING AND DISPENSING OVERVIEW

2.1 Introduction

STAEDEAN Life Sciences Weighing and Dispensing consists of the following components:

Component Description

STAEDEAN Life Sciences Weighing and | STAEDEAN Life Sciences Weighing and Dispensing component inside LSS is a package,
Dispensing componentinside LSS installed as part of LSS for Microsoft Dynamics 365 FO, that allows for the configuration of
items to be dispensed and prevents users from getting errors before and after the weighing
phase through implemented controls.

It manages the incomes and outcomes of the weighing phase, such as the list of

components to be dispensed, theoretical and actual quantities of components, sub-
batches availability, etc.

STAEDEAN Life Sciences Weighing and | STAEDEAN Life Sciences Weighing and Dispensing Client component is a Windows
Dispensing Client application that manages the weighing of components by exchanging information directly
through interfaced scales. It allows for the management of accessorial dispensing
processes, such as cleaning operations, scale calibrations, and gauge verifications.

Server components Other components are a Database Server, and a shared folder used for specific files.

2.2 STAEDEAN Life Sciences Weighing and Dispensing components
The installation of the system includes:

e  The W&D componentinside LSS
Refer to the Installation Guide for a Microsoft Dynamics 365 for Finance and Supply Chain Environment document to install
the Weighing and Dispensing component inside LSS.

e The W&D Client app

e Database Server
Part of the installation must be run on the Database Server. The process of installation only creates a SQL database and the
relevant SQL users: no additional software is installed in the server.

e Filesinashared folder
Part of the installation must be run on a File Server. The process of installation only creates a shared folder and copies some
files there (e.g., report layouts and drivers for scales): no additional software is installed in the server.

For a non-production environment, the Database Server and the File Server can be the same machine.

2.3 Complementary Applications

The applications described in this paragraph must be installed to allow users to use STAEDEAN Life Sciences Weighing and Dispensing
Client. Installation procedures for these applications are out of the scope of this document.

2.3.1 Microsoft Dynamics 365 and Life Sciences Solution

Microsoft Dynamics 365 and Life Sciences Solution must be installed and configured to allow users to complete the successful
installation of SDNWD.

2.3.2 Microsoft SQL Server

The local SDNWD database is managed by Microsoft SQL Server (Microsoft SQL Server 2016 is the minimum requirement) and needs to
be installed according to the installation procedure provided by Microsoft.

2.3.3 Crystal Reports

Crystal Reports allows users to manage report templates and printing from the SDNWD Master component. All required components
are supplied and installed with SDNWD. The full application installation is required only on workstations with permission to modify the
report layout.

Copyright © 2025 STAEDEAN. All rights reserved Page 5 of 55
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3. WEIGHING AND DISPENSING HARDWARE

3.1 Client Component Hardware specifications

The following hardware is recommended:
e 17” width or larger monitor, with the following features:
o  XGA (1024x768) minimum resolution
o SXGA (1280x960) or higher is suggested
o Aspectratio: 16:9 or 16:10
e Keyboard
e Mouse
NOTE: A touch screen monitor may be used after installation to avoid using a keyboard and mouse but cannot be used for regular

maintenance.

3.2 Connection schemas

Picture 1: Dispensing workstation connection schema
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Picture 2: Dispensing workstation connection schema with remote computer
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3.3 Server and client

The technical specifications of the server and client hosting the relevant components of SDNWD are described in the tables below.

3.3.1 Database Server

Operating System Microsoft Windows Server 2019 (or higher)
Framework Microsoft .NET 4.5

Processor Minimum: 1GHz (x86 processor) or 1.4GHz (x64 processor)

RAM 4 GB (suggested 8 GB or more)

Mass Memory 25 GB to manage 5 years of historical data. To be verified based on the quantity of
information to be managed - suggested 100 GB available to manage the different
environments and related databases.

Database server Microsoft SQL Server 2016 (or higher)

3.3.2 SDNWD Client

Operating System Microsoft Windows 10 or 11
Framework Microsoft .NET 4.5

Processor 32 bit (x86) Processor or 64 bit (x64) Processor, 1 GHz or faster

RAM 4GB or more

Mass Memory 10 GB available

Video resolution 1280 X 800 or higher

Screen aspect ratio Client screen 16:9 or 16:10

Input Devices Standard Keyboard and Mouse

Barcode Reader Decoded with USB or RS-232 data output

Copyright © 2025 STAEDEAN. All rights reserved Page 7 of 55
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4. WEIGHING AND DISPENSING DEVICES

4.1 Scales

4.1.1 Interfaced manufacturers and models

The SDNWD module can be interfaced with scales that generate an ASCII string as the output. The scales produced by the
manufacturers listed below are already interfaced with the SDNWD module:

e  Mettler Toledo (SICS protocol) Recommended option

e Ohaus
e  Berkel
4.1.2 Connection to the STAEDEAN Life Sciences Weighing and Dispensing Client

Scales must have RS232 data output (mandatory). Other connections are acceptable only if a software driver converts the signal into
RS232 (usually known as “Virtual COM port driver” or similar):

e RS232to USB converters
° RS232 to Ethernet converters

4.2 Barcode readers

4.2.1 Interfaced manufacturers and models

The SDNWD module can be interfaced with barcode readers with decoded output. The barcode readers produced by the
manufacturers listed below are already interfaced with the SDNWD module:

e Datalogic Recommended option
e  Metrologic

e Intermec

e Motorola

4.2.2 Connection to the STAEDEAN Life Sciences Weighing and Dispensing Client

Barcode devices must have RS232 data output (mandatory). Other connections are acceptable only if a software driver converts the
signal into RS232 (usually known as “Virtual COM port driver” or similar):

. RS232 to USB converters
. RS232 to Ethernet converters

Keyboard-emulation barcode readers are not recommended.

Copyright © 2025 STAEDEAN. All rights reserved Page 8 of 55
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5. INSTALLATION REQUIREMENTS

5.1 Installation checklist

Collect the following information before proceeding with the installation:

Requirement Value
SDNWD
Serial number ‘
File Server

File Server name (FQN)

Operating System/Version

SDNWD Installation folder (Default C:\SDNWD)

SDNWD Shared folder name (Default SDNWD)

SDNWD full shared folder path (e.g., \\<servername>\SDNWD

Database Server

Database Server name (FQN)

Operating System/Version

Microsoft SQL Server version

Microsoft SQL Instance name

Database Admin Username

SDNWD Database name (Default SDNWD)

LSS web service URL

Client AppID

Client Secret

Active Directory Tenant

Active Directory Resource

Collect the following information for each client:

Client

Computer name (from Control panel > System)

Operating System

License serial number

Activation code

Domain/Username

LSS user with W&D role assigned

User with access to SDNWD shared folder

Computer name

Terminal, if any (Maker, model, description)

Scale 1 (Maker, model, description

Scale 2 (Maker, model, description

)
)
Scale 3 (Maker, model, description)
)

Scale 4 (Maker, model, description

Barcode Reader (Maker, model, description)

Draw the connection schema of the equipment
(please refer to Paragraph 3.2)

Connection schema

Copyright © 2025 STAEDEAN. All rights reserved
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5.2 Equipment checklist

The following information is required to connect each instrument.

Requirement Value

Scale

Scale connection to PC:

. Direct

e Viaterminal, in this case, collect the terminal/multiplexer
port number

Connection mode (RS232, TCP/IP)

Scale communication protocol (e.g., MT-SICS for Mettler Toledo
scales)

Communication parameters
. RS232: COM Port, baud rate, parity, data bit, stop bit
e  TCP/IP: address, port number

Scale weight range

Scale precision (if the scale precision depends on the weight
range, collect each range and its precision)

Barcode reader

Connection mode (RS232, USB)

RS232 Communication parameters (COM Port, baud rate, parity,
data bit, stop bit)

5.3 Equipment connection verification

The following steps describe how to verify the equipment connection via HyperTerminal. This allows users to verify the equipment
configuration and connection before installing and configuring the W&D components.

Scale connection (Mettler Toledo):

e  Setthe communication protocol to MT-SICS.
. Use HyperTerminal to send a command to the scale.
e  Verify the results against SICS/scale documentation:
o Slsendsthe value immediately.
o ldreturns the scale ID (save the result).
o l0returns alist of commands available (save results).
. For Mettler Toledo terminals (multiple scales connected to the terminal):
o Retrieve the scale switch command (i.e., "AW010 XXX ", "AW 010 XXX ", "SNS XXX").
o Retrieve the scale enquiry command (i.e., "AR010", "AR 010", "SNS").

Barcode reader connection:

e Verify that the barcode reader is configured for RS232. Software drivers are available from manufacturers to get a virtual port if
a USB portis used.

e Configure the barcode reader to produce a suffix character/string (CR or CR+LF).

e Use HyperTerminal to read any barcode.

e Verify that dataisread.

Copyright © 2025 STAEDEAN. All rights reserved Page 10 of 55




stacbean
6. STAEDEAN LIFE SCIENCES WEIGHING AND DISPENSING INSTALLATION

6.1 Considerations and assumptions

e Theinstallation includes the following elements:
o Client
o File Server
o Database Server

e Depending on the system configuration and architecture, Database Server, File Server, and Client may be installed on the
same machine or different machines.

e If more than one component (i.e., Database Server and File Server) should be installed on the same computer, run the setup
program, and select one or more of the components to be installed on that computer simultaneously.

. Itis highly recommended that only the supplier performs the first installation (in at least one of the environments).

e Allthe components can be installed on a single machine for development or test environments.

e The equipment can be simulated using a Scale Emulator provided separately for testing purposes. The installation and use of
the Scale Emulator software is not described in this document.

. Installation operations can only be performed by users that have administrative rights on the client and server computers.

. Database management operations must be performed by a user with a system administrator role.

e SQL Server parameter “Authentication mode” must be set to “SQL Server and Windows Authentication mode”.

e During the installation procedures, it is possible to go back and modify the information entered in the previous step by clicking
the Back icon in the upper-left corner of the form.

6.2 Installation procedure - All components

. Run the SDNWD Setup Wizard.
. Click the Next button.

r Weighing and Dispensing Setup Wizard

Weighing and Dispensing Setup Wizard

The Setup Wizard will install Weighing and Dispensing on your computer. Click Mext™
to continue or "Cancel” to exit the Setup Wizard.

Mext = H Cancel

e  The Weighing and Dispensing Setup Wizard shows the components to be installed. Select the following checkboxes:
o Weighing and Dispensing client
o Application server
o Database server

Copyright © 2025 STAEDEAN. All rights reserved Page 11 of 55
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o r Weighing and Dispensing Setup Wizard

Configure Weighing and Dispensing
Features  Installation Folder

Select the features to be installed
Weighing and Dispensing dient
W Application server
> [ 4k, Sharedrolder
(21 &; Database Server

Mext = H Cancel

Switch to the Installation folder tab.
The system requires a path where a new folder “SDNWD_Shared” will be created (e.g., c:\SDNWD\SDNWD_Shared).

Note: The installer will automatically create the shared folder according to the “Shared folder name” value. Users must not
create the shared folder manually.

The setup suggests “C:\SDNWD” as installation folder. It is possible to change the application folder by clicking the Browser
button.

o r Weighing and Dispensing Setup Wizard

Configure Weighing and Dispensing

Features Installation Folder

Weighing and Dispensing will be installed on your computer. To install to a different
location, enter it below or dick "Browse™,

C:\SONWDY, | | Browse...

Total space required on drive: 679 MB
Space available on drive: 32GE
Remaining free space on drive: 31GB

Mext > H Cancel

Click the Next button.

Copyright © 2025 STAEDEAN. All rights reserved Page 12 of 55
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e  Fillin the following information:
o Serial number - provided by SDN.
o Application server name - Server name or I[P address of SDNWD file server.
o Database server name - SQL server hostname and instance name (if available).
o Database name - “SDNWD” is defaulted.
o Shared folder name - Name of the shared folder, “SDNWD” is the default value.
o Shared folder path - Path where the shared folder is created.

o Webservices URL - URL of the STAEDEAN LSS Weighing and Dispensing web service (see Paragraph 6.5 for details).

*

o r Weighing and Dispensing Setup Wizard

Weighing and Dispensing installation parameters
Serial number

| 0390832736 |

Application server name
| LSSTEST-1 |

Database server name
| LSSTEST-1 |

Database name
| SDNWD |

Share folder name
| SDNWD |

Shared folder path
| \\SDNWD| |

Webservices url

| lestestDd9e 3d4258 2260 10devaos, axdoud, dynamics. com /soapzervices /dispensingservices |

‘ Mext = H Cancel |

. Click the Next button.

. Click the Install button to start the installation.

o r Weighing and Dispensing Setup Wizard

Begin installation of Weighing and Dispensing

Click "Install™ to begin the installation. If you want to review or change any of your
installation settings, dick "Back”, Click "Cancel” to exit the wizard.

Install | | Cancel

Copyright © 2025 STAEDEAN. All rights reserved Page 13 of 55
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. If the installation has been performed successfully, the following dialog box is displayed. Click the Finish button.

=

t Weighing and Dispensing Setup Wizard

Thank you

Weighing and Dispensing has been successfully installed.

If an error message is shown, check the installation parameters. If the error persists, track the error message and contact STAEDEAN

support.

6.3 Installation procedure - Single component

The following paragraphs describe how to install a single component among the File Server, Database Server, and Client.

Copyright © 2025 STAEDEAN. All rights reserved Page 14 of 55
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6.3.1 File Server

e Runthe SDNWD Setup Wizard.
e  Click the Next button.

r Weighing and Dispensing Setup Wizard

Weighing and Dispensing Setup Wizard

The Setup Wizard will install Weighing and Dispensing on your computer. Click Mext™
to continue or "Cancel” to exit the Setup Wizard.

Mext = H Cancel

e The Weighing and Dispensing Setup Wizard shows the components to be installed. Select Application Server, SharedFolder.

Untick the other features.

o r Weighing and Dispensing Setup Wizard

Configure Weighing and Dispensing

Features Installation Folder

Select the features to be installed
1 Weighing and Dispensing dient
v é Application server
> [1dk, sharedFolder
[17< Database Server

| MNext = || Cancel ‘

e  Gotothe Installation folder tab.
The system requires a path where a new folder, named “SDNWD_Shared”, will be created (e.g., c:\\SDNWD\SDNWD_Shared).

Note: The installer will automatically create the shared folder according to the “Share folder name” value. Users must not
create the shared folder manually.

Copyright © 2025 STAEDEAN. All rights reserved Page 15 of 55
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e The setup suggests “C:\SDNWD?” as the installation folder. It is possible to change the application folder by clicking the

Browser button.

o r Weighing and Dispensing Setup Wizard

Configure Weighing and Dispensing

Features [Installation Folder

Weighing and Dispensing will be installed on your computer. To install to a different
location, enter it below or dlick "Browse”,

C:\SDNWD\ || Browse..
Total space required on drive: 679 MB
Space available on drive: 32GB

Remaining free space on drive: 31GE

Mext = H Cancel

e  Click the Next button.
e  Fillin the following information:

o Serial number - Serial number provided by SDN.
o Application server name - Server name or IP address of the SDNWD file server.
o Database server name - SQL server hostname and instance name (if available).

o Database name - SDNWD defaults.

o Shared folder name - Name of the shared folder used by the clients, SDNWD is set as default.

o Shared folder path - Path where the shared folder is created.

o Webservices URL - URL address of the STAEDEAN LSS web service (see Paragraph 6.5 for details).

s

o r Weighing and Dispensing Setup Wizard

Weighing and Dispensing installation parameters
Serial number

| 0390832736 |

Application server name
| LSSTEST-1 |

Database server name
| LSSTEST-1 |

Database name
| SDNWD |

Share folder name
| SDNWD |

Shared folder path
| \\SDNWD| |

Webservices url

| lestestDd9e 3d4258 2260 10devaos, axdoud, dynamics. com/soap/services /dispensingservices |

Mext = H Cancel |

e  Click the Next button.
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° Click the Install button to start the installation of the file server.

o r Weighing and Dispensing Setup Wizard

Begin installation of Weighing and Dispensing

Click "Install™ to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

| Install || Cancel |

. If the installation has been performed successfully, the following dialog box is displayed. Click the Finish button.

X

r Weighing and Dispensing Setup Wizard

Thank you

Weighing and Dispensing has been successfully installed.

If an error message is shown, check the installation parameters described above. If the error persists, track the error message
and contact STAEDEAN support.
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6.3.2

Database Server

Run the SDNWD Setup Wizard.
Click the Next button.

r Weighing and Dispensing Setup Wizard

Weighing and Dispensing Setup Wizard

The Setup Wizard will install Weighing and Dispensing on your computer, Click Mext”™
to continue or "Cancel™ to exit the Setup Wizard.

Mext > H Cancel

other features.

o r Weighing and Dispensing Setup Wizard

Configure Weighing and Dispensing

Features Installation Folder

Select the features to be installed
1 ?\ Weighing and Dispensing dient
~ [17¢ Application server
> [J7< sharedrolder
é—, Database Server

Mext = H Cancel

Click the Next button.
Fillin the following information:

o Serial number - Provided by SDN.

o Application server name - Server name or IP address of SDNWD file server.

o Database server name - SQL server hostname and instance name (if available).

o Database name - SDNWD defaults.

staepean

The Weighing and Dispensing Setup Wizard shows the components to be installed. Select the Database Server. Untick the

o Shared folder name - Name of the shared folder used by the clients, SDNWD is set as default.

o Shared folder path - Path where the shared folder is created.

o Webservices URL - URL address of the STAEDEAN LSS web service (see Paragraph 6.5 for details).

Copyright © 2025 STAEDEAN. All rights reserved
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o r Weighing and Dispensing Setup Wizard

Serial number

Weighing and Dispensing installation parameters

| 0390632735

Application server name

| LSSTEST-1

Database server name

| LSSTEST-1

Database name

| SDMWD

Share folder name

| SDMWD

Shared folder path

| \\SDHWD)|

Webservices url

| lestestDd9e3d4258 2260 10devans, axdoud, dynamics. com/soap /services /dispensingservices |

‘ Mext = H Cancel |

Copyright © 2025 STAEDEAN. All rights reserved
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e  Click the Next button.
e Click the Install button to start the installation of the database server.

X

o r Weighing and Dispensing Setup Wizard

Begin installation of Weighing and Dispensing

Click "Install™ to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

| Install || Cancel |

e The following dialogue box is displayed if the installation has been performed successfully. Click the Finish button.

X

r Weighing and Dispensing Setup Wizard

Thank you

Weighing and Dispensing has been successfully installed.

Please check the installation parameters described above if an error message is shown. If the error persists, track the error
message and contact STAEDEAN support.
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6.3.3 Client Application

e Runthe SDNWD Setup Wizard.
e  Click the Next button.

r Weighing and Dispensing Setup Wizard

Weighing and Dispensing Setup Wizard

The Setup Wizard will install Weighing and Dispensing on your computer, Click Mext”™
to continue or "Cancel™ to exit the Setup Wizard.

Mext > H Cancel

e  The Weighing and Dispensing Setup Wizard shows the components to be installed. Select the Weighing and Dispensing
client checkbox.

o r Weighing and Dispensing Setup Wizard

Configure Weighing and Dispensing

Features  Installation Folder

Select the features to be installed
13, Weighing and Dispensing dient
~ 7 Application server
» [ sharedrolder
17 Datsbase Server

Mext = H Cancel

. Click the Next button.
. Go to the Installation folder tab.

e The setup suggests using “C:\SDNWD” as the installation folder. It is possible to change the application folder by clicking the
Browser button.
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o f Weighing and Dispensing Setup Wizard

Configure Weighing and Dispensing

Features Installation Folder

Weighing and Dispensing will be installed on your computer. To install to a different
location, enter it below or dick "Browse”,

C:\SDNWD | | Browse...
Total space required on drive: 679 MB
Space available on drive: 32GB

Remaining free space on drive: 31GB

MNext > H Cancel

e  Click the Next button.
e  Fillin the following information:

o Database server - SQL server hostname and instance name (if available).

o Shared folder path - Path where the shared folder is created.

o r Weighing and Dispensing Setup Wizard

Weighing and Dispensing installation parameters
Database server

[ LSSTEST-1 |
Shared folder path

[ Vorwo | erowse.. |

° Click the Next button.
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e  Click the Install button to start the installation of the Client Application.

*

o r Weighing and Dispensing Setup Wizard

Begin installation of Weighing and Dispensing

Click "Install™ to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

Install Cancel

e The following dialogue box is displayed if the installation has been performed successfully. Click the Finish button.

b4

r Weighing and Dispensing Setup Wizard

Thank you

Weighing and Dispensing has been successfully installed.

If an error message is shown, check the installation parameters described above. If the error persists, track the error message and
contact STAEDEAN support.

Repeat the steps to install the Client Application on each computer.

6.3.4 Silent mode setup

To install the application on the client in silent mode, it is possible to use parameters that affect the client installation when launching
the setup package from the command line or automatic deploying service.

/passive or /quiet basic Ul: /gb, /passive (only a progress bar will be shown during the installation)
no Ul: /gn, /quiet (no Ul will be shown during the installation)

DCK_SHAREDFOLDER File server shared path

DCK_DBSERVER Database server

For example:

setup.exe /passive

DCK_SHAREDFOLDER: "\SDNWD_APPSERVER \SDNWD"
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DCK_DBSERVER: "SDNWD_DBSERVER"

6.4 Initial system start

staepean

The first time the user accesses the software, the following steps must be executed on the client computer.

e  Select the desktop shortcut of SDNWD MASTER and access the SDNWD Master component.

. Log in by using the DB user:
o Username: SDNWDADMIN
o Password: StaedeanUserAdmin

Click the Log In button.

User authentication

staepean

Life Sciences Weighing and Dispensing

Under maintenance
Access enabled only to administrators.

Accessto:  SDNWD (15.0.28461.28973)

User: l |

Password: ‘ |

(¥ Options Cancel

e  Fillin License Application information as follows:
o Serial number - Provided by STAEDEAN.
o Activation code - Provided by STAEDEAN.
o Description - Workstation/computer description.

Click OK.
Data of workstation license X ‘
Application ~ STAEDEAN Life Sciences =
Workstation LS-PC-GPA

S/N 0390632736

Insert the Serial Number and the Activation Code.
Workstation information

Machine ID: Description
|co7ceagd ||

[[] No network

License information
Serial Number Activation code

l I

Scheduled controls

List of workstations authorized to use this license (use ; as separator)

To get an unlimited license Send Serial number, machine ID e description to
STAEDEAN S.r.| and STAEDEAN Inc

CANCEL

Copyright © 2025 STAEDEAN. All rights reserved
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e  The following form is displayed:

@' The license data are valid

Registration workstation made correctly.
Temporary license, the expire date is :10/07/2012

If an error message is shown, check the serial number and the activation code. If the error persists, track the error message,
and contact STAEDEAN support.

e  The system will attempt to identify an uninitialized or outdated database, and if found, it will request to perform a database
verification/automatic conversion.

Attention !!
E A new version af the application was found.

It is necessary that the first access is made by the
systern administrator to perform the verification
of the Database,

Application version:  ——
Database version: -
Usere required: Syshdmin o DB_Owner
Current User: SA

e  Wait for the successful completion of the verification process and record any displayed message.

Systern Entity Registration,
Verify and Conversion of Database.

| —
Processed ltems 8 on
Elapsed time 8 seconds

Residued time estimated 56 seconds

Close window at end of Suspend Stop

After the automatic configuration update, the following steps must be followed:
e  Goto File > Configuration > Information tab.
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e  Setthe Company and remove the flag from the System under maintenance checkbox.

§al STAEDEAN Life Sciences ! System configuration - System configuration >

Information  Security ' Paths ' Other options Lnnguag:s\' Mail server " Tools Hotkeys | Work order

Company
| STAEDEAN
Plant

|Production V] [[] System under maintenance

Logo

Load

Clear
[] Stretch

e Click OKto save the changes.
e Setthe information in File > Configuration > Webservice integration as described in Paragraph 6.5.
e Click OK to save the changes.

e  Restartthe application.

6.5 STAEDEAN LSS web service setup

The following paragraph describes how to set up the web service needed to allow for the communication between the STAEDEAN Life
Sciences Weighing& Dispensing and the STAEDEAN Life Sciences Weighing& Dispensing Client and Master components.

e Access the Microsoft Azure portal and navigate to the App registrations page.
e  Click New registration.

Home »

App registrations =

-+ New registration @ Endpoints X Troubleshoot O Refresh i Download Preview features ,0\'_" Got feedback?

All applications ~ Owned applications Deleted applications

2 Start typing a display name or application (client) ID to filter these r... +7 Add filters
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. Enter an application Name (e.g., “Weighing and Dispensing”), set the Supported account types to “Accounts in this
organizational directory only”, and the information in the Redirect URI section (“Web” as type and “[EnvironmentUrl]/oauth”
as authorization type) and click Register.

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| Weighing and Dispensing g

Supported account types

Who can use this application or access this API?

| @ Accounts in this organizational directory onIytA}( for Pharma S.r.l. only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype. Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios,

Web v | | https://rel1024b89f248d2cda®2 14a0s.axcloud.dynamics.com/oauth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies

e  Save the Application (client) ID and Directory (tenant) ID.
g Weighing and Dispensing  # X
[i] Detete & Endpoints [ Preview features

B Overview
A Essentials

& Quickstart

& Integration assistant I

Manage

B Branding & properties [

@ Welcome 1o the new and improved App registrations. Looking 1o kear how it's changed from App registrations (Legacy)? Learn more

Graph. We will continue to provide technical support and security updates but we will na longer provide feature

no longer add Library

ill need to be upgraded to

Get Started  Documentation

e Navigate to the Certificates & secrets page:
o Touse a certificate, click Upload certificate.
Save the certificate Thumbprint as it will be required later.

NOTE: the certificate must be available in advance, and it must be installed on each workstation.
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o WD Test | Certificates & secrets #

|P Search | « &9 Got feedback?

B overview
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

& Quickstart scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
ﬁ' Integration assistant
Manage @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
B 8randing & properties
3 Authentication Certificates (0) Client secrets (1) Federated credentials (0)
Certificates & secrets Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

Il Token configuration

-9+ AP| permissions

Thumbsprint Description Start date Expires Certificate ID
@ Expose an API
B App roles No certificates have been added for this application.

&% Owners

&, Roles and administrators
Ml Manifest

Support + Troubleshooting
ﬁ Troubleshoating

2 New support request

o Touse asecret, click New client secret.

o Weighing and Dispensing | Certificates & secrets =

[0 search (ctl+)) | « A7 Got feadback?

B Overview
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

& Quickstart scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
#" Integration assistant
Manage 6 Application registration certificates, secrets and federated credentials can be found in the tabs below.

B2 Branding & properties

Certificates (0) Client secrets (0) Federated credentials {0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

I} Token configuration

9 API permissions
Description Expires Value © Secret ID

@ Expose an AP

. Approles No client secrets have been created for this application.

&2 Owners

&. Roles and administrators | Preview

@ Manifest
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Insert a Description and Expires and click Add.

Add a client secret X

Description

Expires

| Client secret description |

| 24 months

The Client secret is created.

Save the client secret Value as it will be required later and cannot be viewed again.

= Weighing and Dispensing | Certificates & secrets =

[ £ search (Ctri+/) | «

B Overview
& Quickstart

# Integration assistant

Manage
B2 Branding & properties
2 Authentication
Certificates & secrets
{1l Token configuration
- APl permissions
& Expose an AP
B3 Approles
& Owners
4k Roles and administrators | Preview

B Manifest

Support + Troubleshooting
ﬂ Troubleshooting

& New support request

Copyright © 2025 STAEDEAN. All rights reserved

a7 Got feedback?

@ cota second to give us some feedback? =

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

@ ~pplication registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1) Federated credentials (0)

lication password.

rove its identity when requesting a token. Also can be referred to as a

A secret string that the application uses to

Client secret values cannot be viewed, except for immediately after creation. Be sure to

-+ New client secret save the secret when created before leaving the page.

Description Expires Value Secret ID

Client secret description 2/18/2024 NTt7Q~iBmJ2ErKe8cf3_0922_SNejlg_W1.. [

3322fe0-00b0-49ba-97a5-3be992eaceld [ [i]
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e Inthe Authentication page, enable ID tokens checkbox and click Save.

Weighing and Dispensing | Authentication =

[£ searen (carlep) | « W Discard | & Got feedback?
B overview -+ Add a platform
& Quickstart

c 7
# Integration assistant ~ Web Quickstart  Docse? [l

M Redirect URIs
anage

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect URI you

B Branding & properties send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their restrictions o7

https://rel1024b891248d2cda9214a0s.axcloud.dynamics.com/oauth ]E]
Certificates & secrets

Add URI
Il Token configuration

2 APl permissions
Front-channel logout URL

& FExpose an API , . . .
This is where we send a request to have the application clear the user's session data. This is required for single sign-out to

App roles work correctly.

& Owners [ eg. https://example.com/logout v

4, Roles and administrators | Preview

Implicit grant and hybrid flows

B Manifest Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web APl via JavaScript, select both access tokens and ID tokens.
Support + Troubleshooting For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about

tokens.
ﬂ Troubleshooting

Select the tokens you would like to be issued by the authorization endpoint:
& New support request

ID tokens (used for implicit and hybrid flows)

e Inthe APl permissions page, click Add a permission.

- Weighing and Dispensing | AP permissions =

[ search (crri+n) | « () Refresh | A7 Gotfeedback?
B Overview
& Quickstart
o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the val
#’ Integration assistant used. Learn more
Manage

Configured permissions

& Branding & properties Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
9 Authentication all the permissions the application needs. Learn more about permissions and consent

Certificates & secrets ~* Grant admin censent for AX for Pharma S.r.l.

Token configuration

API / Permissions name Type Description Admin consent requ... Status
v Microsoft Graph (1)
Expose an APl User.Read Delegated  Sign in and read user profile No e

App roles

&8 Owners . .
To view and manage permissions and user consent, try Enterprise applications.

&. Roles and administrators | Preview

i Manifest

Support + Troubleshooting
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e  Select Dynamics ERP.

Request API permissions X

Devops server keys, secrets, and certificates within protected content
your Key Vaults

. — Data Export Service for

/A Azure Service Management e Azure Storage D Mic # Dynamics 365
Programmatic access to much of the Secure, massively scalable object and Export data from Microsoft Dynamics
functionality available through data lake storage for unstructured and CRM organization to an external
the Azure portal semi-structured data destination

Dynamics 365 Business . .

Central D Dynamics CRM D Dynamics ERP
Programmatic access to data and Access the capabilities of CRM business Programmatic access to Dynamics ERP
functionality in Dynamics 365 Business software and ERP systems data
Central

[ | Flow Service ; Intune U Office 365 Management APls

Embed flow templates and manage Programmatic access to Intune data Retrieve information about user, admin,
flows system, and policy actions and events

from Office 365 and Azure AD activity

logs

. N . .
OneNote Power Bl Service |¢..| PowerApps Runtime Service
Create and manage notes, lists, Programmatic access Powerful data storage, modeling,
pictures, files, and more in OneNote to Dashboard resources such security and integration capabilities
notebooks as Datasets, Tables, and Rows in Power
Bl
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e Select Delegated permissions, enable all the available checkboxes, and click Add permissions.

Request APl permissions X

€ All APIs
> Dynamics ERP ~
https:/ferp.dynamics.com/ Docs

What type of permissions does vaur application reguire?

Delegated permissions Application permissions

Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without 2
signed-in user.

4 4

Select permissions expand 3

| /2 Start typing a permission to filter these results

X
o The "Admin consent required” column shows the default value for an erganization. However, user consent can be customized per
permission, user, or app. This column may net reflect the value in your organization, or in organizations where this app will be
used. Learn more
Permission Admin consent required
r
OAX (1)
E AX FullAccess (0 N
[o]

Access Dynamics AX online as organization users
' CustomService (1)
ﬂ CustomService FullAccess (D .

fo]

Access Dynamics AX Custom Service
' Odata (1)
. Odata.Fulliccess @ .
w o

Access Dynamics AX data -

h

1 >
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e Access D365, go to System administration > Setup > Azure Active Directory applications.

Expand all B Collapse all

INVENLOTY Management

Master planning > Workspaces Azure Active Directory applications Batch job ready to post
Key Vault pa eters Data tenance
Organization administration 2 Users €y Vault parameter: ate maintenance
. Certificate profiles > Database
Payroll > Security
Throttling priority mapping
> Workflow 7 Alerts
Procurement and sourcing PR .
B2B Invitation Configuration
> Inquiries 3il <sing
Product information q Custom fields ~ Email processing
management )
Setup Alert rules Email distributor batch

Production control
cense configuration

Project management and Server configuration

accounting
Batch group
Questionnaira . )
Active periods for batch jobs

Rebate management Batch class configuration overrides

Retail and Commerce System job parameters

Entity Store
Sales and marketing :
PowerBl.com configuration
Service management
Deploy Power Bl files
I System administration P
Lonhigure performance tool

Tax System parameters

- Cliel erf ance optic
Time and attendance Client performance options

e Click New and specify the Application (client) ID in the Client Id field, the application name in the Name field and “Admin” in

the User ID field.

System administration > Setup > Azure Active Directory applications

1 Save T New II-I[DeIete Options §s)

Y Azure Active Directory applications

Standard view -

¥ B

By enabling and using this feature, you consent to share your data with external systems. Data shared with a third-party service is governed by that party's

Refresh elements
Integration configuration

AAD Authentication request

parameters

Business events

Email

Initialize process automations
Process automations

Periodic tasks

Email attachments
Email broadcast
Batch email sending status

Retry schedule

Maintain diagnostics validation ru

Schedule diagnostics validation r

Run performance test

Workload history data cleanup

ule

®©
Privacy Statement
8= 'i:j' % ClientId Name User ID
Q d01c8943-4584-4ab6a-9f63-f971ceb32ced Weighing and Dispensing Admin

e  Access the SDNWD Master component as “sdnadmin” user.
e Setthe URL field in File > Configuration > Webservice integration to “[EnvironmentUrl]/soap/services/DispensingServices”.

File Edit Show Logs Printouts Processing Utilities ?
€. Bookmarks @l Users L= System configuration - System config

Information ' Security ' Paths ' Otheroptions ' Languages ' Mail server ' Tools ' Hotkeys ' Work order ' Audittrail | Webservice integration ' Prints ' View

Configuration parameters webservice
URL

https://Isstest0d9e3d4258226010devaos.axcloud.dynamics.com/soap/services/DispensingServices v

e  Specify the other field values as per the table below:

Field ‘ Value

Context (Ull/ULI) Company used in D365

Type webservice Setto 12 for service version 19

Set to 16 for service version 20

Domain / User / Password [empty]

Work order initialization script [empty]
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Operations initialization script

OPDOL_WSINIT

ClientAppID

As Application (client) ID saved during application registration

Client secret

If a secretis used, as client secret Value saved during application registration

Active Directory Tenant

As https://login.windows.net/[xxxxxxxxxx.com] typically if the Customer's user is

admin@XXXXXXXXXX.Com

Active Directory Resource

As D365 environment URL

CertificateThumbprint

If a certificate is used, as certificate Thumbprint saved during application registration

Impersonate service user

Disabled by default

Allow to create /update access user

Enabled by default

Load cleaning operations

Enabled by default

Update cleaning operation

Enabled by default

Notify completed area cleaning
operation

Enabled by default

Select primary container:

Enabled by default

Load handling instructions

Enabled by default

Notify completed work order
operation

Enabled by default

Notify completed work order

Disabled by default

Notify dispensing start

Enabled by default

Notify dispensing abort

Enabled by default

Notify dispensing reject

Enabled by default

Notify print request for dispensing
operation

Enabled by default

Load reason codes

Enabled by default

Notify can adjust

Enabled by default

Enable CANCEL when sub batch
cannot be emptied

Enabled by default
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%
V1
V] L
%
L
%
-

(] K K K K

login.windows.net/axpc.onmicrosoft.c

https://Isstest0d9e3d4258226010devaos.axclot

NOTE: Web service operations can be disabled based on the business needs as part of the system configuration.

Click the tick to verify the service compatibility.

T v (S -
Information  Security ' Paths ' Other options ' Languages ' Mail server ' Tools ' Hotkeys

JAIAMELELS WERSEIVICE .

Information

Found version 20
Expected version 20

KK & K K’

IS5 STAEDEAN Life Sciences
> €] Dapeningsp

N

Click the OK button to save and close the application.
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71 User configuration

7.1.1 Active Directory users
The following paragraph describes how to create W&D users with Active Directory authentication.

e In D365, go to System administration > Users > Users.

e Add orselect a user that requires access to the W&D module.

e Click the Assign roles button to assign dispensing roles to the user by selecting among the following LSS roles:
o Dispensing clerk - Operator access level
o Dispensing manager - Management access level
o Dispensing administrator — Administration access level (full access)

Finance and Operations System administration > Users > Users
= & Edit b New [ Delete Import users  Maintain versions  Batch import  User options  Options o
ﬁ Personalize Page options Share Power Automate
Always apen for editing Security diagnostics Record info Getalink »  Create a custom alert See your flows
roonalize this page wanced filter or sort o to anage my alerts reate a flow
T Personalize thi Ad filk Gato v M r Creste af
o | -
W
&=
W Users | My view

gpa : Greta Pastore

User details

User ID User name Provider

gpa Greta Pastore https://sts.windows.net/

User's roles

Assign roles Remove role  Assign organizations

4 Raoles

Dispensing administrator

Dispensing clerk

Dispensing manager

System administrator

B System user

e Goto Useroptions > Account and set the Dispensing user field to “[Active Directory Domain]\[User ID]”.

Finance and Operations S inistration > Users ) Users

ElSave Usagedats Personalization =~ Options

GPA : GRETA PASTORE | My view
User options

¥ B

6]

Visual Set up account information

Preferences Account

User ID Name Alias Network domain Telemetry ID Dispensing user
Account apa Greta Pastore | ‘ gpa@axferpharma.com | ‘ hitpsi//sts.windows.net/ {25D5F078-8FB4-49F6-993A-BC... axpigpa
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Local users

To create a local weighing and dispensing user, the steps below must be executed:

7.2

7.3

Start the SDNWD Master component.

In the Navigation Tree select the Dispensing users leaf. Select Users and right-click on the list of users.
Select Add User.

The User form is displayed. Fill in the following information:

o UserlD
o Firstname
o Lastname

In the Association tab > Groups sub-tab, right-click and select New Association to associate user groups to the new user.
Drag and drop the user groups from the right panel to the left one to associate them with the user.

In the Details tab, select the user authentication method:

o Ifthe Authentication method field is set to “User ID and Password”, the user is required to set a username and

password. The user is authenticated with the set of credentials locally set up. At first log in the password will
automatically be set as the username, then the user is asked to change the password.

o If the Authentication method field is set to “Domain”, the user is authenticated with the Active Directory account. In this
case, User ID must match the AD User ID. In the Domain field specify the domain name to be used to validate the user.
The list of available domains is displayed by clicking the Search button.

Click the OK button to save and restart the application.

Reports configuration

Access the SDNWD Master component as an authorized user.

Select the Dispensing setup leaf > Printout catalog. Select the first reportin the list, right-click, and select the Report
verification option.

When the procedure is executed, click the Close button.

Repeat the report verification procedure for each report in the list.

Equipment configuration

The following steps describe how to configure equipment (i.e., barcode readers and scales) in the SDNWD Master component and
connect it to a workstation.

7.3.1

Barcode Reader

The following steps must be performed before accessing the SDNWD Master component:

Detect the type of Barcode Reader:

o RS-232 (Serial Barcode)

o USB Com to simulate RS-232 standard interface

If the Barcode Reader is “USB”, go to the supplier website and download the RS-232 emulator.
Install the serial emulator.

Detect the configuration parameters for the barcode reader. The default values are:

Baudrate: “9600”
Data bit: “8”
Stop bit: ”1”
Parity: “None”

O O O O

Connect the Barcode Reader to the computer.

Start the SDNWD Master component and follow the steps below:

In the Navigation Tree, select the Dispensing setup leaf. Select Equipment and right-click on the list of tools.
Select Add Instrument/equipment.
Go to the Details tab and select a booth in the Location field.

Go to the Parameters tab and tick the Connected instrument checkbox.
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e Select a workstation in the Workstation field, only in case of stationary workstation.

e Settheinformation in the Serial group of fields according to the settings previously identified. The Serial port value must be
detected depending on the port the barcode reader is connected to.

g2l Equipment :| @ Instrument / equipment - BARCODEREADERO0L Barcode Reader

Code Status
[BARCODEREADER001 | [] System | Available |
Description

|Barcode Reader |

Details . Logbook ™. Scheduled controls | Parameters . Test “.Attachments ™. Associations ™. User information ™. Prints
g

[ | Disabled —Serial ~Prefix multiplexer
: Senial port Baudrate Data bit
I Connected instrument I
‘comi2 - | 9600 - /|8 -|

|| Shared instrument ; . : MUK CL
[ Instruments sending data End string Parity Sl ]
["] Automatic data acquisition |#13#10 - | | Even M | |1 h |

[1 Manual data entry verification

o TCP/IP address Port

—Associations 0

Workstation \AX2012R3TEST 4 - | | | |

Driver instrument | - |
~Tool

Unit of measure Precision [ ] Execute weighing at ZERQ

| * | | l]| [ "] Check not stable value on dispense complete

Minimum capacity Maximum capacity Actual quantity confirmation

| 0| | 0 | Disabled -

[ | Multirange active

e Click the OK button to save the configuration.

e  Save and restart the application.

7.3.2 Scales
The following steps must be performed before accessing the SDNWD Master component:

e Detectif the scale is connected directly to the computer or through a multiplexer (e.g., Mettler terminal IND690 or similar). If
the scale is connected through a multiplexer, get maker, model, and port number the scale is connected to.

e Detect the configuration parameters of the scale:

Serial port
Baudrate

Data bit

End string

Stop bit

Parity

TCP/IP address
Port

Unit of measure
Maximum capacity
Minimum capacity
Precision

O O 0O 0O O 0o 0O o0 O o0 o

e  Connect the scale to the computer or terminal.
Start the SDNWD Master component and follow the steps below:
. In the File menu, select Configuration.

e  Selectthe Paths tab, set the path in the Instrument drivers field (if already set, make sure that the path is correct), and click
OK.

e  Restart the application.
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e Inthe Navigation Tree, select the Dispensing setup leaf. Select Equipment and right-click on the list of instruments.

e  Select Add Instrument/equipment.

. Enter the Serial number of the scale. If the scale is connected through a multiplexer, enter the multiplexer serial number.

° Enter the booth where the scale is in the Location field.

g3l Equipment
Code
SCALEQT |

System

Description

iR Instrument / equipment - SCALEDT SCALED!

\ SCALEO!

Long description

Details ' Logbook \ Scheduled controls 4 Parameters * Test  Attachments  Associations

Madel Brand Supplier Image
| | 3| <

Class of instrument Type of instrument Support

| 3] 3| 3

Location Caorparation owner Division maintenance
CCa— | J

Plant Serial number Irventory number

\ | SNO0000000DT

Purchase date

| 2/16/2023

v|

e  Gotothe Parameters tab and tick the Connected instrument and the Instrument sending data checkboxes.

e  Select a workstation in the Workstation field, in case of stationary workstation, and choose a driver in the Driver instrument
field. The driver must be set to “Mettler SICS” in case of Mettler Toledo scales.

e  Setthe Prefix multiplexer to:

o  “None” if the scale is directly connected to the computer. The MUX CL field must be blank.

Code
|sc;xLEEmu001

| [] System

Description

{2l Equipment :I & * Instrument / equipment - SCALEEMUOO1 Scale emulation 6000 g 3¢

Status

Available |

|Sca|e emulation 6000 g

Qﬁails\Logbook\Léched uled controls\{ Palametels\@\khttachments\Lgssociation s\kuser information \Prints

I Prefix multiplexer

MNane -

MUK CL

-] ]

|| Disabled e )

X Serial port Baudrate Data bit
Connected instrument
[ "] Shared instrument |CDMEI v| |gﬁﬂt] v| |8 v|
Instruments sending data End string Parity Stop bit
[ | Automatic data acquisition |#13#lﬂ v| |E"’E” v| |1
[ | Manual data entry verification
P — TCP/IP address Port
Workstation | AXQO12RBTEST & -~ | | | o |
Driver instrument | MettlerSICS - |

o “Terminal” if the scale is connected via a multiplexer or terminal (Mettler Toledo IND690 or similar). The MUX CL field

must be populated with the terminal port connected to the scale.

Copyright © 2025 STAEDEAN. All rights reserved

Page 39 of 55



staepean

{2 Equipment :I & * Instrument / equipment - SCALEEMUOOL Scale emulation 6000 g 3¢

Code Status
|SC£\LEEMU001 | [ System Awailable |
Description

|Sca|e emulation 6000 g |

Qetails\I\Logbook\I\éch eduled controls\{ Pa rameters\@\ﬁ\ttachments\I\gssociations\J\gser information\kprints

[ ] Disabled ~Serial Prefioc multiplexer ——
. Serial port Baudrate Data bit .

Connected instrument Terminal -

|| Shared instrument |COM10 ‘| |9600 v| |8 v| MUX CL

Instruments sending data End string Parity Stop bit
| #13#10 -1 -|

[ | Automatic data acquisition A | | Even

|| Manual data entry verification
Associations

Workstation AX2012RITEST o =
Drriver instrument MettlerSICS A

e  Editthe following fields according to the parameters previously identified:

TCP/IP address Port

IC |

Serial port
Baudrate

Data bit

End string

Stop bit

Parity

TCP/IP address
Port

Unit of measure
Minimum capacity

O O 0 O 0O 0O O 0 O o o

Maximum capacity

NOTE: If multiple scales are connected to the PC using a multiplexer or terminal, the same connection parameters must be
set for all scales.

j2l Equipment :I & *Instrurnent / equipment - SCALEEMUOOL Scale emulation 6000 g
Code Status
|SCALEEMUO0L | O system | Available |
Description
|Sca|e emulation 6000 g |
Qetails\KLogbook\kﬁcheduled controls\l P‘arameters\@\[\ﬁ.ttachments\Lgssociations\Lgser information\l\Prints
[ ] Disabled ~Serial ~Prefix multiplexer
- Serial port Baudrate Data bit .
|[¥| Connected instrument | |Term|na| v|
[ "] Shared instrument |COMIU v| |gﬁ{]ﬂ v| |8 v| MUX CL
|!+| Instruments sending data | End string Parity Stop bit |2 |
[ Automatic data acquisition |#13#:|_u v | | Even - | |1 - |
[ Manual data entry verification
_ TCP/IP address Port
—Associations 0
Workstation |A}{2012H3TEST a | | | |
Driver instrument | MettlerSICS hd |
~Tool
Unit of measure Precision [ | Execute weighing at ZERO
|IS “ | | U.Ul| [ | Check not stable value on dispense complete
Minimum capacity Maximum capacity Actual quantity cenfirmation
| 001 6000| | Always -

. If a scale keeps the same precision in the weighing range defined by the minimum and maximum capacity, enter the precision
value in the Precision field. If the scale has different precision values (also called multirange), tick the Multirange active
checkbox, then right-click and select the Add intervals option to set the precision for each range of capacity.
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Tool

Unit of measure Precision || Execute weighing at ZERQ

|G 4 | U-Ull || Check not stable value on dispense complete
Minimum capacity Maximum capacity Actual quantity cenfirmation

| 001 | 6000 | Always -

I Multirange active I

Resolution Intervals

Lower limit Upper limit Precision

>0g 21,000 g 0.01000

Delete intervals \

Go to the Association tab > Workstation sub-tab and associate the workstation specified in the Parameters tab to the scale
Drag and drop the workstation from the right panel to the left one to associate it to the scale.

@l Tools j i Instrument / equipment - SCALEEMUOO1 Scale emulation 6000 g

Code Status
SCALEEMU0OL ‘ [[] System ‘ Available \
Description

‘Scale emulation 6000 g

Details \[\Logbook\l\Scheduled controls\l\l’ammeters J\\'I'est { \Attachrnents\l Associatioru\kUser information\[\Prints

Groups \I\Tools \l Workstations
Code | Description | status | BarCode | Location |
AX2012R3TEST Active BOOTHO4
Refresh F5
New »
| New Association
Delete Association
Show deleted Assodation
Print List...
Print List (default)
Add System workstation definition
@l Tools j i@ Instrument / equipment - SCALEEMUO01 Scale emulation 6000 g >
Code Status
sy
Description
|S:a|e emulation 6000 g I
Qetails\{\Logbouk\[ hedul ‘:ontrnls\{\. s J\lst ‘[g\ttachments\{ associatiom\LQSCr informaticn {\Prims N\
Groups { Tools ‘|Wn|‘kstaﬁons
Association found J Associations not found ‘
Code | Description | status | B [ Code | Description | status | BarCode | Locatio
AX2012R3TEST Active XEN Active

Go to the Test tab and click the Start button to activate the communication.
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gl Tools j i# Instrument / equipment - SCALEEMUQO1 Scale emulation 6000 g x

Code Status
|SCALEEMUOOL | [ system Available ]
Description

[Scale emulation 6000 g l

o N N J \L N TS, | - SR, FER,
Details * Logbook " Scheduled controls " Parameters {Test Attachments . Associations  Userinformation * Prints

~Monitor test

“Instrument parameters —  Command test

com1 Port address Inactive comunication
9600 Baud rate Start comunication

s Hnts bt E End comunication

1 Stop bit
Even Parity bit || selection command
MettlerSICS | Driver instrument Send command

o Ifthe selected serial port does not exist, the system returns the error message: “Specified comport doesn’t exist”.

Ax far Pharma Dispensing Module E
@ ie_Badld - Specified comport doesn't exist,

o Ifthe selected serial port exists, the system opens the communication with the scale, and the red button becomes green.

@l Tools j i@ Instrument / equipment - SCALEEMUOO1 Scale emulation 6000 g

Code Status
[SCALEEMUOOL | O system Available |
Description

[Scale emulation 6000 g l

Details N ‘Logbook\J Scheduled controls N _Parameters\{ Ist\{ Attachments N Associations\l\user information\I\Prints A

~Monitor test

“Instrument parameters |

coM1 Port address Communication Active -

9600 Baud rate | start | Start comunication
. duabs E End comunication
1 Stop bit

Even Parity bit v | Selection command

MettlerSICS | Driver instrument Send command
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Select a command and click the Execute button. The Monitor test displays the result of the command.
e  Click the Stop button to stop the communication.

e  Save and restart the application.

7.4 Workstation configuration

If a Barcode reader has been associated with the workstation, go to the Details tab, and select the Barcode Reader in the Barcode
reader field. Click OK to save.

& Workstations | 3 System workstation definition - AX2012R3TEST

Code Description
|;;.=::u:|1::_-“.‘55T \

Location

BOOTHO4 + :Booth04

Details _Associationsx“[ Printers\\J- Access .
[T Disabled access

Long description

Barcode reader
3 | ‘Disabled » || Enable RFID identification
v X
Code I Description I Status I Minimum wei... I Maxirmum wei... I Unit ¢
SCALEEMUOO01 Scale emulatio... Available 0,01 6000 G
SCALEEMUO02 Scale emulatio... Available 2 500 KG
BA JEREADEROO1 Jarcoc Available

Select the booth where the workstation is in the Location field.

In case of mobile workstations, if the Location field is populated, it is used as default booth automatically selected at login. Go to the

Association tab > Area sub-tab and associate the areas where the workstation can operate. Drag and drop the areas from the right
panel to the left one to associate them to the workstations.
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8. REMOVE AND CHANGE INSTALLATION

To remove or change the installation of the SDNWD components, users can follow one of the following standard MS-Windows
procedures.

e Runthe setup program.

e Choose Uninstall or change from MS-Windows Programs and Features list in the Control Panel. In this case, the useris

requested to choose how the system should proceed.

Ie r Weighing and Dispensing Setup Wizard

Modify, Repair or Remove installation

Add or Remove Features
Change which features are installed.

ﬁ Repair

Repairs errors in the most recent installation state.

X Remove

Removes Weighing and Dispensing from your computer.

‘ Cancel ‘

Note: Some limitations must be considered during the removal process:

o  File Server - New files added or changed in the shared folder path after the initial setup are not removed.

Database Server - The database created by the setup program is not removed.
Client - New files added or changed in the installation folder path after the initial setup are not removed.
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9. INSTALLATION OF ANEW STAEDEAN LIFE SCIENCES WEIGHING AND

DISPENSING CLIENT

This paragraph describes the steps required to install an additional W&D Client.

Pre-requisites:

e  The user performing the installation must be a computer administrator (please refer to Paragraph 6.1).
e Information about the computer and its devices must be collected (please refer to Chapter 5).

e  Requirements on W&D Client must be met (please refer to Paragraph 3.3.2).

e Devices must be connected to the computer and configured.

To install a new W&D Client, execute the following steps:

e  Runthe Client setup (please refer to Paragraph 6.3.3).
e  Execute the first login and enter the Client license (please refer to Paragraph 6.4).
e  Configure the new Client:

o Add connected devices (please refer to Paragraph 7.3).

o Linkthe devices to workstations (please refer to Paragraph 7.4).

o Runthe W&D Client.
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The W&D Client can run in a terminal server environment even if it is installed on the server. When running, the Client will use the client
computer name (http://environmentvariables.org/SessionName). This determines the workstation identification (license and
configuration load).

To provide the server computer name as the workstation ID, it is necessary to set the windows environment SESSIONNAME variable
before running the Client software to run the W&D Client on another computer via remote desktop connection.

The following files must be created to run the W&D Client and Master:
SDNWD.BAT

SET SESSIONNAME=CONSOLE

SDNWD.EXE

SDNWD_MASTER.BAT

SET SESSIONNAME=CONSOLE

SDNWD_MASTER.EXE

Both files must be moved to the BIN folder of the Client Installation path (together with the .EXE files). It is possible to create a shortcut
to run them from the desktop or the start menu.

Note: Itis recommended to avoid running Client and Master via a remote desktop connection from a different client PC.
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11. STAEDEAN LIFE SCIENCES WEIGHING AND DISPENSING UPGRADE

Before upgrading to a new version, it is possible to check the current version in the User Login form as shown below.

User authentication

staebpean

Life Sciences Weighing and Dispensing

Accessto: SDNWD (15.0.28461.28973)

User: “ ’

Password: ‘ ‘

(™) Options | Login | Cancel

11.1 Pre-requisites

e During the upgrade, the system must not be used:

o Userscannot login.

o Dispensing operations cannot be executed.
e The system under maintenance checkbox in the Configuration form must be checked.
e  Make a complete backup of the system (computer server/s and database/s content).

If the upgrade procedure is executed via Remote Desktop or from a computer that can be accessed via Remote Desktop, the following
additional instructions must be followed:

e Reboot the client.
e  Using Windows Task Manager, verify that no other sessions are active on the same computer.

The upgrade operations can only be performed by users with administrative rights on the client and server computers.
A user with system administrator role must perform database management operations.

SQL Server parameter “Authentication mode” must be set to “SQL Server and Windows Authentication mode” (mixed mode).

11.2 Upgrading procedure
The following paragraphs describe the steps required to upgrade the SDNWD module to a new version.

Note: Additional details may be provided separately to include all the steps to be executed depending on the existing installed version
and the new version.

11.2.1 Backup
Take evidence of the configuration set up for the equipment, including:
e Instrument details.
e  Parameters.
e  Scheduled controls and tests.
Connect to the SDNWD database server via the SQL Server Management Console.

Prepare a Backup of the database SDNWD and store it with name:
<backup date><database name><application version>.bak

11.2.2 Upgrade - All components
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e  Uninstall “STAEDEAN Life Sciences Weighing and Dispensing” from:
o  File server
o Database server
o AllDispensing clients

Note: After uninstalling, check if the “SDNWD\Bin” folder exists on the client PC. If so, manually delete it. If there is another
process using the files in this folder, users will not be allowed to delete it since another session is running. Close all pending
sessions and try again.

e  Execute SQL commands as described by the upgrade procedure.
e Install the new version to:

o File server

o Database server

o AllDispensing clients
e  Complete the installation configuration.

(Please refer to Paragraph 6.2 for details about the installation of all the W&D components).
11.2.3 Upgrade - Single components

11.2.3.1 Database Server

Remove the previous version of the Database Server by going into the Control Panel, selecting STAEDEAN Life Sciences Weighing and
Dispensing, and removing all components.

Install the new version by setting the database name to “<SDNWD database name>” and following the procedure described in
Paragraph 6.3.2 for Database Server installation.
11.2.3.2 File Server

Remove the previous version of the File Server by going into the Control Panel, selecting STAEDEAN Life Sciences Weighing and
Dispensing, and removing all components.

Install the new version by setting the database name to “<SDNWD database name>” and following the procedure described in
Paragraph 6.3.1 for File Server installation.

11.2.3.3 Client

Remove the previous version of the client by going into the Control Panel, selecting the SDNWD Module, and removing all components.
Run the setup on each client PC by following the procedure described in Paragraph 6.3.3 for Client application installation.

The operations related to automated client setup and initial run of client can be skipped.

11.2.4 Initial run after update

Execute the steps as described in Paragraph 6.4.

11.2.5 Migrate instrument configuration to the new database

Add the tools configuration to the new database, then copy the parameters of the tool from the notes taken from the previous
configuration (please refer to Paragraph 7.3 for details about equipment configuration).

11.2.6 Label files

Label files can be provided as separate files to update labels and text displayed in the User Interface.

The following files are installed in the “LANG” directory, available in the File Server installation folder (please refer to Paragraph 6.3.1):
SDNWD.ENU.Ilng (US English)

SDNWD_MASTER.ENU.lng (US English)

The following compiled label files are installed in the “BIN” directory, available in the Client installation folder (please refer to Paragraph
6.3.3):

SDNWD.ENU (US English)
SDNWD_MASTER.ENU (US English)

11.2.6.1 Label files installation

To install the label file, the following steps must be executed:
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e Replace the language file in the “LANG” directory in the shared folder with the updated label file.
e Delete the compiled language file in the “BIN” directory in the client installation folder.
e  Runthe client software.

Steps 2 and 3 must be repeated for each client computer.
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121 System user permissions

The W&D Setup file automatically creates the system user “DCK_SYS_USERREC” as database owner and server administrator to
register entities and fields in the database as part of the installation process. An encrypted password protects the system user.

If the software is already installed and needs to be upgraded, the setup file uses the system created user for the previous installation
and no new user is created.

If the system user already exists and the permissions of the user have been manually modified, the entity registration may fail, and the
database cannot be updated. An error message is displayed.

Error occurred

the inconvenience,

The application has encountered a problem. We are sorry for I-Q' ‘

Cannot find the object "SstemBventlog” because ik doies nok east ar
you da nat have permissions.

To see what datz this emar report contzing, click here,

The issue can be solved by deleting the existing system user and running the setup file again. Thus, a new system user with the correct
permissions is created.

12.2 Domain search

Microsoft Windows Server may not allow the execution of domain search queries (please refer to Paragraph 7.1.2) and an error
message may be returned. The same error is prompted when running the windows command “net view” on the command prompt.

This issue can be solved by enabling the “computer browser” service and other related services depending on the operating system
version (please refer to Microsoft documentation, e.g., https://support.microsoft.com/en-us/help/188305/troubleshooting-the-
microsoft-computer-browser-service).

Additionally, the issue can be solved through the creation of a new user by following the steps below:
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e Setthe Default domain field to the required domain in the system configuration (File > Configuration> Security).

e Create anew user.

= STAEDEAN Life Sciences Weighing and Dispensing
File Edit Show Logs Printouts Processing Utilities 7

€. Bookmarks

2 Explorer

|55 STAEDEAN Life Sciences
- Dispensing setup

v [l Dispensing users

.18 Security privileges

5 Users

i -l User groups

, -] Inquiries

@@l Users J‘= System configuration - System configuration >

Information | Security Pﬂhs\"-_Other options { Lnnguag"‘-_Mail server . Tools

| Hotkeys | Work order | Audit trail

Password Account
Minimum password lenght Type of account block
Ig | | None ~ l
Default password validity (days) Maximum error time (min)
19999 | 2 |
Maximum password validity (days) Maximum login attempts
|9999 | 3 |
Allow password re-use Account lock duration (min)
| Yes v | |1 l
Default domain
Timeout | l
; inactivi
m inactivity (sec) [ Activate workstation validation control
\1200 | [] Allow access without password
L] Undo edit on new user login [] Allow single sign on access
Reload user settings on login Various
Data security Maximum query time (sec)
[[] Enable data integrity management |3‘30 l
[[] Event-logger save XML Deletion type
[phisic v

Multicompany
[] Multicompany management

[ Verify key for slave eleme
Modal forms always on top

nts

|Autcmatic

~ |

The new user will be created with the authentication method set to “Active directory” and the domain set as the default domain.

12.3 Invalid user credentials

If the user cannot access the STAEDEAN LSS web service, an error message is displayed: “Either the target name is incorrect or the
server has rejected the client credentials”™.

The error can be displayed upon:

e Login.

e  Weighing operation execution.

e  Configuration testing.

The issue can be solved by checking the web service setups (please refer to Paragraph 6.5).

12.4 Scale communication

The following checks can be executed if the scale communication is not working.
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Scale connection - These checks allow users to understand if the communication is not working due to physical connection
issues (scale with terminal, terminal with PC, scale with PC).

o

If the scale is connected through a multiplexer:

= Verify that scales are connected to the terminal.

=  Verify terminal configuration screens for connected scales. Scale ID, description, and Serial Number should be
shown.

= Using the terminal keyboard, switch the selected scale and put a weight on the selected scale. The weight should be
shown on the terminal display.

= Getthe RS232 communication parameters (i.e., baud rate, data bit, parity, stop bit).

If the scale is connected directly to the PC:

= Getthe RS232 communication parameters (i.e., baud rate, data bit, parity, stop bit).

Get the com port number (control panel, device manager).

Run the Hyperterminal, set the communication parameters, and test the communication over the com port using the

scale command (based on scale communication protocol used).

Scale configuration — These checks allow users to verify whether the scale configuration in the SDNWD Master component is
properly set up (please refer to Paragraph 7.3.2).

o Verify that the Connected instrument and Instrument sending data checkboxes are ticked.

o Verify that scales are associated with the workstation in use.

o Verify that the com port configured for the scale exists. If not, an error message is displayed: “ie_Badld - Specified
component doesn’t exist.”

o Testthe communication.

Setup log

During the installation, each operation is recorded in a log file named SDNWD_SETUP.LOG, stored in the desktop folder of the user
executing the setup.

If there are issues during the installation, users should check the log content and contact STAEDEAN support.
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The components of a computer system can be affected by natural or human-induced errors causing significant data loss or corruption.
Disaster recovery involves a set of policies and procedures which ensure the continuity of technology infrastructure and systems. As
part of the recovery plan, backup policies allow users to restore data and documents whenever necessary. A well-designed backup and
recovery strategy maximizes data availability and minimizes data loss.

The Backup and recovery paragraphs define a guideline to back up and restore the SDNWD module at the time of the disaster. These
operations should be integrated into the global system plan for disaster recovery of Microsoft Dynamics 365 and Life Sciences Solution.

This is not intended to:

. Define a specific disaster recovery strategy.

. Define the operations to backup and restore the system infrastructure (e.g., computer server name, database server name,
network topology, client PC IP address, etc.).

. Identify tools supporting backup and restore of SQL Server database or other backup and restore dedicated software.

13.1 Assumptions

Weighing and dispensing operations must not be in progress when executing any recovery operation. Any information generated by
operations in progress might be damaged, lost, or not recorded when the disaster recovery plan is launched.

13.2 Monitoring

Periodic verification of the system’s performance allows users to monitor the system health and status. Itis recommended to monitor
the following standard alert systems of Microsoft Windows Server and SQL Server:

. SQL Server database alert system
e  Windows performance monitor
e Windows event log

Routine maintenance procedures include:

e SDNWD database backup and recovery
e Application folder backup and restore
e  Monitoring alerts on specific events generated by infrastructure components or by the database.

13.3 Backup procedure

A backup strategy defines the type and frequency of backups, the nature and speed of the hardware that is required for backups, and
backup security. A backup strategy also defines how backups are tested, where backup media is stored, and how it is stored.

For information about how to select and implement a backup strategy, users should refer to the database documentation of their
organization.

The backup frequency of the SDNWD components depends on the organization restore needs. Nevertheless, it is recommended to
execute a full backup daily and after each change of the module configuration.

The user system backup should involve the following SDNWD components:

. Database:
o SDNWD database
e  Sharedfiles folder.

Installation files and patches should be archived, and they will be used for additional client installation or restore.

The client application does not store any information, so it does not require backup.

13.4 Recovery procedure

Arecovery strategy defines how to restore databases to guarantee that all user systems and data can be quickly restored if a disaster
occurs, thus minimizing time and data loss.

A comprehensive recovery plan needs to contain the following elements:
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e Aplanto acquire areplacement for damaged hardware.

e  Acommunication plan.

e Alist of people to be contacted in case a disaster occurs.

e Theinstructions for contacting the people in charge of responding to the disaster.

e Information on the owner of the plan.

e Achecklist of required tasks for each recovery scenario and the corresponding time of completion to help users track the
history of the disaster recovery plan.

For each component of the SDNWD module, the recovery procedure includes the following recommended operations:

. Database Server:
o Repeatthe Database Server installation procedure as described in 6.3.2.
o Replace SDNWD database with the restored database.
e  File Server:
o Repeatthe File Server installation procedure as described in 6.3.1.
o Replace shared folder and permissions.
e Client:
o Repeatthe Client Application installation procedure for each client as described in 6.3.3.
o Ifalanguage update/patch has been previously installed, delete the compiled language file in the BIN directory in the
client installation folder and apply the patch again.

Execute the “Initial system start” as described in 6.4.
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The information contained in this document represents the current view of STAEDEAN on the issues discussed as of the date of publication. Because
STAEDEAN must respond to changing market conditions, this document should not be interpreted to be a commitment on the part of STAEDEAN, and
STAEDEAN cannot guarantee the accuracy of any information presented after the date of publication. This document is for informational purposes only.
STAEDEAN MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT. Complying with all applicable
copyright laws is the responsibility of the user. Without limiting the rights under copyright, no part of this document may be reproduced, stored in or
introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any
purpose, without the express written permission of either STAEDEAN.

STAEDEAN may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document.
Except as expressly provided in any written license agreement from STAEDEAN, the furnishing of this document does not give you any license to these
patents, trademarks, copyrights, or other intellectual property.
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