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ExactBid’s Real Estate Information Management System
(RIMS) Version 8.23.1 is a release for all RIMS 8 users.

These Release Notes provide a summary of selected bug

fixes and performance improvements for the following
noted areas:

QUALITY & USABILITY IMPROVEMENTS

RFP Scope Field

Service Request

Combo Box (sgl) Field

When an RFP has a single-select Combo Box (sgl) scope field and no selection is made
for the scope item on a saved RFP, the field will show blank on View RFP and the field
will be blank if used in a review document.

Scope

| Olist Box ®ComboBox | OText (2,000

|Intended Use (multi) (ssl) char)

Template Property Data - Latitude and Longitude Fields
When geocoding properties, the value should be able to store up to 10 characters for
Latitude and up to 11 characters for Longitude with 6 decimal places. The issue is
resolved.

SECURITY IMPROVEMENTS

RIMS Password

Strong Password Requirements

Third-party security testing of RIMS required improvements to the passwords chosen by
users. When changing a password, a user will be blocked from saving changes to a new
or existing user account when the new password entered is involved in data breaches as
monitored at https://haveibeenpwned.com/passwords. User is not allowed to save
new passwords that have been breached. The user will get a message whenever the
new password entered has been part of a data breach:

"Please use another password. The entered password has been seen X time(s) before in
data breaches. For more information, visit haveibeenpwned.com."
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WEAK PASSWORD LOGIN PAGE:

Password Restrictions:

* Not the same as your Login ID

Not the same as your last 7 passwords

* Must not repeat any 12-character or 12-digit combination

from your current password.

Between 8 and 12 characters

* Has anupper case letter

* Hasalower case letter

* Hasat least 1 number

* May include only the following special characters: !\""#%'()
e fp=@IN {8

Please enter your new password

RIMS

‘ m exactbid

(D) Please use another password. The entered password has been
seen 139,705 time(s) before in data breaches. For more
information, visit haveibeenpwned.com. Version: 8.23.1.3758

@ Cancel

Confidentiality: By accessing this site. the user agrees that all information contained in or sccessed [m ‘t b d
: =l exactbi
ABCDEF Bank (RIMSGOLD) (QA, or required by lswor appropriste (= T ——————

professional standards or organization: s

STRONG PASSWORD LOGIN PAGE:

Password Restrictions:

= Not the same as your Login ID

Not the same as your last 7 passwords

* Mustnot repeat any 12-character or 12-digit combination
from your current password.

+ Between 8and 12 characters

* Hasanupper case letter

* Hasalower case letter

* Hasatleast 1 number
= May include only the following special characters: \""#%()
“+-f=@N S

Please enter your new password R I M E ;0

sessssssessess m exactbid

%] Update Password [E%ReN0H] Version: 8.23.1.3758

ssl.exactbid

due diligence simplified

RIMSCentral

Password Strong Password Requirements
Third-party security testing of RIMSCentral required improvements to the passwords
chosen by users. Register user, change password, and forgot password workflows will
now have a leaked password check after form submission. The check is only done on
the password entered in the first password box when the user moves focus to another
object on the page. The confirm password value is only checked against the first
password box for a match.
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WEAK PASSWORD LOGIN PAGE:
RIMS Central

m exactbid

Register user

Create your RIMSCentral.com user name and password. If you are an existing RIMS user, you will be
prompted later to synchronize with your RIMS accountis).

Need help registering? [f, Watch the demo

User name (email) |cprohaska@\ightboxre.ccm ‘

Confirmemail [cprohaska@lightboxre.com |

Password
Confirm password |:|

Password requirements ¥ & character minimum
¥ Must contain at least one letter
¥ Must contain at least one digit
X Please use another password. The entered password has been seen
139,705 time(s) before in data breaches.
For more information, visit haveibeenpwned.com

Refresh image ~
I'm not a robot

1eCAPTCHA

© Need to contact our Support Team? Click here.

STRONG PASSWORD LOGIN PAGE:
RIMS Central

m exactbid

Register user

Create your RIMSCentral.com user name and password. If you are an existing RIMS user, you will be
prompted later to synchronize with your RIMS account(s).

Need help registering? [, Watch the demo

User name (email) |Lp.w ightboxra com |

Confirm email |cprohaska@\ighlboxre.cum |

Password

Confirm password

Password requirements 6 character minimum
¥ Must contain at least one letter
 Must contain at least one digit

Refresh image
\/ I'm not a robot

@ Need to contact our Support Team? Click here.

Release Notes: RIMS 8.23.1 | 866.319.7467 | 408.361.5000 | support@exactbid.com | exactbid.com
Page 3 of 3



