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OVERVIEW ot

The Indicator Migration application performs a one-time sync of an Indicator from a remote
ThreatConnect® instance to a local ThreatConnect instance. The sync overwrites the Threat
Rating, Confidence Rating, Tags, and Attributes for the destination Indicator on the local Owner in
the ThreatConnect instance.

DEPENDENCIES

ThreatConnect Dependencies

e Active ThreatConnect Application Programming Interface (API) Keys for source and
target servers

NOTE: All ThreatConnect dependencies will be provided by default to subscribing ThreatConnect
Cloud customers. Private Instance customers can enable these settings during configuration on the
Account Settings screen within their Private Instance of ThreatConnect.

CONFIGURATION PARAMETERS

Parameter Definition

The parameters defined in Table 1 apply to the configuration parameters during the job-creation
process.

Table 1

Name Description

Local ThreatConnect API Access ID This parameter is the APl Access ID on
the local ThreatConnect instance.

Local ThreatConnect API Secret Key This parameter is the APl Access secret
key on the local ThreatConnect
instance.

Destination Owner This parameter is the Owner to which

the Indicators will be written.

Indicator Migration App Configuration Guide 4



Remote ThreatConnect APl Access ID

This parameter is the APl Access ID on
the remote ThreatConnect instance

Remote ThreatConnect API Secret Key

This parameter is the API Access secret
key on the remote ThreatConnect
instance.

Remote Owner

This parameter is the Owner of the
Indicator to be migrated on the remote
ThreatConnect instance.

Apply ThreatAssess Rating/Confidence
from Remote Owner if Available

If this checkbox is selected, the
ThreatAssess Threat Rating and
Confidence Rating values will be copied
to the local Indicator instead of the
default Threat Rating and Confidence
Rating values.

Proxy TC APl Connection

This parameter indicates whether a
proxy is required to access the local
ThreatConnect instance. It is usually
required when running on an
Environment Server.

Proxy External APl Connection

This parameter indicates whether a
proxy is required to access the remote
ThreatConnect instance.

Logging Level

This parameter is the logging level for
the Job.

Organization Configuration

The target Organization must have the same Attributes as the source Organization; otherwise,
Indicators using unavailable Attributes will fail to load into the target Organization.
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