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OVERVIEW

The Microsoft Defender for Endpoint integration allows you to ingest alerts into
ThreatConnect® and then automate triage and investigative actions across your security
stack.

There is a Playbook App and a Service App for this integration, each of which can be
found in the ThreatConnect App Catalog under the names Microsoft Defender for
Endpoint and Microsoft Defender for Endpoint Service, respectively. The Playbook App
provides a powerful set of actions that can be leveraged within a larger security
workflow orchestration or even simple automation. Immediate actions can be taken to

investigate, stop, and remediate potential threats at the endpoint, based on external
threat intelligence.

This guide covers how to install the Microsoft Defender for Endpoint Service App,
configure and activate a corresponding Service, and create a Playbook that uses the
custom Trigger Service.

DEPENDENCIES

ThreatConnect Dependencies

e Playbooks enabled by a System Administrator

e System role of Administrator to install Service Apps and create, view, and activate
Services

e Organization role of Standard User to build a Playbook that uses a Trigger Service

Microsoft Defender for Endpoint Dependencies

e Microsoft Azure® AD Tenant with administrator rights to create an App
registration and manage permissions

e Azure App registration with application-level permissions to
SecurityAlert.ReadWrite.All in the Microsoft Graph APl and Alert.ReadWrite.All
in the WindowsDefenderATP API
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A
MICROSOFT AZURE APP REGISTRATION AND
CONFIGURATION

This integration requires an App registration in the Azure portal. The App must also have
the required permissions. Follow the steps in this section to create a new App
registration and assign the appropriate permissions.

1. Create a new App registration with the Microsoft identity platform. Note the Client

ID and Tenant ID on the App’s Overview screen, as these values will be entered as
configuration parameters into the ThreatConnect integration.

NOTE: In most cases, a type of Single Tenant should be selected, and the optional Redirect URI
field should be left blank.

2. On the App page, under Manage, select APl Permissions. The Request API
permissions screen will be displayed.

3. Click + Add a permission. The Request API permissions drawer will be displayed.

4. On the Microsoft APIs tab, select the Microsoft Graph API (Figure 1).

Request API permissions X

< All APIs
@ Microsoft Graph
https://graph.microsoft.com/ Docs ¢

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
Select permissions expand all
L alert x
Permission Admin consent required

N/ SecurityAlert (1)

D SecurityAlert.Read All O
Read all security alerts

- SecurityAlert.ReadWrite All (D
Read and write to all security alerts

Add permissions

Figurel
e What type of permissions does your application require?: Select Application
permissions.
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e Select permissions: Select SecurityAlert.ReadWrite.All.

e Click the Add permissions button. The added permissions will now 1R listed under
the Configured permissions section of the APl permissions screen.

On the API permissions screen, click + Add a permission. The Request API

permissions drawer will be displayed again.

API (Figure 2).

Select the APIs my organization uses tab, and then select the WindowsDefenderATP

€ Al AP

Delegated permussions

Select permissions

Permission
> AdvancedQuery

N Alert (1)

> Event

> File

>w

> Ubrary

(N

Add permissions

Request API permissions X

WindowsDefenderATP
https://userrequestsgraphapiep-prd trafficmanager.net/
What type of permissions does your application require?

Your application needs to access the APl as the signed-in user. Your application runs as a background service or dsemon without a

£ Start typing a permission to filter these results

D Alert Read All
Read all alerts

. Alert ReadWrite All (O
Read and write all alerts

> IntegrationConfiguration

Application permessions

signed-in user

expand all

Admin consent required

Yes

Yes

Discard

Figure 2

e What type of permissions does your application require?: Select Application

permissions.

e Select permissions: Select Alert.ReadWrite.All.

e Click the Add permissions button. The added permissions will now be listed under
the Configured permissions section of the API permissions screen.

Microsoft Defender for Endpoint Integration Configuration Guide 6



A

7. In the Configured permissions section of the APl permission screen, cIic% v’ Grant
admin consent for <Organization Name> (Figure 3Error! Reference sou@e not

found.).

Configured permissions

API / Permissions name

 Microsoft Graph (2)
SecurityAlert.ReadWrite. All
User.Read

~ WindowsDefenderATP (1)

Alert ReadWrite All

+ Adda permission ~* Grant admin consent for Default Directory

Type Description

Application Read and write to all security alerts

Delegated  Sign in and read user profile

Application Read and write all alerts

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Admin consent requ... Status

Yes A\ Not granted for Default ==+
No
Yes A\ Not granted for Default ==+

Figure 3

8. The Grand admin consent confirmation window will be displayed. Click the Yes
button. The following entry will be displayed in the Status column for each
permission: @ Granted for <Organization Name> (Figure 4Error! Reference source

not found.).

Configured permissions

API / Permissions name

~ Microsoft Graph (2)
SecurityAlert. ReadWrite.All
User.Read

~WindowsDefenderATP (1)

Alert. ReadWrite All

+ Adda permission ' Grant admin consent for Default Directory

Type Description

Application Read and write to all security alerts

Delegated  Sign in and read user profile

Application Read and write all alerts

Applications are authorized to call APIs when they are granted permissions by users/fadmins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Admin consent requ... Status

Yes @ Granted for Default Dire_ +++
No @ Granted for Default Dire ==+
Yes @ Granted for Default Dire =

Figure 4

9. On the App page, under Manage, select Certificates & secrets. The Certificates &
secrets screen will be displayed.

10. Select the Client secrets tab, and then click + New Client Secret. The Add a client
secret drawer will be displayed (Figure 5).
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Add a client secret X
®
Description I Enter a description for this client secret I
Expires I Recommended: 6 months v J
[ IR
Figure 5

e Description: Enter a description for the client secret.
e Expires: Select the amount of time after which the client secret will expire.
e Click the Add button.

11. The client secret will be displayed on the Client secrets tab of the Clients & secrets
screen (Figure 6). Save the client secret’s Value. This value will be entered as a
configuration parameter into the ThreatConnect integration, along with the Client ID
and Tenant ID from Step 1.

Certificates (0) Client secrets (1)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

-+ New client secret
Description Expires Value © Secret ID

MDE Integration Demo 7/5/2022 . n} - Y

Figure 6

WARNING: Make sure to save the client secret’s Value, as you will not be

able to retrieve it again after leaving this screen.
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THREATCONNECT CONFIGURATION

Installing the Microsoft Defender for Endpoint Service
App

A System Administrator should follow these steps to use TC Exchange™ to install the
Microsoft Defender for Endpoint Service App.

1. Loginto ThreatConnect with a System Administrator account.

2. On the top navigation bar, hover the cursor over Settings and select TC Exchange
Settings. The Installed tab of the TC Exchange Settings screen will be displayed.

3. Select the Catalog tab. The Catalog screen will be displayed.

4. Enter “microsoft defender” (without quotation marks) in the search bar to filter the
results to show the Microsoft Defender for Endpoint Playbook App and Microsoft
Defender for Endpoint Service App (Figure 7).

& TC Exchange™ Settings

Catalog

All Apps *  microsoft defender Q  Clear Refresh

Name Category Version installed Options

Microsoft Defender for Endpoint Playbook 100

Microsoft Defender for Endpoint Service TriggerService 101

Figure 7

NOTE: This guide covers the installation and configuration of the Microsoft Defender for
Endpoint Service App only.

5. Click Install @ in the Options column for the Microsoft Defender for Endpoint
Service App. The Release Notes window for the Microsoft Defender for Endpoint
Service App will be displayed (Figure 8).
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Release Notes: Microsoft Defender for Endpoint Service X ®

Microsoft Defender for Endpoint Service
Release Notes
1.0.1 (2021-07-29)
Update App Name
1.0.0 (2021-06-07)

APP-1319 Initial Release

Category
Service Trigger
Descrintion
G Allow all organizations ‘

Figure 8
e Allow all organizations: When installing a Service App, it does not matter whether
this checkbox is selected. The Service itself, rather than the Service App, sets the
permissions and access to the App, as detailed in the “Creating and Configuring a
Playbook Trigger Service” section.

e Click the INSTALL button.

Creating and Configuring a Playbook Trigger Service

This section provides instructions on creating a Playbook Trigger Service for the
Microsoft Defender for Endpoint Service App. For instructions on creating general
Playbook Services, see Playbook Services.

1. Loginto ThreatConnect with a System Administrator account.

2. On the top navigation bar, hover the cursor over Playbooks and select Services. The
Services screen will be displayed.

3. Click the + NEW button at the upper-left corner of the screen. The Select screen of
the Create Service drawer will be displayed (Figure 9).
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Create Service: Microsoft Defender for Endpoint Integration X

Select

Configure Parameters

Name *

Microsoft Defender for Endpoint Integration

Type
Playbook Trigger ~

Service

Microsoft Defender for Endpoint Service v1.0.1 ~

CANCEL  NEXT

Figure 9
e Name: Enter a unique name for the Service.

NOTE: When naming the Service, consider the fact that one Service can be created multiple
times for different customers by using different credentials.

e Type: Select Playbook Trigger.
e Service: Select Microsoft Defender for Endpoint Service v1.0.1.
e Click the NEXT button.

4. The Configure screen of the Create Service drawer will be displayed (Figure 10).
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Create Service: Microsoft Defender for Endpoint Integration X

Select Configure Parameters

Launch Server

tcjob

Permissions

« [ Allowall

Choose

D Enable Notifications

Email Address

Max restart attempts on failure

3

CANCEL  PREVIOUS  NEXT

Figure 10
Launch Server: Select the server on which the Service will launch. Typically, on
multi-server environments, the Service is launched on the tc-job server.
Permissions: Select the Organizations that will have access to the Service.
Allow all: Select this checkbox if you want to give all Organizations on the
ThreatConnect instance access to the Service.
Enable Notifications: Select this checkbox to send an email when the Service fails
to start. It is recommended to enable this setting.
Email Address: If the Enable Notifications checkbox is selected, enter the email

address to which notifications should be sent. It is recommended to enter an
email address for a ThreatConnect user with a System role of Administrator.

Max restart attempts on failure: Enter the number of times ThreatConnect should
try to restart the Service if it fails. It is recommended to set this value to 3.

Click the NEXT button.

5. The Parameters screen of the Create Service drawer will be displayed (Figure 11).
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Create Service: Microsoft Defender for Endpoint Integration X
Select Configure Parameters

TenantID*

ClientID *

Client Secret *

CANCEL  PREVIOUS = SAVE

Figure 11
Tenant ID: Enter the Tenant ID of the App registered in Microsoft Azure during
Step 1 of the “Microsoft Azure App Registration and Configuration” section.
Client ID: Enter the Client ID of the App registered in Microsoft Azure during
Step 1 of the “Microsoft Azure App Registration and Configuration” section.
Client Secret: Enter the Value of the client secret saved during Step 11 of the
“Microsoft Azure App Registration and Configuration” section.

Click the SAVE button.

6. The Service will now be displayed on the Services screen (Figure 12). Toggle its slider
on (orange) to activate the Service. If the Service is not activated, Playbooks that use
its corresponding Service Trigger will produce a validation error.

Microsoft Defender for Endpoint Integration Configuration Guide 13



Activity Apps Environments Playbooks Services Templates

Name Type All/ None
Playbook Trigger,
Type Name Activity Options

Custom Trigger Microsoft Defender for Endpoint Integration

App Vession

Log Level ERROR =

Figure 12

Building a Playbook

This section provides instructions on building a Playbook that will execute whenever an
alert is generated in Microsoft Defender for Endpoint. This Playbook is built using a
Service Trigger that corresponds to the Service created in the “Creating and Configuring
a Playbook Trigger Service” section and a JMESPath App.

1. On the top navigation bar, click Playbooks to display the Playbooks screen.
Alternatively, click the Playbooks tab to the left of the Services tab when on the
Services screen.

2. Hover over the NEW button at the upper-left corner of the screen and select Create
Playbook. The Create Playbook window will be displayed (Figure 13).

Create Playbook X
Name *
Description
Type Description
. Playbook Design a standard playbook with triggers based on an HTTP request, a

mailbox, timers, and data changes in ThreatConnect.

Design a reusable playbook component that can be nested in other

O Component playbooks to standardize processes and encapsulate complex logic.

Design a reusable workflow component that can be used when running

workflow logic.
SAVE

O Workflow

Figure 13
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¢ Name: Enter a name for the Playbook.

e Description: Enter a description for the Playbook.
e Type: Keep the selection of Playbook.

e Click the SAVE button.

3. The Playbook Designer will be displayed. Select the Service Trigger corresponding to
the Service created in the “Creating and Configuring a Playbook Trigger Service”
section from the Service Trigger section of the Triggers pane on the left side of the
Playbook Designer screen to add it to the design pane (Figure 14).

Py
o NAME Microsoft Defender for End.

(_(‘?'f L o 10

Triggers X

@ summay AN

BadGirl
&3 Validations  CIDR

Email Subject
¢ Triggers Hashtag

Mutex
Apps
& operstos

Registry Key
User Agent

Listener - Red Group

Ro Versions
Track
Victim
@ camponeess

B ouastore
Microsoft Defender for Endpoint Integration
IS Auditlog  SIEM & Anslytics o~

Custom Test

Q =% el » « R

Figure 14

4. Double-click the Service Trigger to edit it. The Configure section of the Edit Trigger
pane will be displayed on the left side of the Playbook Designer screen (Figure 15).
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Edit Trigger X

Microsoft Defender for Endpoint Integration

Inline Steps ) D

Trigger Name *

Microsoft Defender for Endpoint Integration Trigger

o Configure

Status *

All v
Severity *
All v
Category *
All v
Advanced

Figure 15

Trigger Name: By default, the Trigger’s name is set to the name of the Service
created in the “Creating and Configuring a Playbook Trigger Service” section,
followed by the word “Trigger.” Edit the Trigger’'s name, if desired.

Status: Select the alert status (All, Unknown, New, In Progress, or Resolved) that
will trigger the execution of the Playbook.

Severity: Select the alert severity (All, UnSpecified, Informational, Low, Medium,
or High) that will trigger the execution of the Playbook.

Category: Select the alert category that will trigger the execution of the Playbook.

NOTE: Alerts generated in Microsoft Defender for Endpoint must meet all three criteria
specified for Status, Severity, and Category. For example, if you set Status to New, Severity to
Medium, and Category to Defense Evasion, only alerts with that status, severity, and category
will trigger the Playbook.

Click the NEXT button.

5. The Advanced section of the Edit Trigger pane will be displayed (Figure 16).
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Edit Trigger X

Microsoft Defender for Endpoint Integration
Inline Steps » D

Trigger Name *

Microsoft Defender for Endpoint Integration Trigger

Max Historical Poll Start *
30 days ago

Poll Interval *

2
D Trigger For Alert Updates

CANCEL  PREVIOUS 7S

Figure 16

e Max Historical Poll Start: Upon activation, the first poll will be conducted after
the completion of the first Poll Interval period. On future runs, if the time of the
last run is greater than the Poll Interval, the App will only retrieve data as far back
as the input value for this field. This value must be parseable as a datetime (e.g.,
30 days ago).

e Poll Interval: Enter the polling interval in minutes.

e Trigger For Alert Updates: Select this checkbox to trigger the Playbook for new
alerts and updates to existing alerts.

e Click the SAVE button.

6. Click Apps on the side navigation bar of the Playbook Designer screen and select
the JMESPath App to add it to the design pane.

7. Connect the Service Trigger to the JMESPath App (Figure 17).
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I= Auditlog

,fﬁo NAME Microsoft Defender for End...
l‘@: VERSION 10 DESIGN MODE v i
Apps X | a = £y
Summary
@ Q, jmes x
&l Validations.
Utility ~
47 Triggers JMESPath
Aogs
& operators
= ercution f
1 Beaions Micrasoft Defender for IMESPath
® Endpoint Integration Trigger
Run Profiles o
@ Metadata
Ro Versions
() Companents
B oatastore

8. Double-click the JMESPath App to edit it. The Edit App pane will be displayed on the

Figure 17

left side of the Playbook Designer screen (Figure 18).

JMESPath String Expressions

Key Value

9 Strip Quotes from String Output

JMESPath StringArray Expressions

Key Value

(7] Return Null as Empty Value

Edit App X
JMESPath
Job Name *

JMESPath
JSON Data *

®

CANCEL B2 =

Figure 18

e Job Name: Edit the name of the JMESPath App, if desired.
e JSON Data: Type # and select msft.defender.response.json.raw from the list that

is displayed.

Microsoft Defender for Endpoint Integration Configuration Guide
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e Leave all remaining fields unchanged, and then click the SAVE button.

9. Click Settings at the upper-right corner of the Playbook Designer screen‘and set the

Playbook’s Log Level to TRACE.

10. Click the MODE dropdown at the upper-right corner of the Playbook Designer screen

and switch the Playbook from Design Mode to Active (Figure 19).

v

& Playbook editing is disabled when status s,

(®) RunPrafies
(& Metadata
Ro Vversions
@ Companents
B oatastore

= AuditLog

P

Active

Figure 19

The Playbook is now configured and will execute whenever an alert that meets the
criteria defined in the Configure section of the Edit Trigger pane (Figure 15) is generated

in Microsoft Defender for Endpoint. After the Playbook executes, the results of its

—

execution can be viewed by opening the Playbook and clicking Executions ¢

side navigation bar of the Playbook Designer screen.

ADDITIONAL RESOURCES

Alerts Queue in Microsoft 365 Defender documentation

Microsoft Defender for Endpoint documentation

View and Organize the Microsoft Defender for Endpoint Alerts Queue
documentation
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