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OVERVIEW 

The Tanium Connect Reputation Blacklist integration for ThreatConnect® enables the upload of 

File hashes in ThreatConnect to the Reputation Blacklist in Tanium Connect. 

DEPENDENCIES 

ThreatConnect Dependencies 

• Active ThreatConnect Application Programming Interface (API) key 

• Either an On Premises Instance of ThreatConnect or the ThreatConnect Environment 

Server with network connectivity to the Tanium server configured in the job parameters 

NOTE: All ThreatConnect dependencies will be provided by default to subscribing ThreatConnect 
Cloud customers. Private Instance customers can enable these settings during configuration on the 
Account Settings screen within their Private Instance of ThreatConnect. 

Tanium Dependencies 

• Active Tanium server version 7 or newer 

• Active Tanium Connect module 4.5 or newer with Reputation Blacklist enabled 

• Tanium credentials with Connect User or Connect Administrator role 
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CONFIGURATION PARAMETERS 

Parameter Definition 

The parameters defined in Table 1 apply to the configuration parameters during the job-creation 

process. 

Table 1 

Api User Required – This parameter is the 
ThreatConnect API Access ID created 
via the ThreatConnect Web user 
interface (UI). 

Tanium Address Required – This parameter is the IP 
address or host name for the Tanium 
server to which the job should connect. 

Tanium User Name Required – This parameter is the API 
user name provided by Tanium, which is 
typically a Windows® administrator 
login for the Tanium host server (e.g., 
WIN-7EAGBVQALPA\Administrator). 

Tanium Password Required – This parameter is the API 
password provided by Tanium, which is 
typically a Windows administrator 
password for the Tanium host server. 

Verify SSL for Tanium Connection Optional – This parameter enables SSL 
verification when connecting to the 
Tanium server. 

ThreatConnect Owners to Upload Required – This parameter is the set of 
ThreatConnect owners on which to 
filter. 

ThreatConnect Tags to Filter on Optional – This parameter is the set of 
ThreatConnect Tags on which to filter. 

Name Description 
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Minimum Threat Rating Optional – This parameter is the 
minimum Indicator Threat Rating on 
which to filter. 

Minimum Confidence Rating Optional – This parameter is the 
minimum Indicator Confidence Rating 
on which to filter. 

Last Run This parameter defines how far back to 
filter Indicators on the first run of the 
job. Subsequent job runs will pull only 
Indicators modified since the last run 
time. 

Logging Level Required – This parameter is the logging 
level for the job. 

 


