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New Features and Functionality

Report Templates

Creating reports from scratch can be time consuming and challenging. That's why
ThreatConnect® 7.5 introduces report templates, a feature designed to simplify and
expedite the reporting process for you. Report templates allow you to define a standard
format users can follow when they create reports in ThreatConnect, ensuring consistency
across your team’s reports and eliminating time spent creating reports from scratch. When
building a report template, you can add content blocks with preconfigured text or visual
elements, such as charts, images, tables, and saved graphs from Threat Graph, or
placeholder sections that users can fill in after they create a report from the template.

In this release, we empower you with the capability to create Group report templates, which
users in your Organization can employ when creating a report for a Group from the Group’s
Details screen.

To create areport template, navigate to the Reporting screen and click the + Create Group
Template button at the top right. The Template Editor will be displayed with a blank report
template for Groups, including placeholder Report Header and Report Footer sections. From
here, you can add sections from the following three categories:

e Group Data Placeholder: This category contains Group details, Attributes, and
associations.

e Basic Elements: This category contains charts, graphs, images, tables, and text
blocks.

e Layout Elements: This category contains headers, footers, page dividers, and page
breaks.
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Add Section

Reporting / Template Editor

Untitled Group Template ~ Group Data Placeholder

Template | Group Details

Attributes
Group Associations
Indicator Associations

Victim Assets Associations

Graph
Image
Table

Text Block
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Layout Elements
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;. Paae Break

Keep panel open after adding Close

Add content to your report template from the Add Section drawer

Eachitemin the Group Data Placeholder category enables you to add a placeholder block to
the report template. When a user creates a report from the template for a Group, the
information specific to that Group will be automatically inserted into the report, with the
exception of the Attributes placeholder block, which the user will need to edit to select a
specific Attribute to add to the report.

Eachitemin the Basic Elements category provides two ways to add a section to a report
template: Placeholder Block and Content Block. Placeholder blocks indicate where the user
should configure specific elements—query and metric charts, saved graphs from Threat
Graph, images, query-based and preset tables, and text blocks—when generating a report
from the template. Content blocks populate pre-configured data for the same types of
elements directly into the report.

Finally, each item in the Layout Elements category adds a formatting feature to a report
template.
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Reporting / Template Editor < Add Chart

Untitled Group Template ~

Template | Group

(® Placeholder Block () () Content Block
Section Preview

Placeholder
Chart

Keep panel open after adding Cancel m

Add placeholder blocks to direct users to add data into reports

Reporting / Template Editor < Add Chart

Untitled Group Template ~
Template | Group Data Type
® auery

() Metric Charts

Saved Query
Header Image or Select a saved query v
Query View Full List of Query Commands &
typeName in (“Adversary, *Attack Pattern", "Campaign’, “Course of Action", "Document", "Email’, "Event", "Incident",

“Intrusion Set’, "Malware", "Report", “Signature", "Tactic", "Task", “Threat", "Tool", "Vulnerability") and dateAdded >
“TODAY()-7 days"

Owners Query By Chart Title
owners (All) @D v Groups v Title
Categorize By [J Include 'Other'  Data Points Order
Type Name v 25 ! @ Top Values () Bottom Values
Display Type Aggregate Target
Tree Map v COUNT v

Chart Praview

Add content blocks to insert predefined data in a report template

After you have finished creating your report template, click the Save Template button to save
it. All saved templates can be accessed on the new Templates tab on the Reporting screen.
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Once you have saved your report template, users in your Organization can utilize it to
generate areport for a Group by navigating to the Group's Details screen, clicking the +
Create Custom Report button, selecting the Create From Group Template... option, and
choosing the template to use to create the report.

Browse / Earth Preta Revert to Legacy View + Create Custom Report v lad Visual Analysis v

Create New

4 EarthPreta 7 /ttem | Notification Priority
Adversary Group | Source: Alienvault OTX — Create From Group Template...
Group: Custom View Overview Associations 136 Activity Intel Rating: | & |°0° | ©]0
Overview Collapse All Expand All
v Details
Security o TLP:WHITE Date Added 2022-11-18 14:02:00 GMT by John Campbell (deleted 2023-01-23) Va
Labels
Last Modified 2023-10-18 16:17:13 GMT
Description

Earth Preta is a cyberespionage group known to develop their own loaders in combination with existing tools like PlugX and Cobalt Strike for compromise. Recent research papers show th
at it is constantly updating its toolsets and indicate that it is further expanding its capabilities.

According to the article's authors, once the group has infiltrated a targeted victim’s systems, the sensitive documents stolen can be abused as the entry vectors for the next wave of intrus
ions. This strategy largely broadens the affected scope in the region involved. For the group’s objectives, the targeted area appears to be the countries in Asia.

Source
3778 37214c2df34
Tags V4
© Standard Tags
espionage (4 APT31 APT 4 toneins (7 toneshell 7 pubload (4

b Am—anis =

Create a report for a Group from a Group report template

When creating a report from a template containing placeholders, the placeholders act as
prompts within the report layout, indicating where users should insert specific information.
As users fill in these placeholders with relevant data, the report takes form, ensuring that all
elements are integrated into the report.
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Reporting / Custom Report Editor

CUBA ~

Custom Report

Type

Owner
Security Labels
Date Added
Last Modified
Tags

* = ThreatConnect.

Details A cuBA

Malware

CAL Automated Threat Library

& No security labels

2023-11-16 18:41:00 GMT

2023-11-16 18:41:00 GMT

© No tags

T~

+ Add Above &

Placeholder

Group Data - Attribute
+ Add Below v

7 | &

Type

Report
Report
Report

Report

Report

Group Associations 4 CUBA

Name

Microsoft Rel...

Microsoft: Un...

RomCom Spi...

Russia-Linke...

RomCom hac...

Score

Status

Awaiting Upl...
Awaiting Upl...
Awaiting Upl...
Awaiting Upl...

Awaiting Upl...

Date Added

07-11-2023

07-11-2023

07-11-2023

07-11-2023

07-10-2023

1-50f5

Last Modified

07-12-2023

07-12-2023

07-12-2023

07-12-2023

07-12-2023

Save Custom Report Publish Report IS

Preview PDF + Add Section

Placeholder blocks remind you to configure data for the report

When creating a report from a template containing content blocks, the configured data will
automatically populate in those sections of the report. Users also have the flexibility to
customize these content blocks, adding or modifying query or predefined elements as
needed to tailor the report to their specific requirements.

Users also have the flexibility to add extra elements as necessary to finalize the report. Once
completed, these reports can be saved, published, or exported in PDF or HTML format.
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* = ThreatConnect.
Executive

Business Critical
Processes Targeted by
Threat Actors

Report:

Executive Summary

« Overview: Emotet s a versatile and sophisticated malware strain known for its ability to deliver secondary
payloads, such as ransomware and information stealers.

« Risks: Emotet spreads through malicious email exploiting
networks and steal sensitive data.

in systems to

« Mitigation: Implement robust email security measures, conduct regular employee training on phishing awareness,
and deploy advanced threat detection solutions.

Keypoints

. Top Five Malware Threats: The report identifies the top five malware threats currently affecting the organization's
cybersecurity posture, including Emotet, TrickBot, Ryuk, WannaCry, and NotPetya

2. Overview of Each Threat: For each malware threat, the report provides a brief overview, highlighting key
characteristics, propagation methods, and potential risks to the organization.

3. Risks Posed by Each Threat: The report outlines the specific risks posed by each malware threat, such as data
breaches, financial losses, ional disruptions, and ional damage.

4. Mitigation Strategies: For each malware threat, the report suggests appropriate mitigation strategies to
strengthen the organization's defenses and reduce the likelihood of successful cyberattacks. These strategies
include i ing security controls, employee training, developing incident response plans, and
maintaining regular backups.

* = ThreatConnect.

Top 10 tags used in Last 7 days

file and directory discovery

software

. c discovery:
blog: red packet securit . b
Tansomware feed phisting securty
131 119 software
Iohishing: spearphishing link  91SCOVerY
a7
51
Top 10 Indicators 1-10 of 3789
Type Summary Owner Added Modified
¥ Address  13.248.21... PMDemo..  02-28-2024  02-28-2024
3 Address  88119161..  CAL Auto... 03-02-2024  03-04-2024
P Address  169.23912..  CAL Auto... 03-02-2024  03-04-2024
3 Address  149.24814..  CAL Auto... 02-22-2024  03-04-2024
3 Address  18517212..  CAL Auto... 02-29-2024  03-04-2024
W Address  19.31 CAL Auto... 02-20-2024  03-05-2024
W Address  108.61861..  CALAuto... 02-22-2024  03-04-2024
3 Address  79137199..  CAL Auto... 03-02-2024  03-04-2024
T Address 2581558 CAL Auto... 03-02-2024  03-04-2024

W Address 5.39.22147 CAL Auto... 03-02-2024 03-04-2024

Report generated from a template with content blocks
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Details Screen Custom View

As part of our ongoing effort to enhance the ThreatConnect user experience, in version 7.5

we are releasing version 1 of our new custom view for the Details screen. This new tab,
available on Indicator and Group Details screens, enables you to select the cards you want to
see and arrange them on the tab in the way that works best for you. This feature puts the

layout of the Details screen in your hands, making it easier to highlight the information you

find most valuable so you can make decisions faster.

Browse / Lazarus Group

4 |azarus Group 7

Adversary Group | Organization: PM Demo Inc

Group: Custom View
~ Groups &
Q Search name/summary.
Type Name/Summary
. Vulnerability CVE-2002-0367

& Adversary  Lazarus Group

Intrusion

azarus Group (7
Set -

& Adversary  Royal Ransomware Group (7

& Task Testing 7

~ TQL Queries ©

Name.

No queries to display.

Group: Custom View ~ Overview  Associations 7 Activity

& CAL Aliases

v

Owner

CISANVD
Vulnerabilities

Alienvault OTX

MITRE
ATT&CK

Alienvault OTX

CAL

@ Report Telemedicine Companies Jeopardize Patients’ Private Data (7 Automated

Threat Library

PM Demo Inc

1-60f6

Type Status

Revert to Legacy View + Create Custom Report v lss Visual Analysis v [IIESS

Follow Item | Notification Priority

Intel Rating: ¢ O

Collapse Al Expand All & Manage View

+ ~ Indicators o +
i3] Q_ search name/summary. v 1]
Type Name/Summary Owner

No indicators to displ:
« o indicators to display
0-00f0 0 v
x
X N
~ Attributes +
X
Q_ Search attribute value... v
x Default Attributes (1)
» ~ Additional Analysis and Context Y
Value
v Please add an attribute value
Security Labels Attribute Source ©
+ o No security labels None specified

Pinned Attributes

No attributes to display

2|0

Sample Custom View tab on a Group's Details screen
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Browse / 20140.01 Revert to Legacy View ¥ Explore in Graph
© 2014001 Folow o | it Pty
Address Indicator | Organization: PM Demo Inc © Active | status setby % ©
Indicator: Custom View ~ Overview  Associations 92 Activity  Enrichment
Indicator: Custom View Collapse All Expand All {8 Manage View
~ Groups 2 + ~ Indicators 90 +
Q_ search name/summary. v o Q_ search name/summary. v o
Type Name/Summary Owner Type Name/Summary Owner
W Vulnerability CVE-2021-44228 (7 PM Demo Inc X @ Host i pi.us-west-2 loudc.. 7 PMDemo inc
* Event vig PM Dem Ine x s CIDR 178162192.0/18 &7 PM Demo Inc
© Address  178162.203.225 (7 PM Demo Inc
1-20f2 0 v
© Address 178162217109 (7 PM Demo Inc
: Host -apl.us-west-2.avsvmeloud.com (7 PM Demo Inc
~ VirusTotal @ i @
@ Host pi.us-east- loud.com PM Demo Inc
Overview Retrieve Data .
-west- oud.
Lest retrieved 2024-03-111408:47 GT @ Host plus-west a PMDemo ine
Score 0/91 @ Host ji2v0ee25p.appsync-api.us-east t- loud. [ PM Demo Inc
Tags N/A
o @ Host pi.eu-west-1. loud.com (7 PM Demo Inc
Domain Name N/A
Country us @ Host i i i pl.us-east-1. loud.com (7 PM Demo Inc
ASN 8070
First Seen/Referenced 2023-10-23 04:28:03 GMT 1-100f90 > O 1 v
Last Seen/Referenced 2023-10-23 14:28:24 GMT
Open Detailed View ~ Intelligence Requirements o +

Sample Custom View tab on an Indicator’s Details screen

Separate custom views are available for Indicator and Group Details screens and can be set
as the default tab for each object type if desired, so that when you navigate to the Details
screen, you will be directed to the Custom View tab instead of the Overview tab. Custom
views are currently configured at the user level so that each user can customize their Details
screen to their own preferences. In the future, we plan to enable you to import and export
views so that they can be shared between users.

When configuring your custom view for Indicators or Groups, you can select cards from the
Overview, Associations, and, for Indicators only, Enrichment tabs and place them according
to several columned-layout options.
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Manage View X

[] Set this custom tab as the default tab for all Group details

Layout
| 2 Columns - 50/50 v + Add Cards
1 Column - 100
W —— Indicator Associations W
2 Columns - 50/50
2 Columns - 60/40
W — Attributes W
2 Columns - 40/60
—  Details @ — Intelligence Requirement @

Associations

— Notes E[

Manage custom-view options by adding cards from across the Details screen tabs and
placing them according to your preferred layout option

Placing all the data you want to see for a Group or Indicator into one tab, arranged in the
optimal layout for your needs, will help reduce the number of clicks necessary to find
information in the platform and streamline your overall experience.

Copyright © 2024 ThreatConnect, Inc. | Proprietary and Confidential
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Improvements

Threat Intelligence

The following changes were made to the Attributes card on the new Details screen:

The following sections will always be displayed on the Attributes card, even
when a section has no Attribute data to display for an object:

m Default Attributes: contains all default Attributes—except Description
and Source, which are on the Details card—that have a value and
placeholders for default Attributes that do not have a value;

m Pinned Attributes: contains all pinned Attributes that have a value and
are not default Attributes;

m Other Attributes: contains all non-default, non-pinned Attributes that
have a value.

Default Attributes apply across each object type in your Organization. For
example, all Addresses have the same default Attribute Types, all Adversaries
have the same default Attribute Types, etc.

All default Attributes without a value will have a placeholder displayed at the
top of the Default Attributes section.

After you add a value to a default Attribute’s placeholder, the Attribute will
move to the bottom of the Default Attributes section.

When you delete the value for a default Attribute, a placeholder for the default
Attribute will be moved to the top of the Default Attributes section.

Pinned Attributes are sorted in descending order based on the last modified
date.

Pinning and unpinning Attributes will affect only the object whose Details
screen you are viewing.

You can now do a keyword search for Attribute Type when adding an Attribute.
The Default Attribute checkbox has been removed from the Add Attribute
window. Default Attributes can be set only in Org Config > Attribute
Preferences or Community Config > Attribute Preferences.

The character limit for the summary (name) of Group objects is now 200. When the
summary is too long for its display area, you can hover over the part that is displayed
to see a tooltip showing the entire name.

A new configuration option was added to the Data tab of the Contribute to
Community/Source window:

Copyright © 2024 ThreatConnect, Inc. | Proprietary and Confidential 13



o Ignore Hierarchy: Select this checkbox to ignore Group hierarchy rules when
associated Groups are copied.

AP| & Under the Hood

e Whenusingthe /v3/intelRequirements APl endpoint to create or update IRs, you
can now specify an IR's category by name or ID. Previously, you could specify the IR's
category by ID only.
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https://knowledge.threatconnect.com/docs/group-hierarchy-and-association-directionality

Bug Fixes

Threat Intelligence

Previously, when creating a Report Group without a document upload, the Report File
card on the new Details screen would provide a different display, depending on
whether the Report was uploaded via the ThreatConnect Ul or the v3 or Batch API.
Now the display is the same regardless of the creation method.

Notifications for IR activity were not being displayed in the Notifications Center. This
issue has been corrected.

AP| & Under the Hood

Fixed an issue where sending a PUT request with invalid data in the request body to
the /v3/security/users/{userId} APl endpoint would resultin the user being
updated with the invalid data, even though the API returned an error message. Also,
new validation logic was added to the /v3/security/users endpoint for the
password field, where this field is now required only when creating users and
updating existing users without a password on ThreatConnect instances that do not
have SAML enabled.

An issue causing ATT&CK Tags to be excluded from v2 Batch APl imports on HANA
instances was fixed.

An issue causing users without intel permissions to be logged out of ThreatConnect
due to unnecessary permission checks was fixed.

Anissue causing an error to occur on the ContentPackService component when
starting up the tc-mon server was resolved.

The PDF viewer for Reports was modified to use internal resources only.

An issue causing an error to occur repeatedly on systems with certain license
configurations was fixed.

Checks were added to prevent a null pointer exception from occurring.
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Dependencies & Library Changes

When installing ThreatConnect version 7.5.0 or newer, a containerized solution is now
available using Docker® to simplify installations and reduce deployment times by packaging
Java®, Python®, OpenSearch®, Redis®, and other supported dependencies together. The
containerization deployment was tested on AimaLinux OS™ version 9 and is the preferred

method for all production and non-production systems starting with ThreatConnect version
7.5.
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Maintenance Releases Changelog

2024-05-09 7.5.2-M0O509R [Latest]

Bug Fixes

An issue causing slow v2 APl performance on certain instances when including
Indicator Attribute data in the response was resolved.

2024-05-0175.2

Improvements

The following new system setting was added. This setting resolves an issue that was
causing Playbooks for terminated App Builder debug sessions to remain on the
Worker for up to 24 hours.

o appBuilderMaxDebugSessionMinutes: The maximum amount of time, in
minutes, that an App Builder debug session can run on a Worker before being
terminated. App Builder debug mode should be used only in non-production
ThreatConnect instances.

Bug Fixes

Certain IR results being returned by dashboard Query cards were providing invalid
hyperlinks. These hyperlinks have been removed.

An error was occurring when sorting dashboard Query cards with IR results
datatables by Type. This error has been fixed.

When selecting a Tag name in the FILTERS selector on the Browse screen, the TQL
generated for the strings “And” and “and” was causing invalid results to be returned.
This issue was corrected.

Anissue preventing the Description field on the Details card of the Details screen
from wrapping text containing Markdown was resolved.

When configuring a custom Trigger in a Playbook, an issue was causing an incomplete
list of available owners to be provided. This issue has been resolved.
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e Anissue preventing the Domain-Spinning Workbench Playbook Templates from being
installed via the TC Exchange Settings screen was fixed.

e Anissue preventing changes to Attribute order in Workflows from being saved was
fixed.

e Anissue preventing GET requests to the /v3/tags APl endpoint for Tags applied to a
Group or Indicator from returning Tags in a Community or Source was fixed.

e Whenusing TQL to filter on owner names, entering a keyword that exactly matched to
an owner name would cause other owners whose names were partial matches to be
excluded. This issue has been resolved.

e Anissue causing certain multiselect dropdowns for Playbook Triggers to erroneously
display selected items when the Trigger is edited for the first time was resolved.

e Page-scrolling issues that occurred when displaying a Note associated with a
Workflow Task were resolved.

2024-04-037.5]

Improvements

e When returning Al insights for Report Groups in the CAL™ Automated Threat Library
(ATL) Source via the v3 API, the insights field in the APl response is now a JSON
object that includes the following subfields: summary, app, and bullets. Previously,
the value of the insights field in APl responses was a string.

e The following new system setting was added:

o caseAssessMonitorEnabled: This setting turns the Case ThreatAssess
monitor off.

Bug Fixes

e Onthe Details screen, an issue was causing investigation links opened in a new tab to
direct to anincorrect URL. This issue has been resolved.

e Anerror that was occurring when clicking on the Groups card on the Associations
tab of the Details screen was fixed.

e For File Indicators containing a SHA256 value and that have multiple owners, the new
Details screen was not displaying the Indicator’s owner and owner list in the header.
This issue has been fixed.

e Anissue causing latency when contributing a Group to a Community or Source
containing a large number of objects was fixed.
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e Anissue preventing certain Group types from being published after they were
contributed to a Community or Source when ignoring Group hierarchy was fixed.

e Anissue preventing the data copy algorithm from performing duplicate operations
under certain circumstances was fixed.

e Playbooks using a retry property were getting stuck and not completing, but would
appear to be running on the Worker on which they were executing. This issue was
fixed.

e Enabling the CAL Status Lock for an Indicator will apply the lock only to the copy of the
Indicator whose Details screen you are viewing. Other versions of that Indicator in
other owners will not be affected.

e Anissue causing the Case ThreatAssess monitor to reopen closed cases during
processing was fixed.

e Anissue causing the color scheme and scores for a saved imported ATT&CK view to
be removed after the ATT&CK view's metadata were edited has been fixed.

e Anissue causing entries in the Notifications Center to link to the wrong object was
fixed.

e Allfunctionalities and buttons that should not be accessible to Read Only Users are
no longer visible to these users in the Ul.

e Previously, Groups with the same summary (name) associated to a Workflow Case
were all being listed together under one of the Group types on the Case’s
Associations card. Now, they are listed separately, each under its own Group type.

e Anissue causing the display of Playbook audit logs to be inconsistent was fixed.
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CAL Updates

2024-04-29 CAL 3.7 [Latest]

New Features

CAL ATL Industry Classification

It can be overwhelming and difficult to sift through cybersecurity intelligence reports and
blogs that offer valuable information to organization defenders. Not all information is relevant
to your organization’s industry-specific security needs and structures.

CAL ATL industry classification uses natural language processing (NLP) to classify ATL
Reports by industry, creating machine-readable components that can be leveraged
throughout ThreatConnect via industry Tags that you can pivot on, including in Threat Graph,
and as industry-based keyword suggestions for IRs. You can use these Tags and keyword
suggestions to streamline your CTl analysis in a number of ways, including the following:

e Useindustry characteristics to prioritize the most essential CAL ATL Reports for
review.

e Save time by removing irrelevant content from queries and IRs.

e Provide focused information that lets you stay on top of emerging industry topics and
threats.

e |dentify and leverage industry topics to make recommendations for funding and for
your organization's cybersecurity controls, training, and awareness programs.
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https://knowledge.threatconnect.com/docs/cal-atl-industry-classification

CISA Py je Dedicated to Providing Resources for High-Risk Communities Fotow e |

,,,,,,,

Introduction to Industry Clossification R :

Finance = =_ Healthcare = —

Government

Notice ~ —
Manufacturing

— - ATk Togs

CAL ATL uses NLP to review ATL Report contents and identify relevant industries via Tags
ATL Blog Additions

Manually collecting and analyzing threat intelligence, especially unstructured data, from
various sources is time consuming and error prone. CAL ATL automates, aggregates, and
analyzes intelligence from more than 70 authoritative publishers generating open-source
intelligence. Aland NLP automatically extract critical information into pivot points that can
help you prioritize, filter, and highlight the most relevant information for your role and
organization, such as Indicators; MITRE ATT&CK® tactics, techniques, and threat actor

aliases; and Vulnerabilities from the National Vulnerability Database (NVD).

The following new sources are now included in CAL ATL:

o CERT-UZ ( . :
e CIS - Center for Internet Security (Advisories)
e (IS - Center for Internet Security (Alerts)
e Government of Canada Alerts and Advisories
e JPCERT Coordination Center Official Blog

e JPCERT (Japanese Language)
o Kyberturvallisuuskeskus - Alerts (Finnish Language)

e Kvberturvallisuuskeskus - Information Security Now! (Finnish Language
e Kyberturvallisuuskeskus - Vulnerabilities (Finnish Language)

e NCSC Reports, Guidance and Blog-post
e RedPacket Security Posh C2

o RedF E ity Pi o

e TheDFIRReport
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https://nvd.nist.gov/
https://cert.gov.ua/api/articles/rss
https://www.cisecurity.org/feed/advisories
https://www.cisecurity.org/feed/alert
https://www.cyber.gc.ca/api/cccs/rss/v1/get?feed=alerts_advisories&lang=en
https://blogs.jpcert.or.jp/en/atom.xml
https://www.jpcert.or.jp/rss/jpcert.rdf
https://www.kyberturvallisuuskeskus.fi/feed/rss/fi/401
https://www.kyberturvallisuuskeskus.fi/feed/rss/fi/399
https://www.kyberturvallisuuskeskus.fi/feed/rss/fi/400
https://www.ncsc.gov.uk/api/1/services/v1/all-rss-feed.xml
https://www.redpacketsecurity.com/category/posh-c2/feed/
https://www.redpacketsecurity.com/category/pikabot-c2/feed/
https://thedfirreport.com/feed/

Improvements

e |mprovements were made to special-character handling in global IR results.
e Suggested MITRE ATT&CK keywords in IRs are now capitalized to align with the format
of these terms in ATT&CK Tags.
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