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New Features and Functionality

Reporting: Generic and Case Templates
ThreatConnect 7.6 continues to streamline and enhance report creation by introducing Case
and generic report templates. These additions build on the foundation provided by Group
report templates in ThreatConnect 7.5, further empowering you to efficiently generate
reports tailored to your specific needs, whether you're documenting threat intelligence,
incident response activities, or other security-related information. In particular, generic
templates provide youwith the ability to craft executive or strategic report templates that
are designed to convey top-level insights and recommendations to stakeholders within your
organization.

Case Templates

To create a Case report template, navigate to the Reporting screen, click + Create Template
at the top right, and selectCase from the dropdown. The Template Editorwill open and
display a blank report template for Cases, including placeholder Report Header and Report
Footer sections. From here, you can add sections from the following three categories:

● Case Data Placeholder: This category contains Case details, Attributes,
associations, potential associations, Artifacts, Notes and Timeline information.

● Basic Elements: This category contains charts, graphs, images, tables, and text
blocks.

● Layout Elements: This category contains headers, footers, page dividers, and page
breaks.
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Add content to your Case report template from theAdd Section drawer

Each item in theCase Data Placeholder category enables you to add a placeholder block to
the report template. When a user creates a report from the template for a Case, the
information specific to that Casewill be automatically inserted into the report, with the
exception of theAttributes andNotes placeholder blocks, which the user will need to edit to
select a specific Attribute and Note, respectively, to add to the report.

Each item in the Basic Elements category provides twoways to add a section to a report
template: Placeholder Block andContent Block. Placeholder blocks indicate where the user
should configure specific elements—query andmetric charts, saved graphs from Threat
Graph, images, query-based and preset tables, and text blocks—when generating a report
from the template. Content blocks populate pre-configured data for the same types of
elements directly into the report.

Finally, each item in the Layout Elements category adds a formatting feature to a report
template.
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Add placeholder blocks to direct users to add data into Case reports

Add content blocks to insert predefined data in a Case report template

After you have finished creating your Case report template, click the Save Template button
to save it. All saved templates can be accessed on the Templates tab on the Reporting
screen.
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Once you have saved your Case report template, users in your Organization can utilize it to
generate a report for a Case by navigating to the Case, clicking + Create CustomReport,
selectingCreate FromCase Report Template…, and choosing the template to use to create
the report.

Create a report for a Case from aCase report template

When creating a report from a template containing placeholders, the placeholders act as
prompts within the report layout, indicating where users should insert specific information.
As users fill in these placeholders with relevant data, the report takes form, ensuring that all
elements are integrated into the report.

When creating a report from a template containing content blocks, the configured data will
automatically populate in those sections of the report. Users also have the flexibility to
customize these content blocks, adding or modifying query or predefined elements as
needed to tailor the report to their specific requirements.

Users also have the flexibility to add extra elements as necessary to finalize the report. Once
completed, these reports can be saved, published, or shared via email or as exported PDF or
HTML files.
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Report generated from aCase template
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Generic Templates

To create a generic report template, navigate to the Reporting screen, click + Create
Template at the top right, and selectGeneric from the dropdown. The Template Editorwill
open and display a blank report template, including placeholder Report Header and Report
Footer sections. From here, you can add sections from the following two categories:

● Basic Elements: This category contains charts, graphs, images, tables, and text
blocks.

● Layout Elements: This category contains headers, footers, page dividers, and page
breaks.

Add content to your generic report template from theAdd Section drawer

As with Group and Case report templates, you can add Placeholder Block andContent
Block sections for the items in the Basic Elements category and formatting features for the
items in the Layout Elements category. Because the template is generic, you cannot add
Group- or Case-specific data, but you can always add this information when you build a
report from the template.

After you have finished creating your report template, click the Save Template button to save
it. All saved templates can be accessed on the Templates tab on the Reporting screen.
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Once you have saved your generic report template, users in your Organization can utilize it to
generate a report by navigating to the Reporting screen, clicking + Create CustomReport
at the top right, selectingCreate fromGeneric Template…, and choosing the template to
use to create the report.

Create a report from a generic report template

Generic report templates can be used to generate executive threat intelligence reports and
other types of publications, providing relevant context for emerging threats, trends, and
industry-specific attack vectors.

Tip: Format text blocks to create visually appealing reports that make it easy for readers to
identify the information they need themost.
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Format text blocks in reports and generic templates to create visually appealing publications
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Reporting: Enhancements
ThreatConnect 7.6 delivers two other powerful additions to the reporting feature: CAL™
Automated Threat Library (ATL) AI-generated summaries and ATT&CK® Tags.

CAL ATL AI-Generated Summaries in Reports

We introduced AI-generated summaries for Report objects in theCAL Automated Threat
Library Source in ThreatConnect 7.4, and nowwe expand their integration into our reporting
feature. When adding data for a CAL ATL Report Group to a report, you can now select theAI
Generated Summary option to insert the contents of theAI Insights section from the
Report’sDetails screen into the report. This material will provide the report’s readers with
succinct, high-value information that they can use tomake quick decisions and take
impactful actions.

AddAI Generated Summary from theGroup Data section for CAL ATL Reports
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The AI-generated summary adds impactful details about CAL ATL Reports to your reports
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ATT&CK Tags in Reports

In ThreatConnect 7.6, we separate ATT&CK Tags from standard Tags for Group and Case data
in reports, enabling you to ensure that your reports’ readers have a holistic view of threat
intelligence andWorkflow data so they canmakemore informed decisions and developmore
targeted response strategies.

View standard Tags and ATT&CK Tags separately in reports

In previous versions of ThreatConnect, standard Tags and ATT&CK Tags were combined in a
single Tags option in theDetails section for Group Data and Case Data in the Report Editor.
Now, you’ll find them as two separate options: Standard Tags andATT&CK Tags. Add one or
both according to your report’s requirements.
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Add standard and ATT&CK Tags separately in reports
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Enhanced Search
We're thrilled to introduce the beta version of Enhanced Search in ThreatConnect 7.6, aimed
atmaking searching simpler andmore effective. This beta launchmarks the beginning of an
exciting journey towards enhancing your search experience and laying the groundwork for
future improvements.

First, this new version of search unveils a clean, new look! Our updated search interface
allows you to quickly search the data in all of your ThreatConnect owners and find exactly
what you need. To do so, it scans for the keywords you enter across all object types,
including any Attributes, Tags, Artifacts, Victim Assets, file contents, and signature contents
associated with those objects. You can search for one keyword, multiple keywords, or even a
specific phrase.

Additionally, you have the flexibility to filter search results by object type (Cases, Indicators,
Groups, Tags, and Victims) and then refine your search further by specifying owners, Group
types, Indicator types, and dates. This precision helps you focus on exactly what you need.
The new search also lets you sort the results, helping you prioritize what's important, and
allows you to choose previously searched keywords from your search history.

Let’s take a look at how it works.

Step 1: Access the New Search Screen

Start by clicking Search on the top navigation bar. Then click Try Search Beta at the top
right of the Search drawer to open the new Search screen.
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Access the new Search screen from the Search drawer

The new Search screen provides a clean interface with flexible filtering and sorting

Step 2: Enter Keywords

Enter your search keywords into the search bar. Select the ExactMatch checkbox to the
right of the search bar if you want to search for an exact phrase. Then press Enter on your
keyboard or click Search to initiate the search and view the results, which are displayed in a
structured and informativemanner.
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Search results for “scattered spider” (exact match)

Each row in the results table represents an object returned by the search, with the type
(Case, Group, Indicator, Tag, or Victim) and subtype (Group type or Indicator type for Groups
and Indicators, respectively) of the object provided in the Type column and the object’s
name provided in theName/Summary column. TheMatchedOn column provides the data
type onwhich the querymatched, such as the object’s summary, the value of one of the
object’s Attributes, the name of a Tag on the object, the contents of the signature file
uploaded to an object that is a Signature Group, the contents of the file uploaded to an
object that is a Document or Report Group, the description of a Task for an object that is a
WorkflowCase, or the summary of a Victim Asset for an object that is a Victim. The table also
lists each result’s owner, ThreatAssess score (for results that are Indicators), the date the
result was added to the owner, and the date that the result was last modified.

The search results are ranked by relevance, with objects whose summariesmatch the query
being displayed at the top, followed by objects withmatchingmetadata (e.g., an Attribute, a
Tag, signature file contents, a Task description in a Case). This order enables you to quickly
identify and focus on themost important information returned by the search, but you can
also sort your search results by any of the table columns except for theMatchedOn and
ThreatAssess columns.

In our example search, an exact match for “scattered spider” was found in the summary for
multiple objects acrossmultiple owners, including Report Groups in a Source and an
Intrusion Set and Tag in the user’s Organization.
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In addition, results further down in the table show “scattered spider” in Attributes of multiple
Host Indicators.

Search results showingmatched-on Attributes of Host Indicators

The results provided by our Enhanced Search allow you to seewhere and how your search
term is referenced across different data types in all of your ThreatConnect owners, offering a
more interconnected view of potential threats.

The new interface also saves your recent searches.When you click the search bar, you will
see a list of the search terms you usedmost recently. You can select any of them and then
click Search to revisit your past search and view the results. Terms for which the Exact
Match checkbox was selected are displayed in double quotes. You can select these terms
without re-selecting the ExactMatch checkbox.

Viewing Search Result Details
To better understand your search results, you can click any item in the results table to open
itsDetails drawer (which, for Indicators, has a brand-new interface that providesmore
information, context, and functionality; see the “Indicator Details Drawer” section for more
on this improved feature!).
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Click on a search result to view itsDetails drawer

TheDetails drawer in Enhanced Search allows you to view detailed information on the object
without leaving themain search results page, saving time, reducing the cognitive load of
switching contexts, and enhancing the overall relevance and value of your results.

Filtering Search Results
You can filter your search results to narrow them down to exactly what you are looking for.
First, use the dropdown to the right of the ExactMatch checkbox to filter your results by
object type. After making your selections, run your search again to apply the filters.
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Filter your search results by object type

You can further refine your search results by using the Filters menu to filter by owner,
object subtype (for Indicators and Groups only), creation date, and last modified date. After

making your selections, clickApply in the Filters menu to apply these filters to your
search results.

The Filtersmenu providesmore options for narrowing down your search results
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Clear Context
“Clear Context” is the name of a strategic initiative ThreatConnect is undertaking in
2024–2025. The goal is to provide our users with easily understandable and actionable
context around a Group or Indicator. Each feature in this initiative focuses on improving a
specific area of the platform tomake it easier to understand the available information and
make faster decisions. In ThreatConnect 7.6, our Clear Context initiative brings you two
impactful features for Indicators: Tags Across Owners and the new IndicatorDetails drawer.

Tags Across Owners
The first feature in the Clear Context initiative is Tags Across Owners. This capability is
currently in beta and can be turned on or off by a System Administrator in SystemSettings. It
is turned off by default. When the feature is turned on, the Tags Across Owners card will be
available on theDetails screen andDetails drawer for Indicators. This card displays all Tags
that exist on that Indicator in all of the Indicator's owners to which you have access. The Tags
Across Owners card enables you to quickly contextualize an Indicator without having to
open theDetails screen or drawer for the object in each owner.

View Tags on an Indicator across all owners in which that Indicator exists

In addition, when you view theDetails screen for an Indicator that does not exist in your
Organization, you will see a banner at the top of theOverview and Indicator: CustomView
tabs that will provide an option to quickly and easily add the Indicator to your Organization
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with a single click. This functionality enables you to create a copy of the Indicator and add
Tags to it without having to worry about the original owner overwriting the changes.

Add an Indicator to your Organization with a single click

Indicator Details Drawer
Our other Clear Context feature for version 7.6 of ThreatConnect is an updated Indicator
Details drawer intended to streamline your experience andmake it easier for you to get the
context you need for an Indicator when andwhere you need it. The new drawer displays the
Tags Across Owners card, if enabled, and includes cards for features such as enrichment
services, UserAction Playbooks, and Notes, all of which were unavailable in the previous
version of the IndicatorDetails drawer.
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Viewmore information, including Tags Across Owners and data from enrichment services, in
the updatedDetails drawer
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Improvements

Threat Intelligence
● You can now import and export custom views for theDetails screen. These options

are available via the ⋯menu at the top right of theManage View drawer. When you
export a custom view, a .tccv file will be downloaded onto your local drive and can be
used for future imports.

Warning: Do notmodify the contents of a .tccv file. Otherwise, usersmay encounter errors
when trying to import the file into ThreatConnect.

● Themaximum number of keywords you can usewhen defining a query for an
Intelligence Requirement (IR) is now determined by your System Administrator, with
an upper limit of 300.When you create or modify the keywords for an IR, the interface
will display themaximum number of keywords allowed on your instance andwill not
allow you to exceed the limit.

● A new field for Event Groups was added: Event Type. This field, which can be blank or
have a value ofAlert orCampaign, is available on theDetails card of theOverview or
Group: CustomView tab of theDetails screen. It is also queryable by ThreatConnect
Query Language (TQL).

● The newDetails screen now displays a “CAL Status Lock Enabled” message at the top
right, next to the Indicator Status, when the CAL Status Lock has been turned on for
the Indicator.

● The user interface for adding a Case to theCase Associations card on the
Associations tab of an Indicator's or Group'sDetails screen has been updated.When
you clickAdd Association + on theCase Associations card, you are now given the
option to add an existing Case or a newCase. Each option takes you to amore
streamlined window to perform the respective function.

● HTML andMarkdown are now rendered consistently in Attributes.
● The following changes weremade to the process of contributing a Group in an

Organization to a Community or Source:
○ Asynchronous processing was added to enable the contribute operation to

function partially as a background process, increase the speed of the
operation, and prevent timeout errors caused by large numbers of Groups in a
single contribute operation from occurring. As such, once you click SAVE in the
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Contribute to Community/Sourcewindow, each Group and associated Group
will bemapped to existing target Groups and newGroups and then added to a
queue for further enrichment. The queuewill copymetadata and associated
Indicators in the background, enabling you to navigate elsewhere in
ThreatConnect instead of waiting for the entire operation to complete.

○ An issue preventing Indicator-to-Indicator associations and File Actions from
being included in the contribute operation was fixed.

○ “Loading” windows are now displayed during the time it takes for the system to
process each step in theContribute to Community/Sourcewindow.

○ New columnswere added to the table on the Sharing tab to provide detailed
information on the start and end times and status (Processing,Complete, or
Error) of each contribute operation, as well as error messages when
applicable.

○ Awarningmessagewill now be displayed on the Save step of theContribute
to Community/Sourcewindow to inform youwhen you attempt to copymore
than the system's recommendedmaximum number of associated Groups
(300).

Reporting
● You can now create a report for a Group from a Group report template via a Group's

Details drawer.
● When you are adding or editing a chart in a report or report template or opening a

report or report template that contains charts, a “Loading” windowwill be displayed
during the time it takes the system to generate the chart. If the chart times out, a
message to that effect will be displayed. If you experience a timeout, it is
recommended that you limit the number of owners for the data in the chart or
increase the value of theCustomTQL Timeout field on theOverview tab of theMy
Profile screen.

● The following improvements weremade to tables in reports:
○ Tables now always display the fullName field without truncation.
○ Tables now support page breaks. Group and Case association tables and Basic

Element tables have a limit of 80 rows. Tables for Case Notes and Group and
Case Attributes do not have row limits.
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System Settings
● The following new system settings were added:

○ copyRecalculateVotesEnabled: This setting determines whether to perform
Indicator vote calculations when copying Groups to a Community (i.e.,
calculate the average Threat and Confidence Ratings for Indicators associated
to the Group being copied). If you have a large dataset on your instance and
are concerned about performance during data copy operations, it is
recommended to turn this setting off.

○ intelligenceRequirementKeywordLimit: This setting determines the
maximum number of keywords allowed across all Keyword Tracking sections
of an IR.

○ multiSourceViewEnabled: This setting turns on or off support for viewing
unified information across owners (i.e., viewing the Tags applied to an
Indicator across all of its owners on the Tags Across Owners card on the
Indicator’sDetails screen and drawer).

○ searchRefreshQueryLimit: This setting determines the LIMIT clause on all
queries run by the TC - Search Refresh App.

○ searchRefreshThreadPool: This setting determines the number of threads
the TC - Search Refresh App can run concurrently.

○ searchRefreshRequestLimit: This setting determines the number of
documents the TC - Search Refresh App can send to OpenSearch® in one
bulk request.

Workflow
● Performance improvements weremade to Artifact lookups.

API & Under the Hood
● When creating or updating an Intelligence Requirement (IR) with the

/v3/intelRequirements API endpoint, the keywords field will enforce the keyword
limit configured in system settings. (The default keyword limit for IRs is 300.)

● The following endpoints were added to the v3 API:
○ /v3/jobs: Retrieves details about Jobs in the API user's Organization.
○ /v3/job/executions: Retrieves details about Job executions in the API

user's Organization.
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○ /v3/playbooks: Retrieves details about Playbooks in the API user's
Organization.

○ /v3/playbook/executions: Retrieves details about Playbook executions in
the API user's Organization.
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Bug Fixes

Threat Intelligence
● Objects that match on an included IR keyword in one field and an excluded keyword in

a different field were being included in the IR results set when they should have been
excluded. This issue has been corrected.

ATT&CK Visualizer
● ATT&CK view names can now include special characters.

API & Under the Hood
● An issue causing slow v2 API performance on certain instances when including

Indicator Attribute data in the responsewas resolved.
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Dependencies & Library Changes
● There are no new dependencies or library changes for ThreatConnect version 7.6.0.
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Maintenance Releases Changelog

2024-08-29 7.6.3-M0829R [Latest]

Bug Fixes
● InteractiveMode for Playbooks was not working. This issue has been corrected.

2024-08-21 7.6.3

Bug Fixes
● An issue causing an error to occur when using the Tag normalization feature in

SystemSettingswas resolved.
● When selecting users during App configuration, the name of a user variable was being

displayed rather than its possible values. This issue has been corrected, and the App
now saves the selected value for the user variable.

● When installing or migrating to a containerized ThreatConnect instance, you now
must follow a new set of steps to preserve the folder ThreatConnect uses as a
staging area to run TC Exchange™Apps (usually located at
/opt/threatconnect/exchange) as a Docker®mount. These steps have been added
to ThreatConnect Installation Guide_Containerized Deployment and ThreatConnect
Migration Guide_Containerized Deployment.

● When cloning a Playbook Trigger, filters on the original Trigger were not being copied
over to the clone Trigger. This issue has been resolved.

● Execution of TQL queries on theAssociations tab of a Group’sDetails screenwas
failing when cross-owner associations were enabled. This issue was resolved, and
performance of this feature was improved.

● An issue causing Apps in the App Builder to revert to an older version when the
ThreatConnect instance is restarted was fixed.
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2024-08-09 7.6.2-M0809R

Bug Fixes
● An issue causing dashboard owner selections to be cleared after upgrade to 7.6.2 was

resolved.
● An issue causing an error to occur when performing a batch import involving file hash

merges was fixed.
● An issue causing Tags in a Community or Source to be excluded from responses for

GET requests to the /v3/tags API endpoint unless the Community or Source was
specified in the request was fixed.

2024-07-24 7.6.2

Improvements
● When executing a Playbook with a UserAction Trigger, the available Playbooks will now

be listed alphabetically by Trigger name.
● When creating an IR, the Retrieve Results button has been removed from Step 3

(View Results). This step will show you the first 1000 results (500 local and 500
global). If you want to retrieve additional results, youmay do so in the Results section
of the Keyword Tracking & Results card on theOverview tab of the IR'sDetails
screen after you have finished creating the IR.

Bug Fixes
● An issue causing an extraneous exception to bewritten to the logs when creating a

Post for a Group on the Group's legacyDetails screenwas resolved.
● An issue causing the CAL Status Lock to be turned off for certain Indicators after an

instance has been restarted was resolved.
● The preview option for file attachments on the Report File andDocument File cards

on theDetails screen for a Report Group and a Document Group, respectively, is
offered only for PDF and HTML files. If you click the thumbnail image for any other file
type, an error messagewill be displayed at the bottom left of the screen.

● An issue preventing certain Organizations from being deleted was resolved.
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● An error caused by selecting Groups returned fromCALwith no name in the Doc
Analysis import was fixed.

● Document files attachedwhen creating a newGroupwere not being displayed on the
associated Document Group'sDetails screen. This issue has been fixed.

2024-06-26 7.6.1

Improvements
● The descriptions for the appBuilderMaxDebugSessionMinutes,

intelligenceRequirementKeywordLimit, andmultiSourceViewEnabled settings on
SystemSettings > Settingswere updated for clarity.

Bug Fixes
● Display issues that were occurring when adding an associated Artifact or Case from

table view of theAssociations card on an object's legacyDetails screenwere fixed.
● An issue preventing execution details for nested Components from being displayed

on the Execution screen for a Playbook was fixed.
● Formatting issues occurring in code blocks in Text Block sections of reports were

resolved.
● An issue preventing posts (notes on the newDetails screen) for some objects from

saving was resolved.
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CAL Updates

2024-07-15 CAL 3.8 [Latest]

Feature Update: MITRE ATT&CK 15.1 Framework
● TheMITRE ATT&CK® 15.1 update adds 43 new techniques and sub-techniques. In

ThreatConnect, the ATT&CK Tags corresponding to this update can be leveraged in
features like Browse, Search, Intelligence Requirements, ATT&CK Visualizer, and
Threat Graph.

● MITRE ATT&CK automatic AI classification for Doc Analysis import, the ThreatConnect
Intelligence Anywhere, and theCAL Automated Threat Library Source can now
automatically identify 121 MITRE ATT&CK techniques and sub-techniques with a 95%
confidence for the results.

Improvements

● Improvements weremade to theAI Insights for Report Groups in theCAL Automated
Threat Library Source to providemore complete and accurate summaries.

● Users leveraging CAL are now limited to 500 file hash information lookups for
previously unobserved files per day per ThreatConnect instance.

● Updates weremade to support the availability of Doc Analysis import features in
Playbooks.

● CAL Safelist updates weremade to include over 80 .gov Host and URL resources.

Copyright © 2024 ThreatConnect, Inc. | Proprietary and Confidential 35

https://attack.mitre.org/resources/updates/
https://knowledge.threatconnect.com/docs/attack-tags
https://knowledge.threatconnect.com/docs/browse
https://knowledge.threatconnect.com/docs/searching-in-threatconnect
https://knowledge.threatconnect.com/docs/intelligence-requirements
https://knowledge.threatconnect.com/docs/attack-visualizer
https://knowledge.threatconnect.com/docs/explore-in-graph
https://knowledge.threatconnect.com/docs/doc-analysis-import
https://knowledge.threatconnect.com/docs/threatconnect-intelligence-anywhere
https://knowledge.threatconnect.com/docs/threatconnect-intelligence-anywhere
https://knowledge.threatconnect.com/docs/cal-automated-threat-library-atl

