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OVERVIEW

The ThreatConnect app for IBM QRadar aggregates logs from IBM QRadar and combines them
with threat intelligence in the ThreatConnect platform, enabling instant Indicator enrichment in
QRadar from data in ThreatConnect and allowing users to look up and create Indicators or report
false positives to ThreatConnect from within QRadar. It is built on the QRadar GUI app
framework and can be installed directly from within the IBM Security App Exchange. General
information about the app can be found at
https://exchange.xforce.ibmcloud.com/hub/extension/bd7c346432082b104374ebal391837de.

This app operates in the QRadar environment, with information flow running from QRadar to
ThreatConnect. It is complementary to the IBM QRadar app for ThreatConnect, which operates
in the ThreatConnect environment, uploading Indicators from ThreatConnect to QRadar
reference sets. See IBM QRadar App for ThreatConnect User Guide for more information.

Software Version 2.0 has identical functionality to Software Version 1.0, but has been revised to
function with Python® 3 and the updated QRadar application environment.

DEPENDENCIES

ThreatConnect Dependencies

NOTE: All ThreatConnect dependencies will be provided by default to subscribing ThreatConnect
Cloud customers. Private Instance customers can enable these settings during configuration on the
Account Settings screen within their Private Instance of ThreatConnect.

e ThreatConnect version 6.0 or newer

e ThreatConnect Application Programming Interface (API) URL

e ThreatConnect API ID

e ThreatConnect API Secret Key

e ThreatConnect APl Owner

QRadar Dependencies

e QRadar version 7.4.2 or newer

e Connectivity between QRadar and ThreatConnect
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INSTALLATION

The app is offered through the QRadar App Exchange. It can be installed from Extension
Management or manually with a .zip file. Upload, installation, and management instructions can
be found at https://www.ibm.com/docs/en/qgsip/7.4?topic=content-installing-extensions-by-
using-extensions-management.

CONFIGURATION

Log into QRadar, and select the Admin tab from the default screen.

Scroll down to the bottom of the screen, and double-click the ThreatConnect Configuration
icon under the Apps section (Figure 1).
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3. The ThreatConnect login window will be displayed (Figure 2).
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Figure 2

e ThreatConnect APl URL: Enter a URL ending in /api, such as
https://threatconnect.company.com/api.

e APl access ID: Enter the API access ID that was created by your ThreatConnect
administrator.

e APl secret key: Enter the API secret key corresponding to the APl access ID.

e Open ThreatConnect when adding an indicator: Select this checkbox to have
ThreatConnect open when an Indicator is added.

e Select default owner: Select the default owner in ThreatConnect. The owner will usually
be your Organization.

e Enable Proxy: Select this checkbox to enter proxy configuration parameters.

Proxy Host: Enter the name of the proxy host.
Proxy Port: Enter the proxy port.
Proxy User: Enter the proxy username (optional).

Proxy Pass: Enter the proxy password (optional).

4. Click the Save button to complete the login configuration.
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USING THE APP

The app enables hover-over metadata enrichment for Host, URL, and Address Indicators in
QRadar via API calls to ThreatConnect.

1. To view the metadata for a particular Indicator, locate an Indicator in the Dashboard,
Offenses, Log Activity, or Assets tab and hover the cursor over it (Figure 3).
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Figure 3

2. To view the Details screen for the Indicator in ThreatConnect, click on the Owner. The
Indicator’s Details screen will be displayed in a new window (Figure 4).
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Figure 4
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3. Hover-over metadata enrichment is also available in the detail view of an Offense, which
may be accessed by clicking on a given Offense Source in QRadar (Figure 5). @
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Figure 5

4. To mark an Indicator as a false positive, right-click on the Indicator and select Mark false
positive in ThreatConnect (Figure 6).
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Figure 6
5. To view ThreatConnect data on the Indicator in a separate window, right-click on the
Indicator and select ThreatConnect Info. A window containing ThreatConnect metadata for

the Indicator will be displayed (Figure 7). False positives can also be marked from this
window.
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From some views in QRadar, the Mark false positive in ThreatConnect and ThreatConnect

Info options are accessed by right-clicking and selecting More Options... (Figure 8).
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The hover-over feature will also show when an Indicator is not in ThreatConnect
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Figure 9

8. The Indicator can be added to ThreatConnect by right-clicking and selecting the
ThreatConnect Info option. A window will be displayed asking if the Indicator should be
added to ThreatConnect (Figure 10).

A ThreatConnect

192.168.15.25 not found in ThreatConnect.

Add 192.168.15.25 to ThreatConnect?

Owner: [QRadar v

Figure 10

9. Select the Owner, and then click the SAVE button. The Indicator will now be added to
ThreatConnect. Refresh the tab (e.g., Log Activity) by clicking on it, and then hover over the
Indicator once more to see that it is now in ThreatConnect (Figure 11).
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TROUBLESHOOTING

1. The hover-over functionality works only when the QRadar screen is stable and not actively
loading. If hovering over an Indicator does not bring up a results box, it may be because the
screen is refreshing. To stop the refreshing process, click the Pause button at the upper-right
corner of the QRadar window. Then hover over the Indicator again.

2. QRadar often pulls its ThreatConnect results from cached data. To view completely current
results, clear the cache by clicking the current tab (e.g., Offenses, Log Activity). Do not
refresh the entire browser window, as doing so will cause the display to default to the
Dashboard tab.
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