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New Features and Functionality

NewNavigation Bar and Analysis Summary
ThreatConnect® Risk Quantifier �RQ� version 7.7 debuts a streamlined new look that provides
easy access to all themain features of the platform from a side navigation bar instead of a
top navigation bar. Most of the navigation bar options are dropdowns that can be expanded
to display the names of all available screens provided by the option.

The new side navigation bar has expandable options for all available screens

Note: The dropdown for toggling between portfolio view and Legal Entities in the Enterprise is still
available to RQ Enterprise users at the top right of the screen.

When expanded, theConfiguration option lists all configuration screens, as well as an
indication of whether the configuration on each screen has been completed.
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TheConfiguration option lists each screens andwhether its configuration is complete

In addition, the new side navigation bar provides anAnalysis Summary tab that lists the
steps for your selected type of risk analysis.
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TheAnalysis Summary tab displays the steps for your risk analysis
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When you click Run Risk Analysis above the navigation bar, the Summary Details section of
theAnalysis Summarywill reset, showing in real timewhether each step has been
completed as the analysis runs and then remaining as a record of all of the steps that were
taken for the analysis.

Click the ViewComparison buon to view awindow displaying a summary of each risk
analysis type.

Click ViewComparison to view a summary of each risk analysis type

RQ Impacts
Version 7.7 debuts a new product, RQ Impacts, a lightweight version of ThreatConnect RQ
that rapidly computes a set of potential loss impacts based on your organization’s revenue
and number of data records at risk. It quickly computes, withminimal inputs and
configuration, the financial impact of an aack against your organization. The analysis
provides two types of results:

● your organization’s material financial risks as defined by the U.S. Securities and
Exchange Commission's �SEC’s) concept of materiality
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● the information youwould need to calculate cyber insurance amounts for 50%, 80%,
90%, 95%, and 99% loss levels

RQ Impacts is essentially a “lite” version of ThreatConnect RQ that rapidly shows youwhat
your loss impacts could be based on the amounts of revenue and data at risk that you
provide. These calculations aremade on the basis of peer analytics, enabling you to validate
and confirm that the risks your company faces are being realized by companies in your
industry with a similar amount of revenue or companies that have experienced similar losses
to those that your company could face.

You can access RQ Impacts via a new type of Legal Entity: Financial Impacts. If you have
purchased only the RQ Impacts product, then Financial Impactswill be the only available
Legal Entity type. All other RQ customers will be able to access the Financial Impacts Legal
Entity type as well as the original Legal Entity type, now calledControls Analysis.

Select the Financial Impacts Legal Entity type to use RQ Impacts

In the configuration for your Financial Impacts Legal Entity, you will be prompted to enter
only a few pieces of information.
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Configuration of a Financial Impacts Legal Entity is quick and easy

The datamodel will then run the risk analysis and display a dashboard showing the results.
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Risk analysis results for RQ Impacts

Select a dierent loss level at the upper right to view the risk analysis for that loss level.
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SLE Loss Types Added to CSV Export
When exporting RQ data to a CSV file, the SLE loss type andmost likely value for each loss
typewill now be included in the file. In addition, a table summarizing the information to be
exported is now provided in theCSV Export section ofData Output > Data Export.

New Permissions for RQ Fair Only User
RQ Fair Only users have the following new permissions:

● Integrations: RQ Fair Only users can now create, edit, use, and delete all integrations.
● SecurityScorecard®: RQ Fair Only users can now add SecurityScorecard domains and

access the External Data - Security Scorecard screen.
● Activity Log: RQ Fair Only users can now view the activity log under Seings >

Activity Log.

SAML
ThreatConnect RQ now supports SAML™ for single sign-on.

Integrations
ThreatConnect RQ has added the following integrations:

● AppSoc: This integration is an aggregator that enables ThreatConnect RQ to
integrate with over 100 dierent security vendors and pull in vulnerability information
for analysis.
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Bug Fixes
● An issue causing third-party business assets with greater than 120 characters to fail

was fixed.
● Currency conversions were being calculated twice. This issue has been resolved,

which will lower some loss calculations for non-U.S. customers.
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