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OVERVIEW

The ThreatConnect integration package for LogRhythm allows LogRhythm users to interact with
threat intelligence in ThreatConnect directly from the LogRhythm Console by using a set of
LogRhythm plugin actions. The integration package can perform functions such as retrieving
Indicator details and reporting observations and false positives to ThreatConnect.

DEPENDENCIES

ThreatConnect Dependencies

e Active ThreatConnect Application Programming Interface (API) user and key

NOTE: All ThreatConnect dependencies will be provided by default to subscribing ThreatConnect
Cloud customers. Private Instance customers can enable these settings during configuration on
the Account Settings screen within their Private Instance of ThreatConnect.

e ThreatConnect installation zip file (contains ThreatConnect LogRhythm plugin actions):
ThreatConnect-LogRhythm-Package_vX.X

LogRhythm Dependencies

e LogRhythm Console (web and PC based)

e PowerShell v4+ installed on Platform Manager

ThreatConnect SmartResponse Plugin for LogRhythm User Guide 4
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INSTALLATION

Plugin Actions: LogRhythm-to-ThreatConnect Indicator

Upload and Enrichment

LogRhythm plugin actions perform a number of functions, including creating Indicators in
ThreatConnect, getting more information about an Indicator, and reporting an observation. These
actions are bundled within a LogRhythm SmartResponse. Before these plugins can be created, the
ThreatConnect file must be configured.

File Configuration

Follow these steps to configure the ThreatConnect file:

1. Unzip the provided ThreatConnect file, ThreatConnect-LogRhythm-Package_vX.X.zip,
into any folder.

2. One of the files within the zip file is named tc.conf.default. Rename the file to tc.conf.

3. Thisfile controls various aspects of the integration commands. Edit the file, and update the
required value and any of the optional values. Detailed information about the settings is in
thefile itself.

Creating a SmartResponse Plugin

Follow these steps to create the SmartResponse plugin:

1. Runthe LogRhythm PC Console application.

2. Openthe Deployment Manager.

3. Click onthe Tools menu, and then choose Administration > SmartResponse Plugin
Manager (Figure 1).
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Figurel
4. Select the Create Plugin menu option (Figure 2).

:E: SmartResponse Plugin Manager u] X
@ Actions~ g“ Create Plugin | @ Properties
Action | Name Status Version Last Updated On | Plugin ID Plugin GUID AIE Count Alarm Count | Act
1 Create Plugin
U [ml ) [l [l [ [l = = =

Figure 2
5. Select the folder that contains all the unzipped contents of ThreatConnect-LogRhythm-
Package_vX.X.zip, including the tc.conf file that was renamed and edited during the file
configuration process.
6. Click the Validate button. A “Success” message will appear (Figure 3).

Create SmartResponse Plugin X
Upload a SmartResponse Plugin

Select the folder containing plugin components.
| \\tsclient\C\Users'\g Documents \ M - -\'I'hteatConnecJ Browse...

Please validate the script before importing.

Validation:  Success

Figure 3

Click the Create button, and then choose a folder in which to save the plugin.
8. The SmartResponse plugin will be created with a name similar to the following:
ARPlugin_00000000-0000-0000-0000-000000000000_20180118.Ipi.

NOTE: The date is the last part of the filename, so if another SmartResponse plugin is created
on the same day, the original file will be overwritten.

~
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Importing the SmartResponse Plugin

1. From the Actions menu, choose the Import option (Figure 4).
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Figure 4
2. Selectthefile createdin thel“Creating a SmartResponse Plugin”[section.
3. If awindow appears warning that the GUID is already being used and asking if you would
like to import with a new GUID (Figure 5), click the Yes button.

Import with Duplicate GUID

The specified plugin (GUID: 00000000-0000-0000-0000-000000000000,
! Version: 1) is already imported. Do you want to import with new GUID?

.

Figure 5
4. The new SmartResponse will be reflected in the window (Figure 6).

;5: SmartResponse Plugin Manager [m] X

@ Actions~ ] CreatePlugin @ Properties

Action Name Status Version Last Updated On Plugin ID Plugin GUID AlE Count Alarm Count | Act
W [@ = = 0 = = - - -
[  ThreatConnect Integration Commands_31 Active 1 1/24/2018 11:01:31.663AM 1000000032 22133b14-4beb-46a3-b01e-7bb3e6833f0 0 1 5

Figure 6
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Testing Plugin Actions

The SmartResponse plugin has five possible actions:
e Create Indicator: Creates an Indicator in ThreatConnect.
e Lookup Indicator: Retrieves information about an Indicator (if it exists) in ThreatConnect.

e Report False Positive: Increments the False Positive count for the given Indicator in
ThreatConnect.

e Report Observation: Increments the Observation count for the given Indicator in
ThreatConnect.

e Trigger Playbook: Triggers a Playbook within ThreatConnect. A data value can be passed to
the Playbook.

Each action can be tested within LogRhythm to determine whether the connections between
systems are working and to demonstrate the use of each action.

NOTE: If a plugin action affects data in ThreatConnect, which is the case for all of the actions except
Lookup Indicator, then testing the action will cause the data in ThreatConnect to be updated
accordingly.

1. Openthe SmartResponse Plugin Manager.

2. Select the SmartResponse in the top half of the window. The plugin actions to be tested
will show in the list at the bottom of the window. In this example, the ThreatConnect:
Lookup Indicator action is selected (Figure 7). This action is the simplest to test because it
involves only data retrieval and thus does not change any of the data within
ThreatConnect.

:E: SmartResponse Plugin Manager (m] X

@ Actions> ] CreatePlugin @@ Properties

Action Name Status Version Last Updated On [ Plugin ID ‘; Plugin GUID AlE Count Alarm Count | Act
@B E @& (5] (5] (5] =] (5] = = =
| ] ThreatConnect Integration Commands_31 | Active 1/24/2018 11:01:31.663 AM 1000000032 | 22139b14-4beb-46a5-b01e-7bfb9e6899f0 5

< >
Actions | Parameters @ |
(A (&)
[§ ThreatConnect: Lookup Indicator 1
ThreatConnect: Report Observation 1
ThreatConnect: Report False Positive 1" v
Figure 7

3. Double click the selected line, and a window showing all of the parameters that the action
takes will appear (Figure 8).
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Figure 8

4. Setvalues for each parameter in this window. Most of the parameters are self-explanatory
and mirror those in the tc.conf file setup. Values entered in this window will override the
corresponding values in tc.conf. Note the following information about two of the
parameters:

e -tcdebug controls whether debug information is shown or not. The values follow the
PowerShell values for log outputs. The most commonly used value is Continue (shows all
debug log lines, but does not interrupt the program from running). The default value is
SilentlyContinue... (no log lines are output, and the program is not interrupted).

e -Irdatais the LogRhythm data used by the action. In most cases, it will be an Indicator
value (e.g., IP Address, Host). It is a required value.
5. Once value(s) have been entered and another field has been clicked in, the Script section
of the window will reflect the changes (Figure 9). Typically, all the values mirrored in

tc.conf were already set when the plugin was created, and so the only value that must be
set hereis -Irdata.
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:§: Smart Response Action Properties - X
Action : ThreatConnect: Lookup Indicator
Parameters
Define the command line parameters that pass constant values or data fields to the executable location.
Name 1 Switch ‘ Type “ | Value | Time Zone Time Format Test Value o
Seripp -Filetc-lookup-in__ Fixed ] D R T
LogRhythm Data ' -Irdata Constant Value 123.123.123.123 _
ThreatConnect..  -tcserver Constant Value
ThreatConnect.  -tcapiuser Constant Value
ThreatConnect . -tcpw Constant Value
ThreatConnect.  -tcowner Constant Value
L Iimeaut _____-tchimeautsecs _ Constant Value .
Test Settings
Execute Smart Response Action From : From PlatformManager v ‘ Browse
Script
powershell exe -File tcdookupindicatorps1 drdata 123.123.123.123 4cserver 4capiuser {cpw 4cowner 4{ctimeoutsecs 4{cproxy - J Test
Resuits
View Details
I Close I

Figure 9

6. Once all parameter values have been entered, click the Test button towards the bottom
right of the window. Click the Yes button on the next two dialog boxes (Figure 10 and
Figure 11), and then the script will run.

Smart Response Test Run Confirmation

The test will run on actual data. Do you want to proceed?

=] % ]

Figure 10

Parameter Value Missing

One or more Constant Value Parameters does not have a value. This
could lead to unexpected test results, Do you want to continue?

—Yes | No

Figure 11
7. The Results should show the following: Executed: Success (Figure 12).

ThreatConnect SmartResponse Plugin for LogRhythm User Guide
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Script
lpowediel.ene -File tcdookupindicatorps1 4rdata 123.123.123.123 4cserver 4capiuser 4cpw <4cowner 4ctimeoutsecs 4cproxy - ] Test
Results
Executed: Success 1
View Details

Figure 12
8. Click the View Details button to view any output, including debug statements.

Using Plugin Actions

The most common way to use the plugin actions is to have an Alarm Rule auto-execute them
within LogRhythm. The following example demonstrates how to trigger a Playbook to execute
within ThreatConnect when an Indicator from incoming LogRhythm data matches an Indicator
existing in a LogRhythm List:

1. This example assumes that LogRhythm has an existing List, shown in Figure 13, that
contains two Indicators (IP Addresses in this example). For details on how to set up

external sources that would fill such Lists, please refer to the LogRhythm documentation.

ThreatConnect SmartResponse Plugin for LogRhythm User Guide
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] List Properties O 5
Testing List for Rules
[Add ftem
Add kem _' Add List...

Fiter Expiration Date

192.168.4.1 N/A

192.168.4.55 N/A
< >
| impottems.. | Bpottems. | [__OK || Camcel || il

Figure 13
2. Open the Deployment Manager, and click the Alarm Rules tab.
3. Click the + button to create a new rule. A window for the rule will open (Figure 14).
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252 Alarm Rule

Primary Criteria Filters

-

alaming. Al prmary be met an Event Atleast one Prmasy Crtena fiter must be specfied
© New \, Edit | Q Delete

Fields Filtered On Record Type

Minimum Event Priority

y
Event prioty must be greaterthan: 0 124

alaming

Primary Criteria [ Include Filters | Exclude Filters | Day and Time Criteria [ Log Source Criteria | Aggregation [ Settings [ Notify [ Actions [ Information

<Back Next >

Figure 14
4. Onthefirst tab shown at the bottom of the window, Primary Criteria, add a filter that
compares the value in the IP Address (Origin) column (this column is for the incoming
LogRhythm data) with any value in the List (Figure 15). Note that the term Is in the
Filter Mode column indicates that a comparison/IN operation should be performed.

Primary Criteria Filters
[ & for alaming. Al prmasy in order for an Ey At least one Prmary Crieria fiter must be specfied.
© New \ Edit | @ Delete
Fields Filtered On Record Type
[§ [P Address (Origin] Custor
232 Log Message Filter X
g [= Add New Feld Fiter: | | EdeValves || Delete
Operator | Fietg Filter Mode | Filtered Values
9] ¥ Address (Origin) s Testing List for Rules
Carce
Minimum Event Priority
Y an aming.
Event priorty must be greaterthan: (0 {51
Primary Criteria | Include Filters | Exclude Filters | Day and Time Criteria [ Log Source Criteria | Aggregation [ Settings | Notify [ Actions [ Information |

sk | [ Nes>

Figure 15
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5. Click onthe Actions tab at the bottom of the screen. This tab is where the SmartResponse
plugin is chosen and the values are set. In this example, the action is Report@bservation,
and the LogRhythm Data parameter is set to IP Address (Origin) (Figure 16).

NOTE: Make sure to click the Save Action button on this screen before moving on.

232 Alarm Rule >3

Action  SmatResponse actions are not avaiable for private rules.

Execution Sequence Action Name Approval(s) Reauired | Execution Target |

Set Action ThreatConnect Integration Commands_31: ThreatConnect: Report Observation v

values

Name | switch | Type Valve Time Zone Time Format A
Senpt -File tc-report-observationps1 Fixed

ThreatConnect Server URL  -tcserver Constant Value
ThreatConnect User ID  -tcapiuser Constant Value
ThreatConnect User P/ -tepw Constant Value v

Approvals Execute SmartResponse Action from:
D [ | s | [ | s -
Level Name «| Type |
[ Fie Jdata <IP or Acapiuser 4cpw {cowner {ctmeoutsecs cproxy {cproxyusend {cproqpw 4cdebug SienthyContinue Save Ackon,
Primary Criteria | Include Filters | Exclude Filters | Day and Time Criteria | Log Source Criteria | Aggregation | Settings [ Notify | Actions [ Information |
= o ][ o
Figure 16

6. Therest of the tabs can be configured as needed for notifications, rule active time frames,
etc. Please refer to LogRhythm documentation for full details.

Another way to use plugin actions is to run a SmartResponse Action within the web console to
show more data about an Indicator:

1. Openthe web console (dashboard) and log in. A screen similar to the one in Figure 17 will
appear.

ThreatConnect SmartResponse Plugin for LogRhythm User Guide 14



Dashboards Searches

:#LogRhythm

Alarms Cases

Alarms by Day Past 30 Days

Top Classification

Top Host (Impacted)

gshepherd-vi +

Reports Search.

® Live Data 2

== Security Analyst Dashb.

* Top Direction )

an 14

Top Log Source Type

Top Application Top Entity (Impacted)

Figure 17

2. Click the Logs option in the bottom right-hand corner.

3. Theresulting screen will show the events that have been captured. The columns can be
filtered, marked as favorites, or displayed in themed groups (e.g., Application, Hosts,
Location). The example in Figure 18 shows IP Address (Origin), IP Address (Impacted), and
Host (Impacted) as favorite columns. It also displays the results of a filter that shows only
log lines for which IP Address (Origin) is not blank.

:#LogRhythm

Alarms  Cases

Alarms by Day Past 30 Days

Showing 44 of 14483 Events C

1P Address X IP Address X
(Origin) (Impacted) Host (Impacted)
(NonBlanks) © Type ke e

2747186137 4% L3

82146.166.56

9262219172

192168.41

192.168.45 WIN-ONCAGBHNNNM *
192.168.4.59 WIN-ONCAGEHNNNM *
192,168,459 WIN-ONCAGEHNNNM *
192.168.4.59 WIN-ONCAGEHNNNM *
192,168,459 £ WIN-ONCAGEHNNNM *
192168.4.59 WIN-ONCAGEHNNNM *
192168459 WIN-ONCAGEHNNNM *
192.168.4.59 WIN-ONCAGEHNNNM *
192,168,459 WIN-ONCAGEHNNNM *
192.168.4.59 WIN-ONCAGEHNNNM *
192168459 WIN-ONCAGEHNNNM *
192.168.4.59 WIN-ONCAGBHNNNM *
192 168450 WIN-ONCAGRHNNNM *

® vepata

Top Direction

Priority Log Source Type

Log Date Log Count

i Select Timeframe

# [01/17/2018 2:15:52.013 pm #* 1 # s # Syslog- Other »
01/17/2018 1:09:16.023 pm 1 25 syslog - Other
01/17/2018 1253:54.020 pm 1 2 syslog - Other
01/17/2018 112922017 am 1 31 syslog - Other
01/12/2018 42112.263 pm 1 2 M Windows Event Logging - Application
01/12/2018 2:58:14.407 pm 1 25 MS Windows Event Logging - Application
01/12/2018 11:13:17.300 am 1 25 MS Windows Event Logging - Application
01/12/2018 11:11:01.507 am 1 25 ent Logging - Application
01/12/2018 10:48:13.793 am 1 25 ent Logging - A
01/12/2018 9:41:38.110 am 1 25 ent Logging - Ay
01/11/2018 2:52:48.800 pm 1 2 ent Logging - A
12/19/2017 3:26:39.807 pm 1 25 0gging - Ap
12/19/2017 2:14:37.463 pm 1 2 /ent Logging - Application
12/19/2017 2:12:20.447 pm 1 25 /ent Logging - Application
12/19/2017 2:06:20.727 pm 1 25 Ms Windows Event Logging - Application
12/19/2017 1:56:36 277 pm 1 25

El

/00007 0e s s

Figure 18

i

4. Tofind ThreatConnect information about a particular IP Address, select a cell on the row
that contains the IP Address in question, and then click on one of the gear icons.

5.

A panel will open on the right-hand side of the screen (Figure 19). Under the Actions tab,

click the down arrow for the SmartResponse section. Then choose a plugin action that will
show all the parameters to be passed. Make sure the LogRhythm Data field is filled in with
the IP Address in question. LogRhythm will list all available options when that field is

selected.
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Dashboards Alarms Cases Searches Reports

*LogRhythm
Security Analyst Dashb.
Top Direction

Alarms by Day Past 30 Days Field: IP Address (Origin)

Actions

Value Field

21717186137 1P Address (Origin)

Pivot

" ecas Threat Intelligence

Showing 44 of 14483 Events C Contextualize

IP Address IP Address

(Origin) > (Impacted) Host (Impacted) Log Date Log Count ST
(NonBlanks) © Typet ype t Select Timeframe. € b

21717186137 % £ # |01/17/20182:15:52.013 pm | # s T
82.146.166.56 01/17/2018 1:09:16.023 pm 1 25

9262219172 01/17/2018 12:53:54.020 pm 1 25

192.168.4.1 01/17/2018 11:29:22.017 am 1 3 LogRhythm Data:
192.168.4.59 WIN-ONCAGBHNNNM * 01/12/2018 42112263 pm 1 25 217.171.86.137
192.168.4.59 WIN-ONCAGBHNNNM * 01/12/2018 2:58:14.407 pm 1 25

192.168.4.59 WIN-ONCAGBHNNNM * 01/12/2018 11:13:17.300 am 1 25 Timeout:
192.168.4.59 WIN-ONCAGBHNNNM * 01/12/2018 11:11:01.507 am 1 25

192.168.4.59 WIN-ONCAG8HNNNM * 01/12/2018 10:48:13.793 am 1 25

192.168.4.59 WIN-ONCAGBHNNNM * 01/12/2018 9:41:38.110 am 1 25 IO ST
192.168.4.59 WIN-ONCAGBHNNNM * 01/11/2018 2:52:48 800 pm 1 25

192.168.4.59 WIN-ONCAGSHNNNM * 12/19/2017 3:26:39.807 pm 1 25

192.168.459 WIN-ONCAGBHNNNM * 12/19/2017 2:14:37.463 pm 1 25 Oy
192.168.4.59 WIN-ONCAGBHNNNM * 12/19/2017 2:12:20.447 pm 1 25

192168459 WIN-ONCAGSHNNNM * 12/19/2017 2:06:20.727 pm 1 25

192.168.4.59 WIN-ONCAGBHNNNM * 12/19/20171:56:36 277 pm 1 25

192 1604 50 WIN-ONCAGRHNNNM * 120192017 106 e 200 . 25

Figure 19

6. Scroll down to the bottom of the panel on the right-hand side of the screen, and click on
the Run option (Figure 20).

“LogRhythm

Dashboards Alarms Cases Search Reports

© Live Data Executive Dashboard

Log Processing Rate Log, Event, and Alarm Trend Fleld: IP Address (Impacted)

Actions

Value

4

Log Rate (4PS) SmartResponse

1
Jano7

Debug Mode:

Top Classification Top Common Event Top Log Source Type

SilentlyContinue
Critial neral Error Log
al Warning
Configuration M. Command to Execute
Authentication Fa
AIE: Auth Failure
Showing 51 of 14674 Events C' t sificati
IP Address X IP Address
(Origin) (Impacted) Host (Impacted)
(NonBlanks) [x] et
123123123123 4|
123123123123
123123123123

Execute from: Platform Manager  ~

X
- | Log Date

Select Timeframe.

# |01/23/2018 11:04:16.017 am
01/22/2018 1:36:16.017 pm
01/22/20181:33:33.017 pm

Figure 20
7. Theresults will open in a new browser tab (Figure 21).
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SmartResponse Output

SmartResponse Action: ThreatConnect: Lookup Indicator
Run Time: 1072 ms

status: Completed successfully

Output Results:
Response: {
"address": {
"id": 12897616,
"owner™: {

b

"dateAdded™ "2016-10-20T1 ;

"lastModified™: "2018-01-24T716:32:20Z",

"rating": 4.00

"confidence™: 65,

"threatAssessRating™: 2.73,

"threatAssessConfidence™: 46.37,

"webLink":
"https://app.threatconnect.com/auth/indicators/details/address.xht
ml?address=123.123.123.123\u0026owner=System",

"ip": "123.123.123.123"

}
}

Figure 21
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