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Ove rv i ew 
CobbleStone Software ’s Contract Ins ight appl ication o f fers the funct ional i ty to in tegrate wi th 

outs ide systems .  Appl icat ion Program In ter face de l ivers data and between dev ices and programs. 

Representat ional State Transfer  program implementat ion increases e ff i c iency of  communicat ion in 

comput ing sys tems .  

 

What  i s  AP I   
An appl icat ion programming in ter face (AP I)  is  a messenger that processes requests and ensures 

seamless funct ioning of enterpr ise systems . AP I enab les interact ion between data , app l icat ions, 

and dev ices .  I t  del ivers data and fac i l i tates connect iv i ty between dev ices and programs .  

 

What  i s  RE ST   
Representat ional s tate trans fer  (REST) is  a programming archi tectura l implementat ion intended to 

increase the e ff i c iency of communicat ion in comput ing sys tems . I t  embodies the idea that  the best 

way to share large amounts o f  data between mult iple part ies i s  to make that data ava ilab le on -

demand by shar ing re ferences to that data rather than a complete copy of the data it se lf .  Sys tems 

wh ich implement REST are cal led 'RESTful '  sys tems .  

 

Mo re  abou t  RE ST  
An example o f a non-RESTfu l rea l-world system would be the tradi t ional  home movie co l lect ion. In 

order to have access to any g iven movie,  the l ibrary owner must obta in a phys ical copy of  i t .  Th is  

resu lts in subs tant ia l  was te as more cop ies are in ex is tence than are in use at any given moment . 

A lso , the t ime requ ired to add new t it les to the l ibrary i s  genera l ly non - tr iv ia l .  Streaming video i s  

the RESTfu l counterpar t to the home l ibrary.  Ins tead o f  hav ing a complete copy o f every movie 

s tored in the home, the movie is  referred to by i ts  t i t le only and the content o f the movie is  

s treamed on demand .  

C SS  AP I  2 .0  

This wou ld be the next generat ion o f AP Is from Cobb leStone as RESTfu l imp lementat ion where i t 

wou ld be ins tal led as separate appl icat ion s ide by s ide wi th Contract Insight ei ther on cloud or 

on-premise. 

Consumer of the AP I ( End-User)  wou ld be able to access desi red endpoints ded icated for  each 

ent i ty ,  for  example to access Contracts tab le then the consumer would create a web ca ll  to the 

REST endpo int pass ing ent ity name as f ir st parameter wi th any query cr i ter ia if  needed.  

Operat ions on data th rough this AP Is wou ld re f lect the same as Contract Ins ight where on ly Inser t 

and Update are avai lable and De lete is  not al lowed.  

OAuth is an open standard for access delegation, commonly used as a way for Internet users to grant websites 

or applications access to their information on other websites but without giving them the passwords. 
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How this i s  authenticated :  

•  This ver s ion of API has i ts  own separated l is t o f authenticated users but l inked to the users 

l i st in Contract Insight for  logg ing purpose on ly and the authent icat ion mechan ism  

 

How this i s  secured:  

•  Our APIs wou ld use SSL to authent icate,  send and receive data from the consumer .  

 

How Th is is  tr iggered:  

•  Our API does not of fer  not i f i cation or monitor ing funct ionali ty to the consumer . I t  does not 

not ify the consumer about a change that happened to any record or f ield wi thin 

ContractInsight data so it cannot be used to imp lement a rea l t ime sys tem but only “Near 

Real t ime/Scheduled” and “Batch”.  

 

Acce ss  Le ve l  
•  The username and password must be long to an act ive  sys tem administrator .  

 

AP I  End po i n t s  Rev iew 
 

A u t h e n t i c a t i o n  E n d p o i n t  

•  This ver s ion of API is  OAuth2 compliant wi th cl ient credent ia ls  g rant type , this  endpo int 

responds with an access token that be defaul t expires af ter  4 hours and non re -usab le 

re fresh token that exp ires 1 month af ter  the date and time i t was issue d . 
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S c h e m a  E n d p o i n t  

•  A call  for  s ing le enti ty ( tab le )  specif ied by name from the consumer and i t respond wi th 

metadata about a l l  the exposed co lumns ( i .e  consumer a l lowed to query upon them which 

for  example IMAGE and BLOB co lumns and exc luded) ,  response is  bas ical ly a co l lection of  

column proper ties .  
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Q u e r y  E n d p o i n t  

• Equ iva lent to Select s tatement in SQL against  a s ingle ent ity ( table)  but s ince th is AP I ,  

vers ion do not support free SQL expression then most o f SQL tags shou ld be prov ided 

wi th in speci f ic nes ted data s tructure  but and s ince i t suppor ts pag ing then i t is  l imi ted to 

1000 rows maximum per ca l l  and response is  dynamic col lection o f  ent i ty’s  rows where 

columns ment ioned in Schema End -Point above are exc luded .   
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R e c o r d  U p d a t e  E n d p o i n t  

•  Updates one or more rows in a s ingle ent ity ( table)  base on cr i ter ia i f  ex is ts but l imi ted 

on ly to 500 rows maximum per ca l l ,  SQL tags should be prov ided wi th in speci f i c nes ted 

data structure and consumer have the opt ion to have C I workf lows tr iggered af ter  each 

ind iv idual row update o r not ,  update on ly al lowed on co lumns that are not ei ther IMAGE or 

BLOB as ment ioned above , response is  number o f af fected rows . 
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R e c o r d  A d d i n g / C r e a t i o n  E n d p o i n t  

• Insert one indiv idual row in an ent ity provided from consumer wi th in nested data structure  

and l imited to co lumn that not among IMAGE and BLOB as we ll  as ment ioned above and i t 

responds with the newly generated row ident i f ier .   

 

 
 

Samp le  Po s tman  Connec t ion  
S e c t i o n  O n e  –  I n i t i a l  A u t h e n t i c a t i o n  
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NOTE: in this example the test was against a local machine. 

1) Make sure you change http://localhost/ to https://YOURCOMPANY.cobblestone.software/api2/ and keep it as a 

POST. 

2) (under Body->Raw) change the values for the Client ID and Client Secret to one of those you generated in the UI 

of your system. 

https://yourcompany.cobblestone.software/api2/
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3) Add Content-Type as shown in picture inside the headers. 

4) This shows the JSON that will be returned including the value for “access_token”. This token is going to be 

needed every time a hit is made against an entity in the rest of the following examples. 

S e c t i o n  T w o  –  S c h e m a  E n d p o i n t  ( C o n t r a c t s  e x a m p l e )  
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1) Make sure you change http://localhost: 61787/ to https://YOURCOMPANY.cobblestone.software/api2/ and 

keep it as POST. As you can see in the picture “Contracts” was used instead of tblContracts, that is what the 

CobbleStone REST API is looking for. In addition, make sure that you keep /CSSAPI/v2/ after 

https://YOURCOMPANY.cobblestone.software/api2/”. 

2) Add content-type: application/json and Authorization: Bearer “Access Token” that was returned in the second 

screenshot in Section One. 

3) The response will be the list of fields inside the Contracts table and their meta-data as in Field Explorer inside 

Contract Insight. 

S e c t i o n  T h r e e  –  S c h e m a  E n d p o i n t  ( C u s t o m e r s  e x a m p l e )  

https://yourcompany.cobblestone.software/api2/
https://yourcompany.cobblestone.software/api2/
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In this example, everything is identical to “Section Two” above, however this time the call is going against “Customers” 

instead of “Contracts”. 

S e c t i o n  F o u r  –  G e t / S e l e c t  C o n t r a c t s  

1) URL will stay same as Section Two and Three but last Segment change from Schema to Get. 

2) The same 2 headers must be added as in Section Two and Three. 

3) In Body->Raw add the following JSON. 

NOTE: If you would like to have all the fields selected change fields property to [] “empty array”, Leave the 

GroupByTag empty unless there is a need to use any aggregate functions. 

Same goes to Customers table by changing Contracts to Customers in URL and changing the fields collection 

to the appropriate fields needed. 
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Sample JSON for Get/Select Contracts: 

{ 

   "Fields":[ 

       { 

           "Attribute": "Vendor_ID", 

           "Alias": "'Vendor Id'" // Optional 

       }, 

       { 

           "Attribute": "Employee_ID", 

           "Alias": "'Employee Id'" // Optional 

       }, 

       { 

           "Attribute": "Contract_Title", 
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           "Alias": "Title" // Optional 

       }, 

       { 

           "Attribute": "Contract_Start_Date" 

       }, 

       { 

           "Attribute": "Contract_End_Date" 

       }, 

       { 

           "Attribute": "u_ContractAmount" 

       }, 

       { 

           "Attribute": "u_Currency" 

       } 

   ], 

   "Clause":{ 

      "Condition":"AND", 

      "Field":null, 

      "Id":null, 

      "Input":null, 

      "Operator":null, 

      "Rules":[ 

         { 

            "Condition":null, 

            "Field":"DateUpdated", 

            "Id":"DateUpdated", 

            "Input":null, 

            "Operator":"greater_or_equal", 

            "Rules":null, 

            "Type":"datetime", 

            "Value": "2020-01-01" 

         }, 

         { 

            "Condition":null, 

            "Field":"DateUpdated", 

            "Id":"DateUpdated", 

            "Input":null, 

            "Operator":"less_or_equal", 

            "Rules":null, 

            "Type":"datetime", 

            "Value": "2020-12-31" 

         } 

      ], 

      "Type":null, 

      "Value":null 

   }, 

   "OrderByTag":{ // Optional 

      "Fields":[ 

         "Contract_ID" 

      ], 

      "Direction":"ASC" 
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   }, 

   "GroupByTag":[ 

       

   ], 

   "StartIndex":0, 

   "Length":100 // By default this is 100, make sure it never exceeds 1000 

} 

 

RE ST  AP I  Demo /Samp l e  App l i c a t io n  
 

CobbleStone’s REST API Demo/Sample Application consists of two components, the first is the source for the 

application, the second is the compiled application for testing. 

 

A p p l i c a t i o n  F i l e s  

 
Source Files 

 
Compiled Files 

 

K e y  N o t e s  w h e n  D e v e l o p i n g  

NOTE: When building/modeling your own code off of this sample project please ensure that the following package is 

downloaded from NuGet: Microsoft.AspNet.WebApi.Client. Also note that this package can/will silently conflict with 

Microsoft.Net.Http when using the ReadAsMultipartAsync extension (the Microsoft.Net.Http package/reference will 

have to be removed first).  

For detailed information on this please review the following link: 

https://stackoverflow.com/questions/15088390/how-to-read-multipartcontent-from-httpresponsemessage  

  

https://stackoverflow.com/questions/15088390/how-to-read-multipartcontent-from-httpresponsemessage
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