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Overview

CobbleStone Software’s Contract Insight application offers the functionality to integrate with
outside systems. Application Program Interface delivers data and between devices and programs.
Representational State Transfer program implementation increases efficiency of communication in
computing systems.

What is API

An application programming interface (API) is a messenger that processes requests and ensures
seamless functioning of enterprise systems. APl enables interaction between data, applications,
and devices. It delivers data and facilitates connectivity between devices and programs.

What is REST

Representational state transfer (REST) is a programming architectural implementation intended to
increase the efficiency of communication in computing systems. It embodies the idea that the best
way to share large amounts of data between multiple parties is to make that data available on-
demand by sharing references to that data rather than a complete copy of the data itself. Systems
which implement REST are called 'RESTful' systems.

More about REST

An example of a non-RESTful real-world system would be the traditional home movie collection. In
order to have access to any given movie, the library owner must obtain a physical copy of it. This
results in substantial waste as more copies are in existence than are in use at any given moment.
Also, the time required to add new titles to the library is generally non-trivial. Streaming video is
the RESTful counterpart to the home library. Instead of having a complete copy of every movie
stored in the home, the movie is referred to by its title only and the content of the movie is
streamed on demand.

CSS API 2.0

This would be the next generation of APIs from CobbleStone as RESTful implementation where it
would be installed as separate application side by side with Contract Insight either on cloud or
on-premise.

Consumer of the API (End-User) would be able to access desired endpoints dedicated for each
entity, for example to access Contracts table then the consumer would create a web call to the
REST endpoint passing entity name as first parameter with any query criteria if needed.

Operations on data through this APIs would reflect the same as Contract Insight where only Insert
and Update are available and Delete is not allowed.

OAuth is an open standard for access delegation, commonly used as a way for Internet users to grant websites
or applications access to their information on other websites but without giving them the passwords.

©1995 - 2021 CobbleStone Software
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How this is authenticated:
e This version of APl has its own separated list of authenticated users but linked to the users
list in Contract Insight for logging purpose only and the authentication mechanism

How this is secured:
e OQur APls would use SSL to authenticate, send and receive data from the consumer.

How This is triggered:

e Our APl does not offer notification or monitoring functionality to the consumer. It does not
notify the consumer about a change that happened to any record or field within
Contractinsight data so it cannot be used to implement a real time system but only “Near
Realtime/Scheduled” and "Batch”.

Access Level

e The username and password must belong to an active system administrator.

APl Endpoints Review

Authentication Endpoint
e This version of APl is OAuth2 compliant with client credentials grant type, this endpoint
responds with an access token that be default expires after 4 hours and non re-usable
refresh token that expires 1 month after the date and time it was issued.

Available authorizations

OAuth2.0
OAuth2 Client Credentials Grant

Token URL: https://localhost/RestAPl/oauth/token
flow: application
Setup client authentication.

Type: | Request body
Clientld \

Secret \
API requires the following scopes. Select which ones you want to grant to Swagger Ul

Scopes are used to grant an application different levels of access to data on behalf of the end
user. Each APl may declare one or more scopes. Learn how to use

q Authorize

Cancel

©1995 - 2021 CobbleStone Software
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Schema Endpoint
e A call for single entity (table) specified by name from the consumer and it respond with
metadata about all the exposed columns (i.e consumer allowed to query upon them which
for example IMAGE and BLOB columns and excluded), response is basically a collection of
column properties.

ICSSAPI/V2/{entityName)/Schema GET Entity Schema

Implementation Notes
Remove table prefix for entityName parameter as follows:

¢ tbiContracts become Contracts
» tbl_u_UserDefinedTable becomes u_UserDefinedTable

Response Class (Status 200) i )
OK

Example Value

"Name": “"string”,
"IsPrimaryKey": true,
"IsIdentity": true,
"IsNullable": true,
"“DBType": “string",
"MaxLength": @,
"DataPrecision": @,
"DataScale”: @,

Response Content Type | application/json

Parameters

Parameter Value Description Parameter Type Data Type
entityName 'Contracts | Table name path string
Try it out!

Curl

curl -X GET --header 'Accept: application/json' --header 'Authorization: Bearer SWodXv56CtxFWgHZtCVC59FsSIrB2JIui8XZMliaVPSaXI6yt7LA

< >
Request URL

https://localhost/RestAPI/CSSAPI/v2/Contracts/Schema

©1995 - 2021 CobbleStone Software
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e Equivalent to Select statement in SQL against a single entity (table) but since this API,
version do not support free SQL expression then most of SQL tags should be provided

within specific nested data structure but and since it supports paging then it is limited to
1000 rows maximum per call and response is dynamic collection of entity’'s rows where
columns mentioned in Schema End-Point above are excluded.

Zaml  /CSSAPIV2/{entityName}/ Get

Implementation Notes

Remove table prefix for entityName parameter as follows:

» tbiContracts become Contracts
« tbl_u_UserDefinedTable becomes u_UserDefinedTable

Response Class (Status 200)

Array of Objects

Example Value

iF

Response Content Type | application/json v

Parameters

Entity Rows

Parameter Value Description Data Type

entityName |Contracts Table name string

query i Query Model Example Value
"Fields": [
1, :
"Clause": { "Fields™: [

"Condition":"AND",
"Field":null,
"Id":null,
"Input":null,
"Operator":null,
"Rules": [

{

"Condition":null,
"Field":"Employee ID",
"Id":"Employee ID",
"Input":null,
"Operator":"equal",
"Rules" :null,

NPmal s Tingn
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{
"attribute™: "string®,
"alias": "string"
¥
]J
"Clause™: {
"Condition": "string”,
"Field": "string”,
"1d": "string®,



REST API 2.0 Technical Overview v 1.3.3

Record Update Endpoint

e Updates one or more rows in a single entity (table) base on criteria if exists but limited
only to 500 rows maximum per call, SQL tags should be provided within specific nested
data structure and consumer have the option to have Cl workflows triggered after each
individual row update or not, update only allowed on columns that are not either IMAGE or
BLOB as mentioned above, response is number of affected rows.

o /CSSAPI/V2/{entityName}/Update

Response Class (Status 200) &
OK

Example Value

i}

Response Content Type | application/json v

Parameters
Parameter Value Description _lp_;égmeter Data Type
entityName  Contracts path string
update { A body Example Value
"Clause": {
"Condition":"AND", A
"Field":null, {
"Id":null, "Clause™: {
"Input":null, "Condition": "string”,
:Opera:;or" :null, "Field": "string”,
Ru}es o B "1d": "string”,
"Condition":null, LEE strmg_,
"Field":"Employee ID", "operator™: "string®,
nId": "Employee_IDW, "Rules”: [
"Input":null, {
"Operator": "equal”, "Condition": "string",

"Rules":pull, "Field": "string”,
"Type":"int", PN R A 2
"Value":335

"Condition":null,
"Field":"Contract Title",
"Id":"Contract Title",
"Input":null,
"Operator":"equal",
"Rules":null,

"Type":"string",
"Value":"Contract 001" M

}

Parameter content type:

[ application/json v
Curl
curlué{ POST %-Qeader 'Content-Type: application/json' --header 'Accept: application/json' --header 'Authorization: Bearer vpS5sOFs &
ause”:

Ve _drrt__ W _Waunn A
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Record Adding/Creation Endpoint

e Insert one individual row in an entity provided from consumer within nested data structure
and limited to column that not among IMAGE and BLOB as well as mentioned above and it
responds with the newly generated row identifier.

el /CSSAPIV2/{entityName}/Add

Response Class (Status 200) (i )
OK
Example Value
{r

Response Content Type | application/json v

Parameters
it Parameter
Parameter Value Description Type Data Type
entityName  |Contracts } path string
add H Al body Model  Example Value
"Tuples": [
{ |
"Name": "string", {
"Value": {} % "Tuples™: [
} {
—1 "Name": "string”,
"value™: {}
Parameter content type: }
I application/json v 1
3
‘ Try itout! |

Sample Postman Connection
Section One - Initial Authentication

©1995 - 2021 CobbleStone Software
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§7/cauth/t.. @ GET http://locainost:61787/CSSAPIY, @

hup:/flocalhost:61787/cauth/token

arams Authorization Headers (10) Body @ Pre-request Script Tests Settings
-www-torm-uriencoded

grant_typesclient_credentialsdclient_id=85892DAF-BBF6-4311-8E90-EE7A52628383&client_secret=FEAEGIFC-EEE6-4AB1-B2C1-58D5EF1738C2

Body Cookies Headers (10 Test Results &
Prewy Rav Preview Visualize ON v —
1 b ]
2 “access_token":

"pXGITQIAUPQUWNIVII1bQtdcg-xdBAZHMNBNDZIVM7 THEM2IgxOYhtMBrobbfZ7kdWud31TeDKspwplTaDc54DPppcBb2SIYKr CRPUFCQa2QE_111DAGVZgB2egfT4REB3FCHQDVV
mYa-4pNYEiPmALEVIFXdFtnPNQX I TTCFEOwHTGHSNDBCIgZkB1Z4AgCYmSBPQXAQWrN-nZn2gq0zP-KIYX62TP 28dKGBZouC 61087 pgh9- 2P - 2ErdBllo_B5ix-7Dngo92zRoedX]
CF-£3VSVI2GFRGMWVEV2NTINGKVADZmCUk3XQ8 - 70u1@i FDoFALSS23FLInSvmuZlnNoF GtUdrXd3vqPiZRqiSK1Xay12ROTYE_nS2pXuo™,

3 "token_type™: "bearer”,

4 "expires_in"; 14399,

5 “refresh_token": "6d2898e5ae45465006d6Fbe2545c9c8e",

6 “as:client_id": "@5092DAF-BBF6-4311-8E99-EE7A52628383",
7 “as:refresh_token_life_time™: "2592003'4

8 : "Fri, 23 Oct 2020 16:12:19 GMT™,

9 ” “: "Fri, 23 Oct 2020 20:12:19 GMT"

12 }

NOTE: in this example the test was against a local machine.

1) Make sure you change http://localhost/ to https://YOURCOMPANY.cobblestone.software/api2/ and keep it as a
POST.

2) (under Body->Raw) change the values for the Client ID and Client Secret to one of those you generated in the Ul
of your system.

©1995 - 2021 CobbleStone Software
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nizpifiocainost 6178 Vosuth/t. @ GEY hotp/Nocalnosts1 28/ CSSAPIN. @

Untitled Request

POST v hrtped/lecalhosn61787/cauth/token

re-raquest Scrpt Tests Settings

Params Aushonzation Headers (10) Bocy @

VALUE

Body Cookies Headers (10 o5t Results

S&0PppcBb2SI

PQUMNIViI1bQtdeg- xcBAzHBnpZ VT IHEM2 Igxa
PrdLEvIFxdFenPNOX TTcFEwdTERSNbECIgZkB Y
FRGMAVEVNTINGkvADZmcUk3X08-7oulBi FDofALSS23fLInSymuZInNoF GtUdrXdIvgPjZRaiSKIXay 12ROTYd_n52pXko™,

"bearar",

": 14393,

"8d2898e5524546500606Fbe2545¢3c8e",
s E

Q
“@5892DAF-35F6-4311-8E99-EETA52528383",
¢ "2552e80°,

20 16:12:19 GNT",

+19 gMT"

3) Add Content-Type as shown in picture inside the headers.
4) This shows the JSON that will be returned including the value for “access_token”. This token is going to be
needed every time a hit is made against an entity in the rest of the following examples.

Section Two — Schema Endpoint (Contracts example)

©1995 - 2021 CobbleStone Software
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L L I T merm fmem ks i) IR
D )5t Jal/omusnnt 3 5 LaoA

Untitled Request

POST < T Pliv2iContracss{Schema 1

Params Aushonzation Headers (10) Body Pre-request Scnpt Tests Sewmings

KEY

Authorization Bearer pXGITQAUPqUWN IV 1bQrdcg-xdBAzHMENpZVMT77'Wt

Contert-Type

N

"Nape”: "Contract_ID",
4 “IsPrimaryXey”: true,
“Isidentity”: true,
"IsNullable®: false,
“08Type”: “im",
"Mexiength”: null,

*DetaPrecision”: 1@

2

bt -
11 "HasDefaultValu=": false,
12 *IsComutedColunn": false
13 b
14 {
15 "Nepe": “Contract Title*,
16 *IcPrimaryiey”: false,
17 "Isldentity™: false,
18 "IsNullable®: true,
13

"DataScale”: null,
“HasDefaultValue™: false,
“IsComputeaColuan™: false

1) Make sure you change http://localhost: 61787/ to https://YOURCOMPANY.cobblestone.software/api2/ and
keep it as POST. As you can see in the picture “Contracts” was used instead of tblContracts, that is what the
CobbleStone REST APl is looking for. In addition, make sure that you keep /CSSAPI/v2/ after
https://YOURCOMPANY.cobblestone.software/api2/”.

2) Add content-type: application/json and Authorization: Bearer “Access Token” that was returned in the second
screenshot in Section One.

3) The response will be the list of fields inside the Contracts table and their meta-data as in Field Explorer inside
Contract Insight.

Section Three — Schema Endpoint (Customers example)

©1995 - 2021 CobbleStone Software
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2ICustomers/Schema

Param - Authonration Headers | ady Pre-reques: Script Tests

psDefaultValu=": false,
12 *IsComputedColunn”: false
1 '8
{
"Name" : "VendorName"™,
"IsPrimaryXey”: false,
17 "IsIdentity”: false,
18 "IsNullablae®: true,

In this example, everything is identical to “Section Two” above, however this time the call is going against “Customers”
instead of “Contracts”.

Section Four — Get/Select Contracts

1) URL will stay same as Section Two and Three but last Segment change from Schema to Get.

2) The same 2 headers must be added as in Section Two and Three.

3) In Body->Raw add the following JSON.
NOTE: If you would like to have all the fields selected change fields property to [] “empty array”, Leave the
GroupByTag empty unless there is a need to use any aggregate functions.
Same goes to Customers table by changing Contracts to Customers in URL and changing the fields collection
to the appropriate fields needed.

©1995 - 2021 CobbleStone Software
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P01 netpiifiocathost:61787%/0auth/it. @  PUST heep//iocainostB1787/CS5API. @

Untitled Request

POST v hupi/ilacalhost61787/CSSAPIVZ/Contraces/Get

Params Authonzation Headers (11)

Headers © 9 hidden
KEY

Authorization
Contern-Type

W
Yy

Body Cookies Headers (6] TestResults

Prawy Raw Preview Visualize

"Vendor IG": 163,
“Employee Id*: 335,
*Title*: “Contract 1°,

L e

©1995 — 2021 CobbleStone Software

Body @

JSON ~

Pre-request Script

Yl

oSt

hutpiitiocaihost 61 TAZ/CSSAFL. @ BT hatpi/liocalhg

Tests Settings

VALUE

Bearer pXGITQAUPgUWN1WI1bQtdcg-xdBAzHMEN;
applicaton/json
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081 netpiificcainost61787/omustive.. @ i1 nupi/toceinost61787/CS5AP)., @

Untitled Request
POST v | hpdilocalhosn61787/CSSAPINVZ/Contracts/Get
Params Authonzation Headers (11) Bocy @ Pre-request Script
® necne @ form-data @ xwweform-uriencoded # raw @ binary
39 LNpuT TwWis,
42 “Operator”:“greater_or_egual”,
41 “Rules™:null,
42 "Type":"datetime”,
43 “Value™: "2029-81-01"
a4 ¥
45 {
46 "Cordition®:null,
a7 “Field":"Datelpdatez",
48 "Id":"DateUpdated”,
43 “Input®:null,
s "Operator”:"less or_egual”,
51 "Rules™inull,
52 "Type":“datetine",
53 “Value™: "2028-12-31"
54 b3
55 1,
56 “Type"imll,
57 “Yalue"inull
58 3
59 "Order8yTag®:{
69 *Fielas":[
61 *Contract_10"
62 1,
63 *Pirection”:"ASC”
64 ),
65 *“GroupByTeg*:{
Body Cockies Headers (6] TestResuls
Pretty  Raw  Preview  Visualize ISON =
1
2 C
3 “Vendor Ic“: 163,
L “Ewployee Id*: 335,
S *Titie*: "Comtract 1°,

Sample JSON for Get/Select Contracts:

{

"Fields":[

{

"Attribute": "Vendor_ID",

"Alias": "'Vendor Id'" // Optional

}s
{
"Attribute": "Employee_ ID",
"Alias": "'Employee Id'" // Optional
}s
{

"Attribute": "Contract_Title",

©1995 - 2021 CobbleStone Software
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"Alias": "Title" // Optional

}s
{
"Attribute": "Contract_Start_Date"
}s
{
"Attribute": "Contract_End_Date"
1
{
"Attribute"”: "u_ContractAmount”
1
{
"Attribute"”: "u_Currency”
}
1,
"Clause":{
"Condition":"AND",
"Field" :null,
"Id":null,
"Input":null,
"Operator":null,
"Rules":[
{
"Condition":null,
"Field":"DateUpdated",
"Id":"DateUpdated",
"Input":null,
"Operator":"greater_or_equal”,
"Rules":null,
"Type":"datetime",
"Value": "2020-01-01"
3
{
"Condition":null,
"Field":"DateUpdated",
"Id":"DateUpdated",
"Input":null,
"Operator":"less_or_equal"”,
"Rules":null,
"Type":"datetime",
"Value": "2020-12-31"
}
1,
"Type" :null,
"Value" :null
s
"OrderByTag":{ // Optional
"Fields":[
"Contract_ID"
1,

"Direction":"ASC"

©1995 - 2021 CobbleStone Software
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}s
"GroupByTag": [

1
"StartIndex":0,

"Length":100 // By default this is 100, make sure it never exceeds 1000

REST APl Demo/Sample Application

CobbleStone’s REST API Demo/Sample Application consists of two components, the first is the source for the
application, the second is the compiled application for testing.

Application Files

Mame

bin

Domain

ohyj

Properties
9 App.config
C55_APlL.Demofpp.csproj
#5 CS5_APlL.Demoipp.csprojwspsce
css_logiico
B frmMain.cs
B frmMain.Designer.cs
i:ilfrmMain.resx
E JsonHelper.cs
o9 packages.config
B Program.cs

Source Files

Key Notes when Developing

REST » RESTAPI 2.0 SampleApp_20210426 > bin » Debug

Mame

CSS_APL.DemoApp.exe

i C55_APLDemoApp.exe.config

| | CSS_APLDemolpp.pdb

|%] Mewtonsoft.Json.dll

| | Newtonsoft.Jsonsxml

|%] RestSharp.dll

|_| RestSharpxml

|%] System.MNet.Http.Formatting.dll
| | System.Met.Http.Formatting.cml

Compiled Files

NOTE: When building/modeling your own code off of this sample project please ensure that the following package is
downloaded from NuGet: Microsoft.AspNet.WebApi.Client. Also note that this package can/will silently conflict with
Microsoft.Net.Http when using the ReadAsMultipartAsync extension (the Microsoft.Net.Http package/reference will

have to be removed first).

For detailed information on this please review the following link:

https://stackoverflow.com/questions/15088390/how-to-read-multipartcontent-from-httpresponsemessage
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