Smart
Akuvox |nterCOI’T] Akuvox ACMS Administrator Guide

Akuvox KRN SN

Open A Smart World

ACMS

Administrator Guide

Version: 4.0 | Date: 03.2023

AKUVOX SMART INTERCOM www.akuvox.com


http://www.akuvox.com

Smart
Akuvox iﬂ[@fggﬁ1 Akuvox ACMS Administrator Guide

About This Manual

This manual is intended for the administrators who need to properly manage
personnel, devices, access control configurations, personnel attendance and
shift schedules on Akuvox ACMS (Access Control Management System).

This manual applies to version 2.2.0.4 of ACMS. For new information or the
latest software version, please consult our technical support.

Related Documentation

For more technical documents, please visit at:

https://knowledge.akuvox.com
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1. Product Overview

ACMS (Access Control Management System) is designed with an idea that
personnel, device, access control, personnel attendance and shift schedule etc.
are separated in their configurations which can later be conveniently
incorporated to form a complete and integrated access control and attendance
management.

Users using ACMS will be able to:
® Achieve the data synchronization between the ACMS and device(s).
® Manage the personnel and department information of the access control.

® Customize your access control schedule and authority group for the door
access, and check and monitor the logs for security purpose.

® Manage personnel attendance, shift schedule.
® Search, check and export the attendance report.

® Import and export system data for the convenience of data sharing and
system configuration.

ACMS currently applies to AO1/A02/A05 access control terminals, E16, E18,
R29, X915S door phones, and A092 access controllers.

AKUVOX SMART INTERCOM www.akuvox.com 1
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2. ACMS Installation

2.1. Installation Requirements

Prior to the installation of the ACMS software, you are required to make sure
that the following installation requirements are met:

® Windows 7 operating system or above.
® Only one ACMS is allowed in the same LAN (Local area network).

® No SDMC and ACMS software are turned on your personal computer or on
other personal computers in the same network.

® No device is connected to the Akuvox SmartPlus.
® The Firewall on your computer is turned off.

® Anti-virus software is turned off.

2.2. Install ACMS

ACMS is to be installed on your computer using compressed files.

1. Decompress the zip file ACMS.AK.2.0.1.7.
2. Click the ACMS setup.exe file.
3. Click "Yes" in the pop-out window to continue the installation.

JACMS - InstallShield Wizard

ACMS Installation will force to stop all services. Are sure to continue?

Yes Mo

AKUVOX SMART INTERCOM www.akuvox.com 2
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4. Click Next to go to the next step.

Welcome to the InstallShield Wizard for ACMS

The InstallShield ‘Wizard will install ACMS on your
computer. To continue, click Mext.

< Back Cancel

5. Click on Next to accept the agreement.

ACMS - InstallShield Wizard

License Agreement
Fleaze read the following license agreement carefully.

End-User Licenze Agreement for ACKS ["Software'")
Copyright [] 2010-2020 Software, Ihe,
All Rights Reserved.

(®) | accept the terms of the license agreement ' Prirt

()1 do not accept the terms of the license agreement

< Back , - Cancel

6. Enter the User Name and Company Name and click Next.

AKUVOX SMART INTERCOM www.akuvox.com


http://www.akuvox.com

Smart
Akuvox |nter00m Akuvox ACMS Administrator Guide

Customer Information
Please enter your information.

Please enter your name and the name of the company for which you work.

User Name:

|akuvox1 2311 |

Company Mame:

[akuvoﬂ l

TN T

7. Select the installation path by default or the other path to your preference
and click Next.

staliShield Wizard

Setup Type
Select the setup type to install.

Please select a setup type.
(® Complete

ﬁ All program features will be installed. (Requires the most disk space.)

() Customn

Select which program features you want installed. Recommended for
advanced users.

| <Back | Nest> | | Cancel

8. Click on Install to finish the installation.
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Ready to Install the Program
The wizard is ready to begin installation.

Click Install ko begin the installation.

If pou want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

< Back Install Cancel

® After the installation is completed, you will see the ACMS icon along with
ACMSSeverManage icon on your desktop.

o ok

. iy
& oL | S ETE]

ACES  aage

Note:
® The ACMS installation path should be English characters.

2.3. Set up ACMSServer Manage Software

ACMSServer Manage is software that is installed along with the ACMS. The
software is designed to provide two types of services called ACMSService, and
WatchdogService.
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¥ ACMSServerManage X

Server Name: ACMSService

WatchDogService

Stop Refresh

® ACMSService: this service is used to facilitate the two-way communication
between the ACMS and the devices for the data transmission, therefore the
service must be turned on to ensure the smooth running of ACMS.

® WatchdogService: Watchdog will be running automatically upon the
completion of its installation by default. WatchdogService is responsible
for monitoring the ACMSSevice status. To be more specific, Watchdog will
turn on ACMSService automatically whenever it finds ACMSService is not
running, which means ACMSService will be running nonstop or will be up
and running again on the condition that the Watchdog is on.

2.4. Login ACMS

To log in to ACMS, you are required to enter the username admin, and the
password admin by default.

To log out, just click " on the upper right corner of the screen.

AKUVOX SMART INTERCOM www.akuvox.com 6


http://www.akuvox.com

Smart
Akuvox |ntel'C0m Akuvox ACMS Administrator Guide

bt
“0 ACMS
LOGIN
0
8

2.5. Configure Network Connection

In order to achieve normal data transmission and interaction with other
devices, you are required to select one network adapter that will come with a
corresponding IP address so that a sole data transmission port between the
ACMS and devices can be established.

Note:

® We recommend enabling only one network adapter on your PC.

1. Click on E on the upper right corner and select System Setting, then select
Network.

2. Select your network adapter with its corresponding IP address.

AKUVOX SMART INTERCOM www.akuvox.com 7
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System Seltings

Language Network Interface Card: ‘ Realtek RTL8852AE WIFi 6 802.11... v ‘

Password

SMTP

“ el

2.6. ACMS Main Interface Introduction

ACMS main interface mainly consists of four modules, namely the Device
Management module, Personnel Management module, Access module, and

Attendance module.

00 » 00 = =

® Device Management Module: used to add, delete and search the devices as
well as synchronize the data and time zone to the device.
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® Personal Management Module: used to manage the department-based
personnel data in terms of creating department(s), managing the personnel
information, and assigning configured PIN and Card numbers to personnel
or personnel within a selected access authority group.

® Access Module: used to create and manage an inventory of access control
time schedules, and it serves as a platform on which you can manage and
deploy the access control by establishing a corresponding relation among
device, department, personnel, and access control schedule, forming an

authority group. In addition, you can manage the door log, temperature log,
and log data import and export.

® Attendance Module: used to manage the holidays, attendance points,
employee shift schedule, attendance records, and reports, etc.

AKUVOX SMART INTERCOM www.akuvox.com 9
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3. Device Management

In the device management module, you can manage the device in terms of
adding, editing, deleting the device(s) individually or in batch, and
synchronizing the time zone to the corresponding device(s) you selected. You
can also search the data.

Cal

------

3.1. Add Device

Adding a device in ACMS can be done manually or by scanning.

When a device is in self-configuration mode and is added to ACMS, it will
automatically switch to ACMS mode. This mode can be confirmed by
accessing the device web interface and going to Status > Info > Product
Information.

Akuvox |A01 Egish v
Open

;A ! Status » Info

Status Product Information

« Info Model A0t
MAC Address A81D20221207
Firmware Version 101.30.4.54

Hardware Version 1010500000

Server Mode ACMS

Location Access Control

Uptime 02:21:42

AKUVOX SMART INTERCOM www.akuvox.com 10
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NOTE:

To scan and add devices successfully, the devices cannot be connected to the
SmartPlus Cloud.

3.1.1.Add Device Manually

1. Click New @ in the upper left to open the Add Device page.
2. Do as the following:
® Enter the device name and its MAC address.

® Click Add Relay or Add Security Relay to add additional relays if
needed.

NOTE:

You can open 4 relays and 2 security relays at the maximum, with at least
one relay or security relay being required. The relay name can be modified.

3. Click OK. The added device and its information will be displayed on the
Device Management screen.

n_ = °"‘
i
it
s
e
(v J s e
00 » DO e .. ]

3.1.2.Add Device by Scanning

1. Click Scanning Device @ to discover all the devices in the same LAN
network.

2. Click Refresh Q to refresh the device list if needed.

3. Check off the desired devices and add click Add

4. Click Yes when you are asked.

AKUVOX SMART INTERCOM www.akuvox.com 11
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NOTE:

If a device is added through scanning or already exists in ACMS, and ACMS is
subsequently upgraded to the latest version, the device will, by default, have
four relays (although some devices may not actually have four relays, the
interface may still show four relay options) and two security relays enabled.

|C|u= MAC Firmware

192.168.312 CDﬂﬁl’l’th‘R x 29

Are you sure you want 10 add this device?

Yes Ne

3.2. Edit Device

You can edit the device if needed.

1. Click @ of the desired device.

2. Edit the device name, MAC address, or add or disable relays according to
your need.

3. Click OK.

8

D
H

=

H

[+ I o oot (@B scanvevies @ reresn @ w Diice Name=:| 102.%60.88.22
ss

| Device Name " MAC Data Operation

s
:
R v
o (v
>

3
a
z
g
§

O aes 19216888.95 0C1105103

O 1921688832 19216686 32 A81020221

1
&
£
H
®
g
©

g
i
E
a
3

§
H
L]
=

eiay A

g
F
8

Relay Hame. * | Security Relay 8

waz @) @ 2w Q @ 16page
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3.3. Delete Device

To remove a device, do as the following.

1. Tick the check box of the specific device(s)you want to delete.

2. Click the @ of the specific device to delete the device or you can delete

Delete

multiple devices by clicking the to delete the device in batch at

one time.

3. Click Yes.

v @0 DO o= (=]

3.4. Search Devices

The device search can be done by first filtering the device status as indicated
by All, Online, and Offline before entering the search information for the
targeted device search.

1. Click to select the filtering conditions among All, Online, and Offline.

2. Enter the information such as Device Name, MAC, IP, and Firmware and
click on Search. You can click on Reset to clear the information in the
Search field.

AKUVOX SMART INTERCOM www.akuvox.com 13
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Device Nar me » MAC Status Firmware Model Data Operation

3.5. Refresh Device Information

When any changes are made to the device information displayed on the Device
Management screen, such as IP address, MAC, status, firmware, mode and

more, you can update such information by clicking ® reresn in the upper tab
bar.

3.6. Go to Device Web Interface by One-Click

You can go to any ONLINE device's web interface by clicking on its © jconin
the Operation column.

NOTE:

An online device is indicated by a green dot in the Status column, while an
offline device is a gray dot. You can only access the web interface of an online
device by clicking on it.

AKUVOX SMART INTERCOM www.akuvox.com 14
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3.7. Sync Between ACMS and Devices

3.7.1. Sync Access Authentication Data

ACMS is able to facilitate the synchronization of door access authentication
data, e.g., fingerprint and face data, between ACMS and the device(s).

3.7.1.1. Obtain Data from Devices

The Data column displays the identifiers for door access authentication data,
such as fingerprints, obtained from each device. When a new device is added,
this column will initially be blank until data is retrieved from the device.

To request data from a device, do as the following.

1. Make sure your desired device is online, and click @ in its Operation column.

wow (@ oewe (@) scanoevics @ e @ srenonzemezone () vpaste ® M O onine O Omine =R -

e e o[e]o

2. Clicks Yes on the confirmation window, the system will start to retrieve data
from the device.

Confirmation

Are you sure you want to get data from device?

Yes |: No |

3. The corresponding data identifier will then display in the Data column.

AKUVOX SMART INTERCOM www.akuvox.com 15
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NOTE:

® For an access control device, the data obtained is facial recognition data for
all personnel which is displayed as Personnel Data in the Data column.

® For an R29 device, the data obtained is fingerprint data and is displayed as
Finger Print.

&) ACMs

Rz Persomel Maragement B9 Access Control v [=] Log v [1D) system v

D New Delete @ Scan Device @ Refresh @ Update  ® Al Oniine Offine ( | [ Reset |

Device Name 1P MAC Status Firmware Model Data Operation

O 1921681102 192168.1.102 0C1105006A69 ° 116302555 E16 Personel Data (] =]

192.168.1.103 1921681103 A42003200321 [} 29682601 R29 Finger Print (] =]

192.168.1.105 1921681105 ABAB00210415 ° 116302555 E16 (] =]

3.7.1.2. Send Data to Devices

To transfer door access authentication data between devices, you can
synchronize the data obtained from one device to another. For instance, if you
have fingerprint data for users 1, 2, and 3 on device A, you can sync this data to
device B. This will enable users 1, 2, and 3 to use their fingerprints to access
device B.

1. Find the device that you need its door access data, and click the data type
in the Data column.

&) ACMs

Rz Persomel Maragement B9 Access Control v [=] Log v [1D) system v

D New Delete @ Scan Device @ Refresh @ Update  ® Al Online Offine ( | [ Reset |

Device Name 1P MAC Status Firmware WModel Data Operation

O 1921681102 192.168.1.102 0C1105006A69 ° 116302555 E16 Personel Data (] =]

192.168.1.103 192.168.1.103 A42003200321 [} 29682601 R29 Finger Print (] =]

192.168.1.105 1921681105 ABAB00210415 ° 116302555 E16 (] =]

2. The Sync Data to Device screen opens. Check off the device that you want
to apply the data to.

NOTE:

® |[f the data to be synced is fingerprints, then the device list only displays
available R29.

® |If it is Personnel Data to be synced, then the device list only displays
available access control devices.

AKUVOX SMART INTERCOM www.akuvox.com 16
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Sync Data To Device

1 Device Name IP Address MAC Firmware Model

1 192.168.1.105 192.168.1.105 ABAB00210415 116.30.255.5 E16

==

3. Click OK. Wait until the device's status changes to be Succeed.

i ——————————

Device Name IP Address MAC Status

192.168.1.105 192.168.1.105 ABAB00210415 Succeed

3.7.2.Sync Time Zone to Devices

In Version 2.2 and later, upon connecting to ACMS, the device will receive an
update with the computer's time zone file and current time zone. This ensures
consistent times on both ends and avoid the time inconsistency due to
daylight saving time.

If the computer's time zone changes, to sync it for selected devices, do as the
following.

1. Check off the desired device(s), and click Synchronize Time Zone on the
upper tab bar.

Device Name P Mac status Firmware Model Data Operation

102 16888103 102 16888108 oct103000000 . 16301530 e Personel Data - )

AKUVOX SMART INTERCOM www.akuvox.com 17
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2. Confirm the operation by clicking Yes.

Confirmation

Are you sure you want to synchronize time zone to this device?

Yes No

3.7.3. Update Access Control Changes to Devices

To apply access control configurations and changes, including both personnel
and access group, to corresponding devices, you need to sync them manually.

3.7.3.1. Update Authority Group

The Update Authority function allows for the synchronization of changes made
to the Authority Group associated with devices. If any changes are made to the
authority group, the Update Authority button appears in the upper right corner

o o -

2. Clicking the button will take you to a page that displays all the
related devices. To send the updates, just click Update to Devices. Once the
changes are successfully sent, the button will disappear.

Synchronize Date Status

Device Name MAC Model Status

192.168.88.101 0C1105000000 E16 &

Update To Devices

AKUVOX SMART INTERCOM www.akuvox.com 18
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3.7.3.2. Update Personnel and Authority Group

If you make any changes to on the Personnel or Authority Group screens, you
need to go to the Device Management page, select the relevant devices, and

click © " {0 send the changes to the devices.
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4. Personnel Access Management

The Personnel Management module is primarily designed to manage
department and personnel in terms of adding, deleting, editing personnel and
department, importing, and exporting the personnel data and photos, and
adjusting the department for personnel. You can also search the personnel to
find the information needed.

Adjust Department | {5 1ssue Mobile autn 10
nnnnnnnnnnnn v S op
Send Authentication code to user

Import and export personnel template and photo

Delete personnel
Search device and personnel

Click to fold and unfold the department nodes

4.1. Add Department

Departments are structured in nodes. Each level of the node can be further
extended to the nigh level of subordinating nodes in descending order,
however, there is no limitation on the number of paralleled subordinating
nodes. You can manage and add the personnel to the designated department
at different levels of nodes.

1. Clickon " atthe root node.
2. Enter the department name to add a department.

AKUVOX SMART INTERCOM www.akuvox.com 20
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(@9 Device Management [EECEULNPSRNIMIWIRIE OO jccess (3 Attendance

Quii Qe @vv @voe @mvor: @wwon: @ rvsiooprmen () nsvemonsenann =B

~ Department (0) []  Personnel 11D Name Department Name Verification Mode Created Time Operation

3. Click OK for confirmation.

Add Depariment

Name: *

= (o

If there are several departments, you cam click on O 1o quickly display all
of them.

Rz Personnel Management R’Q Access =® Attendance

Que | Qroc @rew  @oeee @on: @ @) nausiosamen (@) e Hosiemnid @ N -

« Department (0) []  Personnel 11D Name Department Name. Verification Mode Created Time. Operation

v R&D (0)
Team 1 (0)
Team 2 (0)

Tech (0)

You can also click @™ to collapse the list.

ement [EECCRENSSANIVRSIENEY OO jccess (53 Attendance

Que [Qr] @vev  @veee @oon: @umwon s Q) rcustoeparmen (@) issue womtenwnio @ =B -

Departmert (0) [ Personnel D Name Department Name Verification Mode: Created Time Operation
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4.2. Edit Department Name

1. Clickon @ of the department for which you want to change the name.

~ Department (0) (1 Personnel 11D Name Department Name Verification Mode. Created Time Operation

R&D (0) 0 e

2. Change the department name according to your need, and click OK for
confirmation.

Maodify Department

Technical Department |

Name: *

4.3. Delete Department

You can delete the department you created if needed.

1. Clickon © of the department you want to delete.

~ Department (0) (] Personnel 11D Name Department Name Verification Mode Created Time Operation

RDO) @ 0
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2. Click Yes for confirmation.
Confirmation X :

Are you sure you want to delete this department?

Yes No |

Note:
® The Department by default can not be deleted.

® Only when the department (Except for the Department by default) has no other subs
or personnel can it be deleted.

4.4. Add Personnel

You can add personnel in the designated department in which you enter the
personnel information such as personnel name, ID, photo, etc. While assigning
the personnel with the PIN code and card number for the door access.

1. Click on the department in which you want to add personnel.

Click @ rev to go to Add Personnel interface.

Enter the personnel information.

N

Click on Browser to upload the personnel photo and click on Reset if you
want to clear the photo.

5. Tick the check box to select the authority group you created in Access
Control module, or you can search the authority group in the field.

6. Click OK for confirmation.
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Qs Q) ros
~ Department (0) 0
» R&D (0)

Team 2 (0)
Tech (0)

‘Add Personnel

@ BasicInformation

Nl Q= rersonnel Management [ENOERITN

‘ \

Personnel 11D: - Name: - Operation

Department. | Team 1 v Gender | — v
Email Mobile Phone:
Certificate Number.

Hire Date: | 2023-03-24 =R Birthday: | 2023-03-24 [ERd

Card Number:
& W,

Paifing Status:  Unpaired

® Access Control

WebRelay: | 0 v Floor [0 v

Authority Group: Search

Total0 @ o n ° m 16lpage  +

Key information for adding personnel

No. Information

1 Personnel ID*

2 Name*

3 Department

4 Gender
5 Email
6 Mobile Phone

7 Certificate
Type

8 Certificate
Number

9 Hire Date

10 Birthday

11 Private Key

AKUVOX SMART INTERCOM www.akuvox.com

Description

Personnel ID number (employee number) is the required information that
can only be consisted of alphabets or numbers with 23 characters
maximum.

Personnel name is the required information with 63 characters maximum.

The department field automatically displays the node (sub-department)
that is immediately subordinated to the exact department you selected. If
the department you select has no nodes (sub-department) under it, then
the node for the department selected will be displayed. For example: if
you click and select the node "Technical Training" under the parent node
"Technical Department”, then the node information for the "Technical
Training" will be displayed.

Gender is "---" by default, you can select "Male" or "Female".
Email is left blank by default with a maximum of 127 characters.

Mobile Phone is left blank by default, you can enter the mobile phone
number that should be no more than 63 characters.

You can select the Certificate type (ID type) from the pull-down list
according to your need.

You can enter the specific ID number needed for the personnel with 63
characters maximum.

Hire day refers to the employee start date.
Birthday refers to the data of birth of the employee.

Enter the configured PIN code for the door access. The PIN code can
only be consisted of numbers (2-8 characters in combination) and should
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not be duplicated.

12 Card Number You can enter multiple ID card numbers separated by ";" with no more
than 63 characters. And the ID number should not be duplicated.

13 Authentication An authentication code is used for door opening via My MobileKey app.
Code rmn .

Click = to obtain the code, or click “~ to delete the code.
Note:

1. The authentication code is used with My MobileKey for hands-free
door unlocking. With the app, the door can be opened automatically
as you come close to the door or with a single click on the app.

2. Authentication code will be sent via SMTP server to the user’s email
after you fill in the user’'s email and set up the SMTP server.

14 Pairing Status It will display “Paired” if the authentication code you obtained has already
been set up in My MobileKey. It will display “Unpaired” if the code you
obtained has not been set up in the app.

15 Web Relay Select the Web Relay associated with the personnel. The default is 0.
After syncing to the device, you can check this info by going to the device
web interface User > Web Relay page.

16 Floor Select the floor number(s) that the personnel is allowed to access.
17 Authority Search and select the authority group that incorporates a designated set
Group of door access control schedules, devices and personnel for the door
access.
Note:

® The personnel photo(s) to be uploaded for the facial recognition can be in .jpg, .jpeg
or .png format with less than 10 MB.

Note:

® Multiple door access types such as Face, PIN code, and ID card number,
Authentication codes can be supported at the same time depending on your need.
Authority group (group, name, and device) must be assigned to the person before
the above-mentioned access type can be valid. However, all these data have to be
synchronized to the designated device on the device management module first.

Note:

Es . .

® [ icon will appear on the upper right corner of the screen whenever there are any
changes occurred to the authority group setting, you are required to click on the icon
to synchronize the changes to the device(s).

AKUVOX SMART INTERCOM www.akuvox.com 25


http://www.akuvox.com

Smart
Akuvox |ﬂterC0m Akuvox ACMS Administrator Guide

4.5. Send Authentication Code

Authentication code can be sent to your targeted users for the My MobileKey
application. You will need to set up your STMP server first, then select the
users you want to send the code to.

1. Click on ﬂ on the upper right corner, and select System Setting in the pull-
down list, then select SMTP.

2. Fillin, for example, your name or company name for identification, then
enter your email and email password.

3. Fillin the SMTP server, and the SMTP port of your email.

After all are set up, the authentication code can be sent to the user's account
from your Email.

@ Unfold 6 Foid () vew e Oelete ° Export o import o Adjust Department @ Iasue Mobile Auth ID m Reset

~ Dogartment (1) Personne! ID Name Depanment Name. venficaton Mode Createa Time Operation

IR DR ) 12348 Ryan Tecnmical Deparment Cose/BLE 20220330 17:133 © 0
Technical Departmen (1)

,,,,,,,

To send the authentication code to the selected users, do as follows:

@ Issue Mobile Auth ID

1. Select Personnel Management Module, then select

2. Select users you want to send the authentication code to. You can search
to find the personnel if needed.

3. Click OK for the confirmation.
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4.6. Edit Personnel

After adding personnel, you can edit the personnel information if needed.

1. Clickon @ or double click on the specific line of the personnel to be edited.

« Department (2) ( Personnel ID Name Department Name Verification Mode Created Time Operation

Technical Department (2)

2. Change the personnel information you want to change.
3. Click OK for the confirmation.

Note:

® The personnel ID can not be edited or changed.

4.7. Delete Personnel

Personnel can be deleted separately or in batch.

® Delete personnel separately

1. Click of the specific personnel to be deleted.
2. Click YES for confirmation.
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@ Device Management [ESERIMSSTRITRSRIE OO access :O Attendance

—_
Qurd Qrw @rew  @oece @eworr @ wons @) rciustoeparment (E) 1ssue Mobiie utn 0 @ )
s
< Depariment @) (]  PersonneliD Name Department Name Verification Mode Created Time Operation
e e 23123 Jm Technical Department BLE 2022-04-08 150725 ® 60
O 12312 Ryan Technical Department BLE 2022-04-08 15:06:53 ® 6
Confirmation X
Are you sure you want to delete this person?
-

® Delete personnel in batch
1. Tick the check box of the personnel to be deleted.

2. Click ¥ teee o deleted the ticked personnel.
3. Click Yes for confirmation.

W Rz rFersonnel Management [JEOCTIIeN

Quei Qi @rw Qo oo @ © @ e westesins @ Con )
« Department (2) Personnel 10 Name Department Name Verication Mode Created Time Operation
Lt 28 m Technial Deparment B 20020008 150725 © 0
= 12 Ryan Technical Department BLE 2022-04-08 1506 53 ® 6
Confirmation X

Afe you sure you want 1o delete these persons?

4.8. Import and Export Personnel Data

ACMS allows you to import and export personnel data inclusive of personnel
information and personnel photo for the convenience of the personnel
management.

4.8.1.Import Personal Data

® Import Personnel Information

1. Click @ ™ and click "Import Personnel” in the pull-down list.
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Quic Qroe @vew @ooee @vorr  @moons Q) rstoeparmens (@) ssue Mobieaunid o R

~ Department (2) Personnel 11D Name. Department Name Verification Mode Created Time Operation
Technical Department 2

aDepinete) 20128 sm Technical Department BLE 2022.04-08 1507:25 ()

12312 Ryan Technical Department BLE 2022.04-08 15:06:53 ®

File Format: Excel(_xlsx)

Select File: | | Select File

3. Click to select the .xIsx personnel data file and click Open to upload the file.

v o [ » ™isPC > Data(D) » db

New folder

4. Click OK for confirmation.
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Import Personnel

File Format:  Excel( xlsx)

Select File: [Person 2021-01-12-18-18-35.xlsx% ] Select file

OK | Cancel |

Note:

® Personal data must be filed into the personal data file template without changing the
template spreadsheet.

® Import Personnel Photo

1. Select the .jpg or .jpeg photo that are named by "personnel ID + name” and
right- click to compress them into .zip file directly (for example T1234+Jim).

2. Click @ ™o and click "Import Personnel Photo" in the pull-down list.

Qure Qrow @rew  @poeee @ exvon © oo @ raiustoeparment (&) 1ssue obile Autn D ( B2 ( e
e Personnel 1D Name Department Name Verification Mode Created Time Operation
Technical Department (2)
echnical Deparimeni ) 23123 Jim Technical Department BLE 20220408 150725 ® 0
r_— o —— = P — )

3. Click Select file and find the .zip photo file.
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. Import Face : : I

File Format:  zip/.rar

Select File: [ No File selected. ] Select file

OK [ cancel |

4. Click and select the .zip file and click Open to upload the file.

Import Face x
— v 1 » ThisPC » Desktop » ACMS > New folder v O Search New folder P

Organize ~ New folder = - T @

~

& WPSHIER
= This PC
_# 3D Objects
@ Desktop

= Technical
= Documents Department

¥ Downloads Personnel

> Music

[& Pictures

i Videos

% Windows (C)
= Data (D2)

w

File name: | Technical Department Personnel v | zip Files(*.zip;*.rar) v

Open Cancel

5. Click OK for confirmation.
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. impnrt =

File Format:  zip/.rar

Select File: [Technical Department Personnel.rar ] Select file

(o )

4.8.2.Export Personnel Data

® Export Personnel Information

1. Click © oo and click on Export Personnel in the pull-down list.

~ Department (2) persomnelie o ™ DepartmentName ~Venification Mode Created Time operation

P
dicchipkal Deparinent Q) 23123 Jm Technical Department BLE 2022-04-08 15:07:25 ®

12312 Ryan Technical Department BLE 2022.04-08 150653

2. Select the path in your local PC to export the personnel .xIsx file.
3. Click Save to export the file to the designated path on your computer.
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4+ B+ TisPC » Windows (C:) » Program Files (x86) » AKUVOX

New folder

File name:

Save as type:

~ Hide Folders

Personnel Information File Template:

& fx

E

A | ]
1 PersonnelNane

"DepartnerCender Enail  Mobile PECertificiCertific:Hire Date  Birthday “Private KCard NuatAuthentication Cods  Web Relay Fleor

Key Field Format:
Field Name Field Format Requirement

Personnel ID This is the required field with 23 characters maximum (a~z, A~Z, 0~9).

Name This is the required field with 63 characters maximum.
Department This is the required field with 127 characters maximum.
NOTE:

If the department you filled in does not exist in ACMS, the system will not
import this employee’s info.

Gender Fill in Male or Female.

Certification Fill in 1."Passport" 2."Driving License" 3."ID Card" 4."Other".
Type

Hire Date Fill in data format: Y/M/D.

Birthday Fill in data format: Y/M/D.

Private Key If there are several same Private Keys for different imported person, only one
person can keep the key, and the Private Key filed of other persons will be left
empty.

Card Number  If there are several same Card Number for different imported person, only one
person can keep the card, and the Card Number filed of other persons will be
left empty.

Web Relay If the value you filled in is out of the valid range or is empty, the info will not be
imported.
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Floor If the value you filled in is out of the valid range or is empty, the info will not be
imported.

Note:

® When using the template, please edit the parameters according to the editing format
in the template. If you change the template format at will, it may cause errors.

® Export Personnel Photo

1. Click © coun and click on "Export Personnel Photo" in the pull-down list.

Quie Qroc @rew @ooee @ron-  @uwworns (@) rsusosparmens ©) ssve womie v =B

<}
1

< Depatment) =~ @  Personnel 110 ne Department Name Verification Mode Created Time Operation

Export Personnel Photo
Technical Department 2
P @ 23123 i Technical Departinent BLE 2022-04-08 150725

12312 Ryan Technical Department BLE 2022.04-08 15:06:53

Select the path on your local PC to export the personnel photo .zip file.
Click on Save to export the file to the designated path on your computer.

+ l This PC Windows (C:) Program Files {x86) AKUVOX

Mew folder

File name; | P!

Save as type: |zip Fil

~ Hide Folders
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® Personnel Photo File:

t B Phote_2001-01-04-15-28-36.2ip - 210 FRETAE, B 37,848 S5

P b Rk R
- File folder
T12385+ Ryanjpg 7845 050 EREF P

4.9. Adjust Department for Personnel

You can make personnel adjustments by moving the person to a different
department if needed.

1. Tick the check box of the personnel for whom you want to adjust the
department.

2. Click @ romo=amen and select the department to which you want to move the
personnel.

3. Click "OK" for confirmation.

@ Untold o Foid () New e Delete @ Export @ import ° Adjust Department @ Issue Mobile Auth ID Q ] [ Reset
- Depariment (2) Personnel 1D Hame Department Name Verification Mode Created Time. Operation
Technical Degariment
& 8 s am Technica| Department BLE 2022-04-08 150725 ® o
12812 Ryan Technical Depariment BLE 2022.04.08 150653 ® 0
e c—————————————
Selected Person: * | Im(23123), Ryan(1231
tiew Depanment: * | Teennical Depanment

4.10.Search Department and Personnel

You can enter the personnel ID, Name, and department name in the search
field to find the information related to specific personnel or department if
needed.

1. Enter the personnel ID, name, and department name in the search field.

2. Click Search or click Reset the clear the search information.
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~ Department (2) Personnel 11D Name. Department Name Verification Mode Created Time Operatiol
Technical Department (2)
SEnEn 2 23123 Jim Technical Department BLE 2022-04-08 150725 ® 0
12312 Ryan Technical Department BLE 2022.04-08 15:06:53 ® 0
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5. Access Control and Logs

In the access module, you can create an inventory of access control schedules
that can be readily pulled out to be incorporated with the specific device(s) and
authority group as a whole for integrated access control. In addition, the
access module allows you to open and close doors with one click, set up anti-
passback and see door access logs.

----- 0@ v B0 e ==
Click to delete the items in the list below

5.1. Manage Access Control Schedule and Holidays

ACMS allows you to create, edit, and delete the access control schedules and
holidays.

5.1.1. Set the Access Control Schedule

5.1.1.1. Create a schedule

A complete access control schedule includes schedule type, schedule name
and time schedule.

1. Click @ " g go to Schedule Setting.
2. Select the schedule type among Daily, Weekly, and Normal).
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3. Create a proper schedule name.

4. Set the time schedule for the validity of the door access.

5. Click OK for confirmation.

Date Tme: | 000000 |21 —— 208980 [=

Note:

® Normal as a schedule type is selected when you want to create an access control
schedule with a longer period of time rather than on a daily or weekly basis.

5.1.1.2. Edit Access Control Schedule

To change the schedule settings such as type, time and date, do as the
following:

1. Click @ or double-click on the specific line of schedule type to be edited.
2. Change the schedule related settings according to your need.
3. Click OK.
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Hoiaay. O wpe schedule Date Day Of Week Tivie Operation

O pagy 24-4H0Ur ACLESIDIE - - 0000.00—2358.59

® 0
Ant-passoack [ oma 0 20230324--20230428 on, Tue wed, Thur i Sat Sun 00-00:00—-2359:50 ® 0

o
Temperature Log
Alarm Log Scheaule Type. | Normat v
sonsnat i [
Dale Range 2023-03-24 v |—— | 20230428 -~
Day OfWeek [ Mon & Tue 5 wea & Tour
En & sa & Sun Check All
paeTme | 000000 4 l———| 295050
=
w: @@ v Q0 e B - |
Note:

® The default daily schedule named 24-HourAccessbile is not editable.

5.1.1.3. Delete Access Control Schedule

Access control schedule can be deleted separately or in batches.

® Delete the schedule separately

1. Find the access control schedule you want to delete, and click in the
Operation column.

2. Click Yes for confirmation.
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~ Access Control © rew Delete @

| ()

Schedule:
Holiday

Authority Group.
Real-Time Monitoring

(m]
2
b

schedule Date Day Of Week Time
O oay 24-Hour Accessibie - - 00:00.0023:59:50
e [m} Normal N1 20230324—20230428 ‘Mon, Tue Wed, Thur Fri.Sat. Sun 00:00:00—23:59:59

Door Log
Temperature Log
Alam Log

Confirmation X

Are you sure you want to perform the delete operation?

Yes No

we 00 v 00 e (W

® Delete schedules in batch

1. Check off the access schedule to be deleted.

2. Click beete o delete all the schedules that are ticked.
3. Click Yes for confirmation.

Operation

® 0

e O @

Schedule:

Holiday O e Schedule Date Day Of Week Time
Autnority Group
R Tire Momioriog [ Dpaiy 24-Hour Accessible - - 00:00:00—23:5050

Anti-passback Normal N 20230324—20230428 Mon Tue Wed Thur,Fri.Sat Sun 00,00:00—23.59.50
- Log

Door Log Weekly w1 - Mon, Tue,Wed. Thur Fri 04:00:00—23:59:59

Temperature Log
Alam Log

Confirmation X

Are you sure you want o perform the delete operation?

-

ws @@ v 00 e () ECH
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5.1.1.4. Search Access Control Schedule

You can search for a specific access control schedule by entering the keyword
in the search field.

5.1.2. Set Holidays

The Holiday function is used to control access to the office area during the set
holiday periods. This feature allows you to add, edit, and delete holidays, and
apply them to the Authority Group.

5.1.2.1. Add a Holiday

To add a new holiday, do as the following:

1.Clickon ™" on the left side of the screen.
2. Select the desired dates by clicking on them, and they will be marked with a

blue circle. To re-select the dates, click © <= onthe upper right.

3. Enter the holiday's name on the upper Holiday Name box. Please note that
the name cannot be the same as others.

4. If needed, you can set the holidays to repeat every year by turning on

Repeat By Year Year | 2023 ~ \

or change the year
5. Click Confirm.

Once created, the holiday will be displayed on the left side of the screen.
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3 avoncance

~ Access Control
Schedule
Holiday
Authorty Group

Real-Time Monitoring

Anti-passback
v Log
Door Log
Temperature Log
Alam Log

@

mas

Labor day

Holiday Name ) Repeaty vear vear (208 v © cer
January February March April
)31 @ 30311 2345 27281 2345 )3031 1 2

E;}5678
112131415
16 17 18 19 20 21 22
23 24 25 26 27 28 29
30311 23 45
May
1234567
8 910111213 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30 31 3 4
5 6 7 8 9101
September

123
45678910
111213 14 15 16 17
1819 20 21 22 23 24
25 26 27 28 29 30 |

5.1.2.2. Edit a Holiday

6 7 8 9101112
1314 1516 17 18 19
20 21 22 23 24 25 26
27281 2 3 4 5
6 78 9101
June

2030311 2 3 4
56 78 91011
12 13 1415 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30

October
)5 26 27 28 29 30 1
23456178
9 101112131415
16 17 18 19 20 21 22
23 24 25 26 27 28 29
303112 3 45

6 78 9101112
13 1415 16 17 18 19
20 21 22 23 24 25 26
27 28 29 30 31

July
2627282930 1 2
34586 TE8Y
10 11 12 13 14 15 16
17 18 19 20 21 22 23
24 25 26 27 28 29 30
311 2 3 5 6

November

30311 2 3 45
B i 8 910112
13141516 17 18 19
20 21 22 23 24 25 26
27282930 1

4 ; 8 9 10

Cancel

3 %56 '7T 89
10 11 12 13 14 15 16
17 18 19 20 21 22 23
24 25 26 27 28 29 30

August

1.234%%6
78 910111213
14 1516 17 18 19 20
21 22 23 24 25 26 27
28 29 30 31

56 78 910
December

29301 2 3
458678910
111213 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30 31

You can edit a set holiday, such as its name, dates, year and more. To do so,
just select the desired holiday from left side of the screen, and change the

setting.

@) pevee Mansgement

Personnel Management

« Access Control
Schedule
Holiday
Authorty Group
Real-Time Montoring
Antipassback

~ Log
Door Log
Temperature Log
Aarm Log

Q"

Xmas

Labor day

Holiday Name | xmas

January
26 27 28293031 1
23456738
9 101112131415
16 17 18 19 20 21 22
23 24 25 26 27 28 29
30311 2 3 45
May
12345617
8 9 10111213 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
293031 1 2
6 7 8 910

September
82930311 2 3
45678910
111213 1415 16 17
18 19 20 21 22 23 24
2526 27 2829 30 1

| RepeatBy vear

February
30311 2 3 45
6 7 8 9101 12
13141516 17 18 19
20 21 22 23 24 25 26
27281 2 3 4

€ : ) 10 11
June

930311 2 3 4
56 7 18 191011
1213141516 17 18
19 20 21 22 23 24 25
26 27 28 29 30 1

October

5 26 27 28 29 30 1
234686 7TS8
9101112131415
16 17 18 19 20 21 22
23 24 25 26 27 28 29
3031 1 4

Year 2023 v |

March
27281 23 45
6 78 9101112
13 14 15 16 17 18 19
20 21 22 23 24 25 26
2728293031 1
456 78
July
627282930 1 2
3114, 15118 748119
101112131415 16
17 18 19 20 21 22 23
24 25 26 27 28 29 30
311 2 4 5 €
November

30 12345
6 78 9101112
1314 15 16 17 18 19
20 21 22 23 24 25 26
272829 30 1

Cancel
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10 11 12 13 14 15 16
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August
12325858
78 910111213
14 1516 17 18 19 20
21 22 23 24 25 26 27
28293031 1
6 7 9 10
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23
9 10
16 17
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5.1.2.3. Delete a Holiday

To delete a holiday, select it from the left side of the screen, and click @ e

~ Access Control © rev [@m Holiday Name [ Labor day | Repeatsyvear Year (2023 | @cuea.

Schedule ) E

Holiday Q@ ) m January February March April

g (o) 262728293031 1 30311 23 45 27281 2 3 45 2728293031 1 2

—
e 2345678 6 78 9101112 6 7 8 9101112 3456789
Ao Labor a2y 9 1011121314 15 13 14 15 16 17 18 19 13 14 15 16 17 18 19 1011 12 13 14 15 16

Door Log 16 17 18 19 20 21 22 20 21 22 23 24 25 26 20 21 22 23 24 25 26 17 18 19 20 21 22 23

Temperatue Log 23 24 25 26 27 28 29 27281 2 3 4 5 2728293031 1 2 24 25 26 27 28 29 30

Aam Log 30311 2 3 45 6 7 8 9 101112 3456789 12345617
May v July August
00 o il - o 1123456
@B Are you /ou want to delete this holiday? 4450617849 78 5 10111e 1D
15 16 17 1¢ L ’ 1011121314 15 16 14 15 16 17 18 19 20
22 23 24 2 17 18 19 20 21 22 23 21 22 23 24 25 26 27
293031 1 e 24 25 26 27 28 29 30 28293031 1 2 3
5 6 7 8 . . __ 311 2 3 45 6 45678 910
September October November December
28293031 1 2 3 25 26 27 28 29 30 1 30311 2345 27282930 1 2 3
45678910 2345678 678 9101112 456780910
1112 13 14 15 16 17 91011121314 15 13 14 15 16 17 18 19 1112 13 14 15 16 17
18 19 20 21 22 23 24 16 17 18 19 20 21 22 20 21 22 23 24 25 26 18 19 20 21 22 23 24
25 26 27 28 29 30 | 23 24 25 26 27 28 29 27282930 1 2 3 25 26 27 28 29 30 31
2345678 30311 2 3 45 456780910 1234567

5.2. Manage Access Control

5.2.1. Authority Group
5.2.1.1. Create an Authority Group

You can create an inventory of authority groups that can be applied to the
specific person(s), device(s), and access time schedule included in the access
control group.

1. Select Authority Group in the Access Control module.

click @ ™" 1o create an access authority group.
Enter the group name.

Select the schedule type and the device(s) together with its relays to be
included in the authority group.

5. If needed, select the holidays you want to apply to the group. Once added,
the users cannot access preset devices in the holiday period.

Add the department and person to be bound with the group.
Click OK.
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Note:

® Once an authority group is added, you need to go to the Device Management module
to sync it to relevant device(s). For detailed instructions, see here.

5.2.1.2. Edit Authority Group

You can edit the authority group in terms of the authority group name,
schedule type, device, and personnel.

1. Click @ or double click on the specific line of authority group you want to
edit.
Edit the settings in the authority group according to your need.

Click OK for confirmation.
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Moty Authority Group %
~ Access Control [ I [ scoen IR
Scheause Authorty Group Name. - | A1
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 Authorty Group Scheaue * | 24-Hour Accessible -
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Anti-passhack Hoigay: | Xmas -
L
2 Device:
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® Once an authority group is edited, you need to go to the Device Management module
to update the changes to relevant device(s). For detailed instructions, see here.

5.2.1.3. Delete Authority Group

You can delete the authority group separately or in batches.

® Delete authority group separately

1. Click on of the specific line of the authority group you want to delete.
2. Click Yes for confirmation.

+ Access Control Drew @ oerete

g | R

Holiday u|
Authority Group

operenon
e O 24HourAccessile A0t N o

Authority Group Name Schedule Device

® Delete authority group in batch

1. Check off the specific line of the authority group(s) you want to delete.
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2. Click Pee= and click Yes for confirmation.

5.2.1.4. Search Authority Group

You can search the specific authority group by entering the authority group
name in the search field.

1. Enter the authority group name in the Search field.
2. Double click the authority group if you want to see the details.

5.2.2. Unlock Doors by One-Click

The Real-Time Monitoring function allows you to take immediate action in
emergency situations by either unlocking or locking all doors with a single
click.

On the Real-Time Monitoring screen, you can:

® Open or close all doors with a single click in case of an emergency.
® Open or close individual or multiple devices.

® Check the status of devices' door magnets in real-time.
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] 192.168.88.34 [ 192.168.88.39 1 192.168.88.103 (] 192.168.88.40
= (- = (- R (e = (-
A0S A0S A0S A05

5.2.2.1. Auto-Open Doors When an Emergency Alarm Triggers

When this feature is turned on, an Open All Doors command will be
automatically sent to all devices from the ACMS when an emergency alarm is
received. By default, this feature is turned off.

To enable this feature, move the toggle marked in the below picture to be ON.

NOTE:

® When an Open All Doors command is received, only relays and security
relays that have been set to be Open on ACMS will be triggered. Devices
that are not set to Open will not be affected.

® The Open All Doors command will keep the relays open indefinitely until they
are manually closed.

5.2.2.2. Lock or Open Doors by One-Click

The Lock Down feature allows you to quickly and easily lock online relays and
security relays of the devices added on ACMS with a single click.

When the Always Open feature is enabled, the relays and security relays will
keep open until they are manually closed.
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~ Access Control
Schedule

NOTE:

Always Open

Only those relays and security relays that have been set to Open on ACMS can

be controlled by Lock Down and Always Open.

The system will returns the results after you perform Lock Down or Always
Open.

5.2.2.3. Open or Close Specific Doors

Open All Doors

ihet

Lock All

Action Complete. 4005 of 4007 failed.

m—
[ bevce Locaton Respon et
rrrrrr
=
(] 192.168.48.34
=3 - 5
ADSRelayA  Faile d |
R,
[0 Aos A05RelayA Failed
=3 - B
s
s
S
e @@ w QO e ()@

[ selectan

] 192.168.88.40

[ Aos

You can also open or close doors on individual or multiple specific online
devices. On this screen, you can see all devices added to the ACMS and can

then click the Open or Close button to operate.

NOTE:

When the Lock Down or Always Open feature is enabled, the Open or Close
function on a single device or multiple devices CANNOT work.

® Open/close relays on one device

1. Select the desired device, and click Open or Close button.

2. Select the relays if the device has several relays that have been set to Open
when adding it.
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3. Click OK to allow for one-time door opening or closing.

~ Access Control Open All Doors When Emergency Alarm Triggered | Lock Down Always Open |

Authority Group
o e [ selectan
Log
Door Log Open Relay
Temperature Log. [ Aos ] A0S
Alam Log Reiay A |
= = )
Relay B |
] Security Relay A |
[ A0S ] A0S

[ cance
= (- o= e o= i Lz J

[ A0s 0 A0S [ A0S Ced

mmmm

e @@ » 00 o (@B

® Open/close relays on multiple devices
1. Check off the desired devices.

2. Click on Open or Close button on the top. All relays and security relays that
have been set to Open will be triggered.

~ Access Control Open All Doors When Emergency Alarm Triggered Lock Down Always Open
Schedule

v Log
Door Log
Temperature Log A0t A02
Alarm Log

Total2 00 »~ OO0 sipage =

If at least one relay or security relay of a device is successfully opened or
closed, the system will display a success message. While if all relays of a
device fail to open or close, the system will display a failure message.
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(@ Device Management Rz

Unlock All

~ Access Control Open All Doors Whe!  action Complete.63 of 64 faed
Schedule
Holday Door Operation '
e [[oevee toaten Response oetais
Real-Time Monitoring 1921688834  Failed This device is offine.
Ant-passback
rrrrrr selectall
~ Log
Door Log w2teee102  Faied
Temperature Log. A0S A05
192.168.88.4 Fai
.- 92.168.88.40 g
o5 Faie o
i D =N (o)
405 Failed
405 Failed
A5 s Faleg A0S
105 Falled
405 Falled
405 Falled

A0S

05 Falled

deice s ofine.

E g E

e @@ » 00 o (@B

5.2.3. Check Door Magnets Status

Door magnet status is display next to the device name. The gray icon indicates
that it is closed, and the blue icon is for open status.

(@) Device Management Rz Personnel Management [ LIS

+ Access Control Open All Doors When Emergency Alarm Triggered Lock Down Always Open
sencae
; p———

Select All

A05 A0 A05 A05

A05 A0S A0 A0S

A05 A0S A0S 64 I:I

oz @ @ w QO 64/page \n

5.2.4. Anti-Passback

Anti-passback is a security mechanism preventing an access card or similar
device from being used to enter an area a second time without first leaving it.
In this case, each entry must be followed by the exit for the next successful
entry.
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5.2.4.1. Add Anti-Passback Devices

ACMS needs to add devices and set up its anti-passback methods for both the
device and Wiegand. To enable this function, do as the following:

T New

1. On the Anti-Passback screen, click
2. Check off at least one device to proceed.

3. Select the Internal and Wiegand Anti-passback methods among None, Entry,
and Exit.

4. Add additional Wiegand if needed.
5. Click OK.

NOTE:

Once Anti-passback devices are added, you have to update the settings to
devices on the Device Management module. See here for detailed instructions.

00 « O ==
Ani-passback
=m
‘ — Q00 v 00 == =

5.2.4.2. Edit Anti-Passback Devices

When editing, you cannot change the device that is set as an anti-passback
device.

1. Double-click the desired device or click onits @ in the Operation column.
2. Change its anti-passback methods or add new Wiegand.
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NOTE:

Any changes made to anti-passback devices must be updated to the
associated devices. See here to know how to update the changes.

Hoiday . Device Name " mac Apply To Entry Apply To Extt Gperation

Doy Eclt At passback Rules ;g
Yemperature Log

© Device
A0T. DCTIOS10ESFO

® Anti-passback
intemat | Eniry M

Wegand | Enry v

Tolat1 00 ~ 00 temage D

5.2.4.3. Delete Anti-Passback Devices

To delete multiple devices, check off the desired devices and click on the upper

delete button © - .

To delete single device, click on in the Operation column.

NOTE:

Deleting device will not change the Anti-passback mode that has already been
sent to the device. In the Mode column on Door log screen, the mode will still
be Entry or Exit even after the anti-passback device is deleted.
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5.3. Logs

In the sub-module Log you can check the door access records, temperature
records, and alarm records.

5.3.1. Daily Door Logs

On the door log screen and select Daily Log on the upper left, you can check
and search door access records in terms of what access types are used, and
who in which department have been granted or denied the door access during
a certain time range.

~ Access Control Daily Log Recheck Log

Schedule

ot ©oe @oer @evn oo [ mzososoomwe 5] [ mmasosassmss 5] [m 9 [ A

Authority Group

Real-Time Monitoring
[ Time Device. status. Door ID Mode Name Personnel ID Department Verification Mode  Snapshot
Anti-passback

5.3.1.1. See and Search Door Log

® See Door Logs
1. Select the time range for the door log.
2. Select filtering range among All, Open Door Succeed, and Open Door Failed.

3. Click Snapshot O 1o see photo captured by the device.

(T O A—

~ Access Control Recheck Log

ot Do @oor  @ovn  ron| mmaswnon o | mmennws o] A 9 | e SO
Authortty Group )
Real-Time Monitoring
[ Time Device status Door ID Mode Name Personnel ID Department Verification Mode  Snapshot
Anti-passback
Log 0] 2023:03.0511:33:16 1921688832 Open Door Succeed  ASA Normal Administrator - - server (=)
Door Log
———— ] 2023030513151 64 Open Door Succeed A Normal Administrator - - Server ®
Aamlog T] 2023.03051131:51 192.168.88.32 Open Door Succeed  ASA Normal Administrator = E server ®
01 2023-03-05113036 64 Open Door Succeed A Normal Administrator - - server ®
] 2023.03.0511:30:35  192.168.88.32 Open Door Succeed  ASA Normal Administrator - E Server (=)
2023:0305 112607 64 Open Door Succeed A Normal Administrator - - Server (=)
| 2023030112728 64 Open Door Succeed A Normal Administrator - - server =]
O 2023030512631 64 Open Door Succeed A Normal Administrator - - Server (=]
0] 2023-03-05112546 A0S ceed A Normal Administrator - - server ®
0] 2023.03-05112546 A0S ceed A Normal Administrator - - server ®
0 2023.0305112445 64 A Normal Administrator - - server
0 2023-03.0511:17:33 64 A Normal acms
0 2023030511650 64 A Normal acms (=)
0 2023-03-0511:16:15 64 A Normal Administrator - - server ®
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® Search Door Logs

1. Enter information, such as Device, Name, Personnel ID, and Department, in
the Search field.

2. Click Search to find the specific log.

Wiy (@) oetere © cer @ Export From: | 20230324000 v o 20230320285 v | [m v [ s T \l

Note:

® The personnel ID field will be displayed as Unknown and the Name field and
Department field will be left blank for the unregistered personnel seeking the door
access.

5.3.1.2. Delete and Clear Door Log

® Delete Door Log
1. Tick the check box of the specific door log.

2. Click & "¢ o delete the ticked door log.

nel Management /0:9 Access

- Acess ol T e )
Schede
Holday Qcer @eeen rom o]  To[mmnnans o] (a v | [ N
Authority Group ) o
RealTmeMontorig O Time Device Status Door ID Mode Name Personnel ID Department Verification Mode  Snapshot
Anti-passback

v Log ﬂ 2023-03.0511:3316  192.168.88.32 Open Door Succeed  ASA Normal Administrator - - Server ®
Door Log
D EIELE || asesosianst s Open Doorsuccond | A Homal Pl . sever )

® Clear Door Log

1. click @ o delete all the logs.
2. Click Yes for confirmation.
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« s o ooy TR

Schedule

- gn,.m@am e - || dlEeee o | E =) @ N - JEE)

Autnority Group
Real-Time Monitoring

O Tme Device. status Door ID Mode Name Personnel ID Department Verification Mode  Snapshot
Anti-passback

Door Log
Temperature Log
Alam Log

5.3.1.3. Export Door Log

The door log can be exported to a designated path on your computer in .xlsx
format.

1. click @ ™ and select the path to which you want to export the file to
your local PC.

2. Click Save.

5.3.2.Recheck Log

Recheck Log is a feature that can work in conjunction with the Anti-passback
function. It facilitates the situation where a person is unable to enter or exit
due to reasons such as being lost or forgetting to swipe a card. You can use
this feature to perform recheck operations for the user, thereby relieving the
abnormal situation and ensuring that the user can enter or exit normally the
next time.

5.3.2.1. Perform the Recheck Operation

To recheck for an user, do as the following.
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1. On the Access screen, select Door log on the left-side menu, and click on
Recheck button to start rechecking.

2. Select the entry or exit option based on the actual situation of the user.

3. Select the user from the list of ACMS or enter the user's name and ID directly.
4. Choose the time and date.

5. Click OK.

e m @ = e | = e @ | e

ReakTene Wondong = Pacevemat Name. Time.
ANtpASSDaK
Temperature Log.
Adam Log
Recheck x
o - QR
Personnel ID
Name: - Setect

w00 v 00 e 8

Once the recheck operation is complete, a new door log will be generated. The
name of the record will display as Administrator and the verification mode will
be Server.

~ Access Control Recheck Log

Holday veete  @ciear (@ exvon From:| 2022030600000 m-| o[ 20230308 205050 B+] [ v [ searcn TR
Authortty Group -
Real-Time Monitoring
[ Time Device status. Door ID Mode Name Personnel 1D Department Verification Mode  Snapshot
Anti-passback
Door Log “
Eo—— 20230305 113151 64 Open Door Succeed A Nomal server (&)
Alam Log O 20230305 11:31:51  192.168.88.32 Open Door Succeed  ASA Normal Administrator - - server ®
20230305 1130:36 64 Open Door Succeed A Normal Administrator = E server ®
] 2023-030511:30:36  192.168.88.32 Open Door Succeed  ASA Normal Administrator - - Server ®
2023-03-05 112807 64 Open Door Succeed A Normal Administrator - - server (=]
| 2023005112728 64 Open Door Succeed A Normal Administrator - - server (]
2023030512631 64 Open Door succeed A Nomal Adminstrator . = server ()
2023.03.05 112546 A0S Open Door Succeed A Normal Administrator . - Server ®
7] 2023.0305112546 A0S Open Door Succeed A Normal Administrator - - Server ®
T 2023.0305112445 64 Open Door Succeed A Normal Administrator 2 @ Server (=)
| 2023-03-05 111733 64 Open Door Succeed A Normal acms ®
2023.03.05 111650 64 Open Door Succeed A Normal acms ()
0] 2023-03-0511:16:15 64 Open Door Succeed A Normal Administrator - - Server ®

s Q@ w QO e [Fem)
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5.3.2.2. Search and Export Recheck Logs

You can filter the logs by specifying time, Personnel ID and name. You are also
allowed to export the filtered logs with one click.

5.3.3. Temperature Log

In the temperature sub-module, you can check and search temperature
records collected in the device that is equipped with Akuvox digital
temperature detector during a certain time range.

5.3.3.1. See/Search Temperature Log

® See Temperature Log
1. Select the time range for the temperature log.
2. Switch the temperature scale (Celsius or Fahrenheit) if needed.

3. Select filtering range among All, Normal Temperature, Abnormal
Temperatur, and Low Temperature.

® Search Temperature Log

1. Enter the device name in the Search field.
2. Click Search to find the specific temperature record.
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5.3.3.2. Delete/Clear Temperature Log

® Delete Temperature Log

1. Tick the checkbox of the specific temperature log.

2. Click & "¢ {0 delete the ticked temperature log.

® Clear Temperature Log

1. click @ " o delete all the temperature logs.

2. Click Yes for confirmation.

® Export Temperature Log

Temperature log can be exported in .xIsx format. to the designated path on
your computer.

1. click @ " and select the path to which you want to export the file in
your local PC.

AKUVOX SMART INTERCOM www.akuvox.com 58


http://www.akuvox.com

Smart
Akuvox |nterCO|'T] Akuvox ACMS Administrator Guide

2. Click Save.

* Access Contol Qe @ [@evon | ome[Fon rrom [ wseszroo v | wlmnwans v |m ~ = -
scrsase

Holaay nime Deviee status Temperature Snapsnot

Aoty Grow

Reat-Time Manitorng

Ant-passoack

Log

DoorLog

Temperature Log

aiam Log
112 ¥ S

A | B . & D E F [ H 1 o] E 5 1 N 0
1 [Tine Device Status Tenperaturs
2 2020/12/10 17:41 405 device Nornal Temperature 36. 28
3 2020/12/10 17:41 405 device Nornal Temperature 36.25
4 2020/12/10 17:42 405 device Nornal Temperature 36.26
5 2020/12/10 17:42 405 device Nornal Temperature 36
6 2020/12/10 17:42 405 device Nornal Temperature 36.39
7 2020/12/10 17:44 405 device Nornal Temperature 36.38
8 2020/12/10 17:45 405 device Low Temperature 33.8
9 2020/12/10 17:45 405 device Low Temperature 33.4
10 2020/12/10 17:45 405 device Low Temperature L1
11| 2020/12/10 17:46 405 device Abnormal Temperaturs 38.2
it 2020/12/10 17:46 405 device Abnormal Temperature 37.5 I}
13 2020/12/10 17:46 405 device Nornal Temperature a6
14 2020/12/10 17:46 405 device sbnornal Temperature 39.5
15 2020/12/10 17:46 405 device Abnormal Temperature 40.8
16 2020/12/10 17:47 405 device Abnornal Tenperature 4.4
17 2020/12/10 18:01 405 device Nornal Temperature 36.35
18 2020/12/10 18:01 405 device Nornal Temperature 36. 25
19 2020/12/10 18:0Z 405 device Nornal Temperature 36.22
20 2020/12/10 18:03 405 device Nornal Temperature 36,34
21

5.3.4. Alarm Log

The Alarm Log screen displays all alarm histories reported by devices such as
tamper alarm, alarm door opened, break-in intrusion, and emergency alarm. All
logs can be deleted, cleared, and exported.

5.3.4.1. Search Alarm Logs

You can filter the logs by specifying date and time, entering the device, and
selecting the log type.

Scheouie

Holday Tme Device pe

Autnanty Group

2023.03.05 11 3316 61 Emergency Alarm
Reai-Time Montanng y

Ant passback 2023.03.08 111282 64 Tamper Atz

5.3.4.2. Export Alarm Logs

Alarm logs can be exported in .xIsx format. to your computer.
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1. click © = and select the path to which you want to save the file in your
local PC.

2. Click Save.

= Access Gonirol @oee Qoo @evon o[ moszroon v | wfamezzs v | (m ~] @ N [ mesa

Holiday. [ Tme Devies Type.

5.3.4.3. Delete/Clear Alarm Logs

You are able to delete certain logs or clear all logs.

® Delete Certain Logs
1. Check off the specific logs.

2. Click & "®** {g delete the selected.

® Clear All Logs
1. click @ on the top.

2. Click Yes for confirmation.

@ ACMS

2200 D
@ Device Management = Personnel Management [EECERNTIES

v Access Control Delete @ Export From:‘ 2022-01-05 00:00:00 Dv‘ To:‘ 2023-03-05 235950 Dv‘ [ an ~ m | Reset
0] Time

Schedule
Holiday Device Type
Autnorty Group

Real-Time Moniloring 2023-03-05 11:33:16 64 Emergency Alarm

Anti-passback 0 2020000513252 6 Tamper Alam
v Log

Door Log

Temperature Log

Alarm Log
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6. Attendance Management

The attendance module allows you to set up holidays, attendance device
locations, and work timetables, and manage employee shifts, leave, and
attendance.

6.1. Holidays

You can set up holidays that can be automatically integrated into your work
schedule and attendance.

6.1.1. Add a Holiday

1. Enter the holiday name.
2. Set up the holiday time range.

3. Move the toggle switch to the right if you want the holiday to be repetitive
every year.
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Attengance Point [ Holigay Name Heliay Perioa Dayis) Repeatabiity operation

Totato 20 » OO wpage - | i o |

6.1.2.Edit a Holiday

1. Double click the desired holiday or click on © in its Operation column.

2. Edit the holiday information according to your need.
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6.1.3.Delete Holiday

You can delete holiday(s) one by one or in batch.

® Delete Holiday(s) One by One

1. Clickon of the specific holiday you want to delete.
2. Click Yes.

® Delete holiday(s) in Batch
1. Check off the desired holidays, or the box next to Holiday Name

Holiday N
SR 10 select all.

2. Click Yes.
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6.2. Attendance Point

There can be more than one device for personnel’s punch-in and punch-out,
therefore you might need to name the devices based on their locations
(location point) so that attendance records of the specific attendance device(s)
can be obtained.

6.2.1.Create Attendance Point

1. Clickon = ™" .

2. Fill in the attendance location name and select a device for it.
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6.2.2. Modify Attendance Point

You can modify the point's name, while the device selected cannot be changed.

1. Double click the desired point or click on D inits Operation column.

2. Change the point's name.
3. Click OK.

= Q00 = 00 . [
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6.2.3. Delete Attendance Point

You can delete the attendance device point separately or in batch.

® Delete attendance device point separately

1. Clickon in the desired point's Operation column.
2. Click YES.

Attendance Reguiations ° Ney ° Delete m Reset
Holigay
Aftendance Point L ‘Attendance Point Name Device Name Operation
Leave Type
Shit Schede e ol ] m
Timetadie:
shin
Snit Scheduie
Leave Management
* Report
——
Are you sure you want 1o delete iis alendance point?

® Delete attendance device point in a batch

1. Tick the checkbox Afiendance FOITREME  of the attendance points you
want to delete.

2. Tick the checkbox if you want to delete all the existing attendance points.
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6.3. Shift Schedule

The Shift Schedule sub-module allows you to plan for the work shift
timetables, shift management, shift adjustment, and manage the attendance
record and leave the report for the employees.

6.3.1.Timetables

6.3.1.1. Create Timetable

You can create an inventory of shift timetable templates that can be later
conveniently pulled out and applied to the specific work shift(s) for the specific
employee(s). You can define time table setting in terms of setting up timetable
names, types, as well as work hours and attendance time to be applied to the
timetable.

1. Go to Attendance module and navigate to Shift Schedule > Shift.

2. Click “ " to add a timetable.

3. Set up timetable names and types, and attendance time in the timetable.
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Add Timetable b

@ Basic Settings

Period Name: * \ |

Template Type: | Fixed | ~ |

@ Atftendance Time

Start Work Time:

End Work Time:

Valid Check Time:

Auto Deduct Break Time:

Break Time:

Allow Late(Minutes):

Allow Early Leave(Minuies): \ 0 |

=N

Add Timetable X

@ Basic Settings

Period Name: * | |

Template Type: rF\exibIe ] v |

@ Aftendance Time

Working Hours Per Day:

Start Time Of Timetable:

Parameters Setup
No. Field Name Description

1 Period Enter the name of the work timetable, which is required. Period name is
Name mainly used for identification and search purpose.

2 Template  Select the timetable type between Flexible and Fixed. The type is Fixed by
Type default.

® [f Fixed is selected, then you are required to specify the work start-time,
end-time, valid punch-in and punch-out time for the employees.

® [f Flexible is selected, then you need to fill in the total work hour required
of employees per day, and the work start time, ignoring the work end time
and valid punch-in and punch-out time as long as the employee work
hour meets the total work hour you defined.
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3 Start Work Set up work start-time. The default start time is 09:00.
Time

4 Endwork  Set up work end-time. The default end time is 18:00.
Time

5 Valid Check Set up a valid punch-in time range for Fixed timetable. The default valid
Time punch-in time range is from 08:30-18:30. If an employee clocked multiple
times, the earliest recorded time will be considered the clock-in time and the
latest will be considered the clock-out time.

6 Auto Deduct Enables automatic deduction of break time. When this option is turned on, the
Break Time system will deduct the specified break time from the total work time when
calculating work hours.

7 Break Time The period of time designated as break time.

8 Allow Late The amount of time allowed for being late, ranging from 0 to 1440 minutes.
(Minutes)  When set to 0, no late arrival is allowed. When set to a value other than 0, the
specified number of minutes is allowed for being late, but the attendance
record will not be marked as late.

For example, if the work start time is set at 9:00 and Allow Late is set to 5, any
record before 9:05 will be considered normal and will not be marked as late.

9 Allow Early The amount of time allowed for early departure, ranging from 0 to 1440
Leave minutes. Setting it to 0 means no early departure is allowed. If set to a non-
(Minutes)  zero value, the specified number of minutes is allowed for early departure, but
the attendance record will not be marked as early departure.

For instance, with work end time set to 18:00 and Allow Early Leave set to 5,
any record after 17:55 is considered normal.

10 Working (For Flexible type only) Set up the total work hour required of employees per
Hours Per  day. The total work hour shall not be more than 24 hours. The default work
Day hour is 8 hours .

11 Start Time (For Flexible type only) Set up the work start time for the flexible type
Oof timetable. For example, if you set the start-time as 09:00, then the end time
Timetable  will automatically be 09:00 the next day (24 hours a cycle), requiring
employees to punch in and punch out during the 24 hours ( In this example,
the valid punch-in time will start at 09:00, while the valid punch-out time will
end at 08:59 the next day). The default start-time is 00:00.

6.3.1.2. Edit Timetable Template

After timetables are created, you are allowed to edit the timetables if needed.

1. Clickon @ of the specific timetable you want to edit.
2. Edit the timetable according to your need.
NOTE:

If a timetable has been assigned to a shift, any changes to it will be updated to
the relevant shifts and shift schedules.
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e 0 1 0900 18.00 08:30 - 1830 E Q
Tetanie O oen T o oex0-1em ®@ 0
snn
- ® Basic Setings

S\ o Vv Period Hame * | 1
Report

Tempiate Type: | Foea
® Atiendance Time
Start Work Time:
EndWorkTime. | 18.00
Vald Check Time: | 08:30 2 — 1w
Auto Desuct Break Tame:
BreakTme 1200
Alow Late(Minutes) | 0

Alow Early Leave(Minutes) | 0

6.3.1.3. Delete Timetables

You can delete the existing timetables separately or in batch if needed.

® Delete timetable separately
1. Tick the checkbox of the specific timetable you want to delete.

2. Click Yes for the confirmation.

~ Attendance Regulations °Mew @uelm [Q ] w [ Reset J

Holiday

Attendance Point m] Period Name start Work Time End Work Time Valid Check In Time. Valid Check Out Time Operation
~ Shift Schedule

Test 09:00 1800 08:30 - 0930 17:30 - 18:30 ® 0

snin O e 0900 1800 08200030 17301830 ® 6
‘Shift Schedule

* Leave Management
* Report

Confirmation X

Are you sure you want to delete this period?

- -

i 0@ v 00 e () E

® Delete timetable in batch
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1. Tick the checkbox ~  "=™°#™™ &f the timetables you want to delete.

2. Tick the checkbox if you want to delete the existing timetables.

~ Attendance Regulations @rev @oeee @ ] [ Reset

Holiday

Attendance Point [l Period Name Start Work Time End Work Time Valid Check In Time Valid Check Out Time Operation
el o 0000 00 0830003 T ®© 0

O Default 0000 8.00 08:30 - 09:30 17:30 ~ 18:30 ® 0O

shinscheduie

* Leave Management
Report
Please select ihe bjects you want to aperate
[ o ]

Note:

® The default timetable CANNOT be deleted.
® Timetables that have been assigned to shifts CANNOT be deleted.

6.3.2. Shifts

You can create shift templates and assign them to employees.

6.3.2.1. Create a shift

To create a shift template, do as the following.

1. Click on ™ ™" to start creating shift schedules.

2. Select the created timetable template(s) for the shift schedule in the Period
field.

3. Setting up the shift schedule to be carried out by day, week, or by month as
well as the shift cycle times.

4. Click on and blue high-light days you want to implement the shift and click
© e if you want to clear the day(s) high-lighted.
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Parameters Setup
No. Field Name Description
1 Period Select the timetable template to be applied to the shift to be created. You

can select multiple timetable templates for the shift on a weekly and
monthly basis if needed.

2 Shift Cycle  Select the shift to be carried out on a daily, weekly, or monthly basis and
the shift cycle times. For example, if you set the shift by month and shift
cycle as three times, then you will be getting a total of 9-month shifts with a
three-month cycle, meaning the following two "three-month" shifts will be
carried out in the same way as the first three-month shift.

3 Shift Name  Name the shift according to your need.

6.3.2.2. Search a Shift

You can search the needed shift when there are multiple shifts.

1. Enter the shift name in the search box.
2. Click on Search.
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6.3.2.3. Edit a Shift

You can edit the shift templates in terms of changing the shift name, shift
cycle, and shift timetable (Period).

1. Click on the shift template you want to edit in the shift column.

2. Change the shift name, shift cycle, and shift timetable (Period) according to
your need.

3. Click on Confirm.

0000000 ° 3

6.3.2.4. Delete a Shift

1. Click on the shift template you want to delete in the shift column on the left.

2. Click on © o to delete the shift.

3. Click on Confirm, and then Yes.
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Note:

® A shift template cannot be deleted if the shift template is being applied to any
employees.

6.3.3. Shift Management

After you created shift template(s) you can select the specific shift template
from the shift inventory and applied it to the employees’ regular shift and
temporary shift schedule while defining how long a shift should last, and to
which department(s) and employee(s) the shift is to be assigned. And you can
search, check, and delete shift(s) afterward if needed.

6.3.3.1. Assign Regular Shift to Employees

You can assign a regular shift template to the specific department(s)and
employee(s).

\= | Personnel Schedule

1. Click on
2. Select the shift schedule template and the time range you want to apply.

3. Select the department(s) and employee(s) you want the shift to be applied
to.
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Atemaive EEZD|  sectean | Persomenn viame Department

Note:

® An employee can only be assigned one regular shift schedule, therefore the previous
one will be replaced automatically by the new one if you insist on the replacement.

Note:

® A shift cannot be deleted if the shift is being applied to a specific employee.

6.3.3.2. Assign Temporary Shift to Employees

You can assign a temporary shift schedule to the specific employees of the
specific department when a temporary change or adjustment of shift for the
employee is needed.

5 Temporary Schedule

1. Clickon
2. Select the shift and the time range you want the shift to be applied.

3. Select the department(s) and employee(s) you want the shift to be applied
to.
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Note:

® An employee can only be assigned with one temporary shift schedule, therefore the
previous one will be replaced by the new one if you insist on the replacement.

6.3.3.3. Search/Check the Assigned shift

You can search the regular and temporary shifts that are assigned to the
employees. You can also check the work calendar of the employee for the
details.

1. Search the employees' shift by entering the employee’s name and ID
number in the search field. Click on Reset to quickly clear the search field if
needed.

2. Clickon of the specific employee if you want to check the employee’s
work calendar.
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6.3.3.4. Edit the Assigned Shift

You can edit the assigned shift in terms of changing the shift and shift valid
time range for the specific employee if needed.

1. Click on © of the specific assigned shift you want to edit

2. Change the shift and shift valid time range for the assigned shift.

i @@ v 00 e [ -
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6.3.3.5. Delete the Assigned Shift

You can delete the assigned shift(s) if needed.

1. Click on the of the specific assigned shift if you want to delete it
separately.

2. Tick the checkbox(s) of the assigned shift(s) and click @ 1o delete all
of the shifts.

~ Atiendance Reguialios D rersonnei scnsauis @ remvoray senesuie (@) varee @ = e
Holiday
Atenaance Pont 0 Parsannel D Name Deparimant Type Shift Nana Work Time vaiid Time Operation
Lewve Type
- I 007 wr Team 1 Personns oetaut 0900 - 160 wamzs s @ @ ©
Tmetatie T e— et onoo-1m00 et - avaas 000
Shift Schedule
+ Leave Management
* Report
i ——
AT ou sure you want 0 Octele 1 schedue?
- -

6.4. Leave Management
You can create, search, edit and delete employee leaves.

6.4.1. Customize Leave Types

AMCS allows you to add additional leave types if the default ones cannot meet
the actual needs. This feature is used in conjunction with the Leave
Management.
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6.4.1.1. Add a new leave type

New

1. On the Attendance Regulations > Leave Type, click on

2. Name the leave type. Note that the name must not be empty or duplicate
with existing types.

3. Click OK.

* Leave Management

6.4.1.2. Edit a Leave Type

When editing a leave type, the new name will be synchronized in real-time with
the Leave Management module.

NOTE:

However, the leave type that has already been used cannot be modified.

To edit a leave type, just double click it or click on @ in its Operation column.

6.4.1.3. Delete the Leave Type

You can delete a leave type if it is no longer needed. Once a leave type is
deleted, it will no longer be displayed on Leave Management module.
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NOTE:

The used leave type cannot be removed unless all associated leave
applications are first deleted.

To delete single leave type, just click on in its Operation column. If you
want to delete more than one of them, check off the desired types and click on

Delete

6.4.1.4. Search a Leave Type

The Leave Type interface allows you to search for leave types by entering the
name of the type.

6.4.2. Add a Leave

You can create leaves for the employees by defining what the leave types are,
when the leave starts and ends, to which employee the leave is to be applied,
etc.

1. Enter the leave information.

2. Select the employee(s) to whom the leave is to be applied.
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6.4.3.Search a Leave

1. Select the leave type to narrow down the search range if needed.
2. Search leaves by entering the employee ID or name in the search field.

= Personnel Management QO Access

~ Attendance Regulations D \ew (D) etete  Leave ype: (Al ) I m Reset
Holiday .
Attendance Point Personnel 11D Name Department Start Time. End Time Leave Type Remarks Operation
~ Shift Schedule
s 23123 Jim Technical Department 2022-04-08 00:00 2022-04-08 23:59 Casual Leave ® 0
st O a2 | Technical Depariment  2022-04-08 00:00 20220408 23:59 CAIEESE © 0
Snint scheduie

Leave Management
Report

6.4.4_Edit a Leave

You can edit leave in terms of changing the leave type, leave start time, and
end time.

1. Clickon @ of the specific leave you want to edit.
2. Change the leave information.
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6.4.5.Delete a Leave

You can delete leave separately or in batch.

1. Click on of the specific leave you want to delete.

2. Tick the checkbox e of the leaves you want to edit or tick to delete
all the leaves.

i — oy

Hotday

Attendance Point Personnel ID Name: Department start Time End Time Leave Type Remarks Operation
S::V;:,:;m oo7 NT Team Casual Leave []
Timetabie o7 nt am Casuai Leave © 0

shin

shift Scea @ s . ® e
Leave Management
Repon

6.5. Attendance Report

6.5.1. Search/Check/Export Daily Attendance Report

You can manage your attendance report in terms of searching, checking, and
exporting your attendance report on a daily basis.
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Click on , you can see all employees daily attendance reports. Do
any of the following if needed:

® Search specific reports by
B Entering employee's name or ID number,

B Selecting a certain attendance type from the pull-down list; Or

B Choosing a time range.

+ Aendance Reguators | (R Mo y Report Recnack Inout Report
Housay
Attendance Point © e @© roren From: | 2020927 W | 2z v | (A - I I =R - |
Leave Type =

S Schackiy Personnel 0 Name DeparimentName  Status Leave Type B Nam Period Name SanWorkTime  EndWork Time
Tmetabic Late
st oor am rea 21 Leave Early
S Schedue ask For Leave
Leave Management L
Report

® Export an xlIs. format reports by clicking on @ 4ng selecting the
information display on the reports.

Montnly Report | Recneck inOut Report |

Attendance Reguiations Daiy Repert
Hotoay
Anenaance Pomt ) recrecimon @ rerresn rrom: [2noszr v | o [zmeser v [m v @ | I (e |
Leave Type
SISO [ personnetin Name e = Snin Name Period Name Start Work Time: End Work Time
Tmetaie
Snin o] o007 NT Please select fields to export oefaut
Shift Scheduse
- Leave Management T penonnein
* Report B [ame
1] [pepanment Hame
o joaus
B feweTyoe
= jatiendance Date
o  ame
@ [periodhame
B [sunwonTine
= [End-‘ork Time:
©  |oneckinime
= @
w @@ v 00 e -

The following is a daily attendance report example.

wwwwww

6.5.2. Search/Check/Export Monthly Attendance Report

Click on , you can see all employees monthly attendance reports.
Do any of the following if needed:
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® Search specific monthly report by

B Entering employee's name or ID number.

B Select a certain month.

Export

® Export an xls. format reports by clicking on ()
information display on the reports.

and selecting the

e I v morrren |

s ot [ T @ N -
Leave Type

ail et PersonneliD  Mame i ol Ask For Leave(Hour)  Late(Time) Leave Early(Time)  AbsentiHour)
sna 007 nt ear Please select fields o export 00 o o 210
‘Shift Schedule

* Leave Management Pusdna b

* Report Neme

Department tiame

Antendance Montn

Leave Eany(Hour)

AbsentiHou)

IQQGG(\[‘G[‘E’!&GI

Totat1 00 »~ OO weee [ | (IEED

6.5.3. Correct Check-In/Out Time

You can correct employee's clock in/out time by performing a rechecking. You
can also fix the missed punch if employees forgot to clock in or out.

1. Click on IEEIEEEN

2. Check off the record(s) that you want to fix the check-in/out time.
3. Click On @Recheck In/Out .
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4. Tick the checkbox of the missing check-in or check-out, and click OK. The
employee's attendance record will be updated accordingly.

ReCheck Infout X
(] ReCheckin: |09 v| — | 10 v |
] ReCheckOut | 18 v_] — (oo v |

= ()

ReCheck Infout X
) ReCheckin' | 00 v | — (oo v |
| ReCheck Out: | 23 v J'| — | 50 v |

= ()

Note:

® The time for the re-clock must be within the employee's designated
working hours, otherwise the re-clock will fail.

® [f you need to recheck for multiple employees at one time, they must be
assigned with the same shift.
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6.5.4.Check/Export/Delete the Recheck-In/Out Record

Click on , then you can see all employees rechecking reports. Do
any of the following if needed:

® Search specific rechecking report by
B Entering employee's name or ID number.

B Select a certain time range.

® Export an xlIs. format reports by clicking on @

® Delete reports by checking off the specific reports and clicking @
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7. System Settings

ACMS allows you to export the system data to your PC as a backup in advance,
which can be later imported back to the ACMS in case missing data occurs. In
addition, you can also create and modify the password.

7.1. Set a System Language

ACMS now supports 4 languages: English, Chinese, Russian, and Turkish.

To set your preferred language, click on in the upper right corner, and
select System Settings > Language.

) @ General Language

Language: | English v

Network

English
Password M

PycCKMil A3bIK
Tirkce

“ . fancel |

SMTP

7.2. Import and Export System Data

® Export System Data

1. Click on in the upper right corner and select Database from the pull-
down list.

2. Click © cwor and select the path to which you want to export the data to
your computer.

3. Click on in your computer to confirm the path.

4. Click OK for confirmation.
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Backup A

@ Export @ Import

Select File: | |

® Import System Data

1. Click on n in the upper right corner and select Database from the list.

2. Clickon @ ™" {5 select the data file to be imported to the ACMS.

3. Click Open to upload the file, then click Yes for confirmation.

Note:
® The data file to be imported into ACMS should be in .db format.

7.3. Modify Login Password

1. Click on n in the upper right corner and select System Setting in the pull-
down list.

2. Click on Password.
3. Change the password.
4. Click on OK.
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System Settings %
Language Current Password: * | |
Network Mew Password: * | |
SMTP

7.4. SMTP Configuration for Emails

SMTP is used for sending employees PIN codes when creating authentication

codes. To set this up, click on ﬂ in the upper right corner, and select System
Settings > SMTP.

NOTE:

Some email servers require enabling the SMTP service before sending and
receiving emails successfully.

System Settings b

Language Nick Name: | ACMS

Nt usemame: | . Bl | & 299.com

|
—— Password: | oooooooooooooooo \
\

e s sener. e dueon

SMTP Port: | 25

=m ==

Parameters Setup:

® Nick Name: To customize the sender's name.

® Username: The email address used for sending emails.

® Password: The password of the email that you used for sending emails.
® SMTP Server: The address of the SMTP server.

® SMTP Port: The port number of the SMTP server.
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Employees will receive such a PIN code email:

Mobile Access

| Acms
B P @akuvox.com

ﬁfl‘IAl ACMS< 7 B@qgq.com> ]

EfEAR W @akuvox.com< . @akuvox.com>
8l 2022528228 (AD) 11:47
Z: 10 KB

Dear user
Your mobile access authentication code has been created.
Please find your pairing code below:

PIN: 925641
Best regards,

The Akuvox Team

Akuvox
Open A Smart Werld

(This is an automatic email sent from ACMS. Please do not reply to it.}

7.5. Lock/Unlock ACMS

You can lock the ACMS interface using the Login password when you are
managing the ACMS for security purpose.

To lock the software, click on in the upper right corner, and select Lock
from the pull-down list.

To unlock, you have to enter the login password.

System is locked, Please input password.

\g admin |
& J

Note:

® The default unlock password is admin.
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8. Contact Us

For more information, please visit us at www.akuvox.com or feel free to
contact us by

Sales email: sales@akuvox.com

Technical support email: support@akuvox.com

Telephone: +86-592-2133061 ext.7694/8162

We highly appreciate your feedback about our products.
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