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Disclaimer 

All information in this document is subject to change without notice. Although the information is believed to 
be accurate, it is provided without guarantee of complete accuracy and without warranty of any kind. It is 
the user's responsibility to verify and test all information in this document and the user accepts full 
responsibility for all resulting outcomes. 

Trademarks 
SRSTP, CMP-RIG, CMP-DA, CMP-CA, Converged Management Platform, CMP, Vendor Knowledge 
Module, VKM, Vendor Quality Module, and VQM are trademarks of Nectar Services Corp. 

Microsoft, Internet Explorer, Windows, Windows Server, Windows Vista, Win32, and the Microsoft logo, 
Windows logo, Windows logo (2002), Internet Explorer logo, Lync Logo and Windows start button, are 
registered trademarks. Lync 2010, Lync 2012, Skype for Business, Windows 2008, Windows 2010, 
Windows 2012, and Windows XP, are trademarks of Microsoft. 

Oracle, Oracle logo, Java, Solaris, all trademarks and logos that contain Oracle, Solaris, or Java, and 
certain other trademarks and logos, are trademarks or registered trademarks of Oracle Corporation or its 
subsidiaries in the United States and other countries. 

Cisco, Cisco Unified Communications Manager, Cisco Call Manager Express, Cisco Unity, Cisco Unity 
Express, Cisco Unified Border Element, are registered trademarks. Cisco UCM, Cisco CME, Unity, Unity 
Express, and CUBE, are trademarks of Cisco. 

Avaya and the Avaya logo are trademarks of Avaya Inc. and may be registered in certain jurisdictions. 

NICE Trading Recording is a trademark of NICE Systems. 

Unigy is a registered trademark of IPC Systems, Inc. 

Unigy is a registered trademark of IPC Systems, Inc. 

FreeBSD and the FreeBSD logo are registered trademarks to The FreeBSD Foundation.  

Ribbon, Ribbon logo, Sonus, and Sonus logo are registered trademarks of Ribbon Communications 
Operating Company, Inc. 

Linux® is the registered trademark of Linus Torvalds in the US and other countries. 

Polycom, Plantronics and associated logos are registered trademarks of Poly.  

TACACS.net is a registered trademark of TACACS.net Inc.  

Yealink is a trademark of Yealink.  

AudioCodes is a trademark of AudioCodes Limited. 

Genesys and all associated logos are registered trademarks of Genesys Telecommunications Laboratories, 

Inc. 

All other trademarks, service marks, registered trademarks, or registered service marks are the property of 
their respective owners. 
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1 Introduction 
Nectar Diagnostics consists of the following components which are collectively referred to as Unified 

Communications Diagnostics (UCD).  

• Unified Communications Diagnostics Manager (UCD-M) 

• Unified Communications Diagnostics Point (UCD-P) 

• Unified Communications Diagnostics Analyzer (UCD-A). 

This guide discusses aspects of configuring Nectar Diagnostics to aid in correlating sessions comprising 

various call legs.. 

1.1 Audience 

This guide is intended for individuals who are familiar with the basic operation of the Nectar Diagnostics 

product including usage of the UI for querying sessions and viewing the associated QSRs. Understanding 

the call flows being monitored is also required including a knowledge of the different VoIP systems in use 

and their function.  

1.2 Supported Software Versions 

• Nectar Diagnostics software version 22.0 and later. 

1.3 Technical Support 

To receive technical support, contact Nectar in one of the following ways: 

• Nectar technical support e-mail address: support@nectarcorp.com 

• Visit http://www.nectarcorp.com for additional information. 

Use your company's login information to access the documentation. 

1.4 Product Documentation 

• For additional information, see: 

o Nectar Diagnostics Release Notes 

o Nectar Diagnostics Installation and Configuration Guides 

o Nectar Diagnostics Command Reference Guide 

o Nectar Diagnostics User Guide 

 

• To provide feedback on Nectar documentation: 

o documentation@nectarcorp.com

mailto:support@nectarcorp.com
http://www.nectarcorp.com/
mailto:documentation@nectarcorp.com
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2 System Overview 
UCD provides real-time IP service assurance for Unified Communications (UC) environments. It 

correlates real-time session (signaling), media (voice/video) streams, and topology paths and 

events for UC applications. 

The solution consists of the following component types: 

• UCD Point (UCD-P) is the UCD function that monitors the IP network and the session signaling. 

• UCD Analyzer (UCD-A) is the UCD function that monitors and analyzes Quality of Experience 

(QoE) for media streams associated with the sessions monitored by the UCD-P. 

• UCD Manager (UCD-M) is an element management system for the UCD-Ps and UCD-As. The 

UCD-M provides a web-based GUI, UCD-M Dashboard. 

Nectar Diagnostics works in a hierarchical model where: 

• One UCD-M monitors one or more UCD-Ps. 

• One UCD-P can monitor zero or more UCD-As. 

 

 

3 Feature Overview 
Nectar Diagnostics is able to monitor call control sessions using SIP messaging either on the wire or from 

direct messaging of the call server to the UCD-P. In release 22.0 of the product, integration with the 

Avaya syslog messaging system was done to provide a direct messaging capability to acquire SIP 

signaling. This feature precedes a productized implementation of this capability on the Avaya SBC. For 

this reason, it is necessary to access the Avaya SBC shell to enable the feature. Once enabled, the UCD-

P is configured to receive and process syslog messages from the Avaya SBC. This enables the UCD-P to 

become aware of sessions and provide visibility and access to the signaling. The Avaya SBC can then be 

configured to send end-of-call metrics to the UCD-P using RADIUS accounting messages.  

 

3.1 Enable Avaya SBC to Send SIP via Syslog 

The SBC daemon, sbcd, running on the Avaya SBC creates trace log files containing the sent and 

received SIP messages. These message logs files rotate according to time and/or size. These log files 

are accessible using the Avaya SBC shell to access the file system. There is currently no ability via the 

product user interface to configure these log files to be transported to a remote server. The Avaya SBC 

has syslog-ng installed for performing this function, but it is not utilized. For the integration effort 

performed as part of the Diagnostic’s 22.0 release, syslog-ng is configured to send the currently active 

SIP trace log file to the UCD-P. As stated above, the log files rotate and therefore it is necessary to use a 

cron job to monitor the log files and update the syslog-ng configuration file so that it sends the newly 

active file. The cron job runs a script every second to check for the active trace log file. This is done in an 

attempt to reduce the lag in time.  
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If the script detects a change in the currently active sip trace log file, it updates the syslog-ng 

configuration file and then sends a signal to cause the daemon to start monitoring the new file. To install 

these tools on the Avaya SBC, it is necessary to access the shell and become the super user. The script 

file and cron job commands are located on Nectar’s software portal. The script file is called 

roll_sip_files.pl.dat and needs to be renamed to roll_sip_files.pl after downloaded. The cron job 

commands are in the file cron.dat and a text file. The contents must be copied to the root cron job task 

list.  

 

The script file must be edited to configure the correct UCD-P address and port. Locate these two lines 

near the top of the script file: 

 

$nectarIp=”10.10.10.10”; 

$nectarPort=”5500”; 

 

Change the entries to have the correct values. For example: if the UCD-P IP is 192.168.21.113 and will 

listen on port 6500, the lines above would become: 

 

$nectarIp=”192.168.21.113”; 

$nectarPort=”6500”; 

 

After changing the file save it in the following directory on the SBC, afterwards make the script has 

executable permissions:  

 

cp check_sip_roll.pl /etc/syslog-ng/check_sip_roll.pl 

chmod 755 /etc/syslog-ng/check_sip_roll.pl 

 

After the script file has been installed, become the superuser and use the command: “crontab -e” to add 

the cronjob. NOTE: the cronjob entry is long so it will span multiple lines. Make sure there is no end of 

line character in the middle. If there is use CTRL-j to join the lines. When done use “:wq” to save the 

changes. Use “crontab -l” to verify the cronjob entry was added.  

 

3.2 Enable UCD-P to Receive Syslog Messages 

This example assumes that port 6500 was used in the example update to the script file. If some other port 

was used, that value is entered. Depending on deployment practices the SBC may use the same Call-ID 

for both legs of a call. In these cases it is necessary to use the signaling IP address to allow for identifying 

unique call legs.  

 

 

 

 

 
 
 
 

  

configure terminal 

  listen-voip-msg-backhaul syslog port 6500 platform avayasbc start-of-line “<” 

  session-sip-identity avaya callid-fromip 

end 

copy running-config startup-config 
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3.3 Enable Avaya SBC to Send RADIUS 

This step should only be performed if the Avaya SBC is configured to send SIP messages as described 

above. This is because the RADIUS messages are related to sessions identified by the control signaling.  

 

Login to the SBC EMS and select SBC from the pull-down menu.  

 

 
 

Expand the Services menu and select RADIUS. Then click Edit. 
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In the edit window enter the UCD-P IP address with the port number 1813 and enter the secret key.In this 

example supersecret was used.  Wjhen done, click Finish. 

 

 
 

 

3.4 Enable UCD-P to Receive RADIUS Messages 

 

Configue the UCD-P to receive RADIUS messages from the SBC.  

 
 

 

 

 

 

 

 

 

 

 

 

 

 

# configure terminal 

# listen-voip-msg-backhaul radius-acct port 1813 

# radius-acct client 10.65.0.151 key supersecret 

# end 

# copy running-config startup-config 
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